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Abstract

ContinualValidationof distributedsoftwaresystemscanfacilitatetheirdevelopmentand

evolution and engenderusertrust. We presenta monitoring architecturethat is being

developedcollaboratively underDARPA’s DynamicAssemblyfor SystemAdaptability,

Dependability, andAssuranceprogram.Themonitoringsystemincludesaprobinginfras-

tructurethat is injectedinto or wrappedarounda targetsoftwaresystem.Probesdeliver

eventsof interestto be processedby a monitoringinfrastructurethat consistsof gauges

for deliveringinformationto systemadministrators.This thesispresentsa classification

of existing probingtechnologiesandcontainsa full implementationof a probinginfras-

tructurein Java.
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Chapter 1

Intr oduction

Softwaresystemsarebecomingmorecomplex in a numberof ways. First, many sys-

temsarenow dynamicallyreconfigurableandcanincorporatecomponentsthatwereun-

known andpossiblyunavailableat designtime. Second,codecanbegenerateddirectly

from specifications,makingunderstandingthesystemimplementationmorechallenging.

Third, the scaleof large component-basedsoftwaresystemsmakesthemprohibitive to

formally analyze.Finally, a systemthat hasbeenfully analyzedprior to initial deploy-

mentwill almostcertainlychangeafterbeingdeployed. Re-analysisof theentiresystem

wouldgenerallynotbefeasible.

Continualvalidation(run-timemonitoring)providesasolutionto helpdevelopersun-

derstandcomplex systems.It canaugmenttraditionalstaticanalyses,testingandsimula-

tion andcandetecterrorsthattraditionalmethodscannot. A continualvalidationsystem

collects,aggregates,and disseminatesinformation abouta running systemto decision

agents(humanor otherwise). Many high performanceandhigh assurancesystemsare

built with their own proprietarydiagnosticandmonitoringfacilities. However, thehigh

costassociatedwith building custommonitoringsystemshaspreventedtheir widespread

use.As partof DARPA’s DASADA program[11] researchersfrom a numberof institu-
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tionsarecollaboratingto developgenericmonitoringtechnologies.Thegoalis to provide

continualvalidationto a broadrangeof distributedcomponent-basedsystemsassembled

at leastin part from a mix of commercialoff-the-shelf(COTS) andopensourcecompo-

nents.

Wehavecollaboratedwith researchersatColumbiaUniversityto developaprototype

Monitoring ArchitecturecalledKinestheticseXtreme(KX). The objective of KX is to

monitor how well a runningsystemmeetsits functionalandextra-functionalgoalsand

constraints.A proof-of-conceptimplementationof KX wasdemonstratedat theDARPA

DASADA DemoDaysin BaltimoreMarylandin June2001.

KX wasdesignedto monitordistributedsystemsandis itself adistributedsystem.KX

is brokendown into 3 primaryareas:probeinfrastructure,eventinfrastructure,andgauge

infrastructure(seeFigure1.1).

Distributed Target System

Probe Adapter Probe Adapter

Event Infrastructure

Gauge Infrastructure

Events
Patterns

Control Events

M
O

D
E

L
V

IE
W

C
O

N
T

R
O

LL
E

R
Gauges

HostHost

ComponentComponent

ConnectorConnector

ProbeProbe

Figure1.1: A high-level view of theKX monitoringsystem.

Theprobeinfrastructureincludesthevarioustypesof probes,themechanismsfor in-
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sertingprobesinto a targetsystem,andpoliciesfor how theprobescanbecontrolledby

the monitoringsystem. Probesareusedto collect informationaboutrunningsoftware

systems.They detectandreify eventsin thetargetsystemanddeliver themto themoni-

toring system.Thegoalof probingis to efficiently collect informationabouta systemat

run-time.

Theeventinfrastructureis composedof aneventstandard,anInternetscaleeventser-

vice (SIENA) [5], andpersistentstorage.An event in thetargetsystemcanbeanactual

eventpassedin anasynchronousmessagingarchitecture,or it canbeamethodcall, afile

reador write, or avariableaccess.Sucheventsoffer anappropriatemodelfor understand-

ing systembehavior becausethey capturetheinteractionsbetweenthecomponentsof the

system.

The gaugeinfrastructureprovides a framework for the creationand execution of

gauges.Gaugesareeventconsumers.Gaugessubscribeto eventsfrom theevent infras-

tructure. They processindividual eventsandsearchfor patternsof events. Theprimary

goal of gaugesis to provide information to decisionagents(humanor automated).In

futureversionsof KX gaugents(gauge+ agent)may take an active role in dynamically

reconfiguringthetargetsystemin responseto changingconditions.

KX andthe target systemcanbeviewedasan instanceof themodel/view/controller

designpattern(seeFigure 1.1) [15]. Themodelis informationgeneratedby theexecution

of thetargetapplication.Thegaugesrepresenta numberof possibleview(s) thatcanbe

derivedfrom themodel’sdata.Theprobeinfrastructureandeventinfrastructuremakeup

the controller. The controllerservesto decouplethe modelandthe view by delivering

informationusingapublish/subscribeprotocol.
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1.1 Goalsand Evaluation

This thesishasthreemaincontributions.

Thefirst contributionis relatedto probes.Weexaminethewaysthatprobescancollect

informationfrom runningsystemsanddescribeanumberof existingtechnologiesthatcan

be usedasprobes.We explicitly describea numberof probesthat canbe implemented

usingActive Interfaces[18].

Thesecondcontribution is thedevelopmentof a ProbeRun-Time Infrastructurethat

canbe usedto deploy andmanageprobesat run-time. We describea high-level design

thatwould allow for implementationof the run time infrastructurefor thevariousprobe

mechanisms.We provide animplementationanddemonstrationof thedesignfor Active

Interfaces.

Thethird contributionof thisthesisis participationin thedevelopmentof ademonstra-

tion of thefull monitoringarchitecture.This demonstrationwasshown at theDASADA

DemoDaysconferencein June2001. The target systemfor the demonstrationis Ge-

oWorlds a large component-basedsystemthat can script togetherinformation sources

andprocessingcomponentsdynamicallyat run-time[9]. Thecoreof theGeoWorldssys-

tem is written in Java. We utilized theActive InterfacesProbeRun-Time Infrastructure

to supportthedevelopmentof probesto collectinformationfrom GeoWorldsat run-time.

Additionally weassistedin thedevelopmentof gaugesandmeaningfull scenarioswhich

highlight theability of themonitoringsystemto detectproblemsin thesystem.

1.2 Outline

This thesisis divided into six chapters. In Chapter2 we describethe role of probes

in a continualvalidation system. We discussmechanismsthat can be usedas probes

and comparethe characteristicsof the different probemechanisms.In Chapter3 we
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motivatetheneedfor anddescribea high level designof a systemto deploy andcontrol

probesat run-time. Chapter4 describean implementationof the high level designfor

Active Interfaceprobesand presenta small proof of conceptdemonstrationof it. In

Chapter5 wedescribeKX, theentirecontinualvalidationsystemthatis beingdeveloped

collaboratively with researchersat ColumbiaUniversity. We describehow the Active

InterfaceProbeRun-Time Infrastructurefits in to theoverall systemanddiscussgauges

that we constructedfor usein the demonstrationof the full system. In Chapter6 we

summarizethemainpointsandcontributionsof thisthesis.Additionally weoutlinefuture

work.
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Chapter 2

Probes

2.1 Intr oduction

KX, themonitoringsystemdescribedin theintroductionis composedof threeparts.The

probeinfrastructure,the event infrastructureand the gaugeinfrastructure. The probe

infrastructurecanbefurtherdividedinto probesandprobecontrolpolicies.In thischapter

we focus on probes. Probesare software that collect information that can be usedto

developanunderstandingof how well asoftwaresystemis meetingits goals.

In thischapterwebegin by describingmodelsof targetsoftwaresystems.Wedescribe

theroleof probesasthey relateto thesemodels.

While it is importantto understandtheenvironmentin which softwaresystemsexe-

cutethe primary focusof this chapteris on probesthat areusedto detecteventsin the

targetsystemsoftware.We describea numberof mechanismsthatcanbeusedasprobes

anddescribehow they functionandwhatbenefitsandshortcomingsresultfrom theiruse.

We thencomparethe mechanismswith eachotherdiscussingthe attributesthat distin-

guishthemfrom eachother. Finally we developa taxonomybasedon thecharacteristics

of thevarioustypes.
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2.2 Models of Target Systems

Software architectureprovides a high level view of the structureof software systems.

Softwarearchitectureidentifiesglobalcontrolstructure,andinter-componentcommuni-

cationprotocols[17, 27]. Componentsin this sensecanbe explicitly developedstand-

alonecomponentsor cohesive softwaremodulesin a legacy system. Componentsen-

capsulatedataandbehavior behinda public interface.Connectorsdefinetheinteractions

betweencomponents.Connectorsencapsulatecommunicationmechanismsand proto-

cols. They may correspondto actualcompilableunits (sometimescalled connecting-

components)or may be a representationfor sequencesof procedurecalls, shareddata,

pipes,eventbroadcastor complex protocols[2, 29]. This simplifieddescriptionof soft-

warearchitectureservesasthebasisfor amodelof targetsystems.

As describedabove a target systemcanbe viewedascomputationalunits that com-

municateto achieve thedesiredresult.To monitorthis system,it is necessaryto monitor

the components,the connectors,andthe environmentin which the softwareis running.

Probesaresoftwareentitiesthatinteractwith thepartsof asystemto collectthenecessary

information.

We usethesoftwarearchitecturalview of softwareto broadlydefineprobesasbeing

componentboundaryintrusive,connectorintrusiveor architecturallyintrusive(seeFigure

2.1). Intrusive implies thelocationof theproberelative to thestructuresof thearchitec-

ture.Componentboundaryintrusiveprobescollectinformationfrom insideacomponent

boundary. Any modificationof the target systemto accommodatea componentintru-

siveprobeis containedentirelywithin thecomponentbeingmonitored.Connectorintru-

sive indicatesthat theprobesarelocalizedinsideconnectors.Connectorscanbesimple

bindingsbetweenthemethodsprovidedby componentor they canbefirst classobjects

themselves[29, 2]. In figure2.1 theblock arrows representactualizedconnectors.If the
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connectoris a binding, it containsno codeandcannotbe directly probed. Line arrows

representbindingsin thefigure. Monitoring mustoccurinsidethecomponentsthecon-

nectorconnectsor it mustrely onindirection(wrappingor otherwise)to interceptcontrol.

Ontheotherhand,actualizedconnectorscanbeprobeddirectly. Architecturallyintrusive

probesarevisibleatthearchitecturallevel. Thiscanmeanthatanentirelynew monitoring

componentis addedto thesystemor thattheprobedcomponentis seendifferentlyby the

othercomponentsin thesystemthanwastheoriginal component.

Node (Host)

Legend:

Probe Connection
Point

Component

Connector

Binding

Interface

Host A Host B

Node (Host)

Legend:

Probe Connection
Point

Component

Connector

Binding

Interface

Host A Host B

Figure2.1: Modelof TargetSystem.

Probesdetectevents.Eventscaptureand/orreify communicationin thetargetsystem.

In an asynchronousmessagepassingarchitecturesuchas C2 [35] this entailscaptur-

ing messagesin the target system,translatingtheminto the monitoringsystem’s event

standard,appendingappropriatemeta-dataand injecting theminto the monitoringsys-

tem. In moretraditionalsoftwaresystems,inter-componentcommunicationis commonly

achieved by methodcalls or the sharingof data. In thesesystemseventsarenot first-

classobjectsin thetargetsystem.Probesmustcapturetheactivity beingobservedin an

eventanddeliver it to themonitoringinfrastructure.Interceptingcontrolbeforeandafter

methodcalls or dataaccessesallows the communicationto be detectedanddescribed.

Eventsthat encapsulatethis informationcanbe createdanddeliveredto themonitoring

system.Many of the probetechnologiespresentedin this chapteraremechanismsthat

8



provide this ability.

All softwaresystemsareimpactedby thehardwareon which they run. Whenhard-

wareresourcesarescarceor overloaded,systemperformancewill suffer. This problem

is exacerbatedwith distributedsystemsdueto the greaternumberof hardwareandnet-

work resourceson which thesoftwaresystemrelies.Thereforein additionto monitoring

thecomponentsandconnectorsof thesoftwarearchitectureit is importantto monitorthe

non-softwareresourcesthatareutilizedby thesoftwaresystem.

2.3 Existing ProbeTechnologies

Thereareexisting technologiesthateitherwereintendedfor useasprobesor which can

beeasilyput into useasprobesalthoughtheir intendedusewassomethingelse.

Many of thetechnologiespresentedin thefollowing sectionweredevelopedascom-

ponentadaptationtechniques.At first glanceaddingmonitoring codeto a component

appearsto be a simple componentadaptation;however the differenceis in when the

adaptationoccurs. Componentadaptationhaslargely beenpresentedas a mechanism

to overcomecomponentmismatch[18, 19,22, 15]. Themismatchcaneitherbeinterface

mismatchor behavioral (functional)mismatch[18, 15]. Theissuesthatcomponentadap-

tationattemptto addressarelargely integrationor designtime issues.They seekto allow

theintegrationof adaptedthird-partycomponentsinto softwaresystems.In this thesiswe

presentprobingin termsof constructinga genericmonitoringinfrastructurefor usewith

alreadyintegratedsystems.Thisdifference,while significant,doesnotcompletelyunder-

mine theutility of thepreviously developedadaptationtechniques,aswe will seein the

following sections.Consideringpost-integrationadaptationdoeshowevercausesomeof

thecharacteristicsof theadaptationmechanismsto beseenin anew light. In thesections

that follow we will presentmechanismsthatcanbeusefulfor probing. Specifically, we

9



will examinetheirusein apost-integrationinstrumentationrole.

2.3.1 Open Source

If thesourcecodefor thecomponentto bemonitoredis available,we candirectly insert

themonitoringcode.This approachoffers tremendousflexibility andenablesthemoni-

toring of any facetof a component’s stateor behavior. However, this flexibility comesat

a cost,becausemonitoringcodeis intermingledwith applicationcode. This is undesir-

ablebecausethetwo typesof codefor differentpurposesareintermixedtherebyreducing

cohesion.Thedifferenttypesof codewill likely undergo separateevolutions,which will

bemademoredifficult by thelackof separation.Theindividual responsiblefor inserting

the monitoringcodewill most likely be responsiblefor all future maintenancecostsas

theinitial componentdevelopercanclaim any undesirablebehavior is introducedby the

monitoringcode.Additionally theinsertionof monitoringcodeis not assistedor guided

by any tool. The result is that the monitoringcodeis often insertedad hoc. This can

complicateboththeinsertionprocessandthesubsequentremoval of themonitoringcode.

2.3.2 Wrappers

Wrappersarecommonlyusedfor threepurposes.One,they areusedto adapttheinterface

of acomponentto allow for its integrationinto asystemthatexpectsor requiresadifferent

interface.Two, they provideamechanismfor addingfunctionalityto acomponent.Three,

wrapperscan be usedto wrap the interfaceof several componentsso that the system

outsidethe wrapperrefersto the componentsthrougha commoninterface. Theseuses

have beenformalizedasthe adapter, decoratorand facadedesignpatternsrespectively

[15].

Sincewe areconsideringthe insertionof probesafter integration, the interfacesin
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the systemshouldalreadymatchso the probesshouldbe asnon-disruptive aspossible.

Thedecoratorpattern[15], which is usedto addfunctionality, is themostusefulform of

wrappingin termsof probing. A decoratoris insertedin the control flow of a program

betweenthe methodcall andthe actualmethodinvocation. This providesaccessto the

phaseimmediatelybeforeandafterthewrappedmethodsinvocation.Duringthesebefore

and after phasesthe wrappercan collect information, perform any desiredprocessing

andsendthe informationto the monitoringsystem.Wrappersmonitor a componentby

interceptingcontrolat acomponent’sportbut outsidethecomponentboundary

Component
B

Component
A

Component
B

Component
A

Wrapper

Probe

Component
B

Component
A

Component
B

Component
A

Wrapper

Probe

Figure2.2: Insertingaprobewith wrappers.

Theuseof wrappingfor probinghasseveraladvantages.Oneadvantageis wrappers

keeptheprobecodeseparatefrom thecomponentcode.A secondadvantageis wrappers

can be built to interceptall methodsinvoked on their target object including methods

inheritedfrom asuper-type.

Wrappersalsohave severaldisadvantages.One,thesystemmustbechangedto refer

11



to thewrapperinsteadof theoriginalobject.Thiscouldrequiresignificantchangesto the

system.Two, if thewrappedobjectinvokesmethodson itself they will notbemonitored,

since the control will not passthroughthe decorator. Three,wrappercode is highly

coupledto theobjectit wrapsandis thusnot likely reusable.This lastproblemwouldbe

mitigatedby thepossibilityof automaticcodegeneration,alsotheprobecodeusedin the

wrappercouldbequitegeneralallowing for its reuse.

Many authorshave written that wrappersprovide homogeneity(transparency) [15,

18]. Homogeneitymeansthatthebecausethewrapperconformsto thesameinterfaceas

the original component,the systemat large interactswith the wrapperasit would have

with the original component.When wrappersare usedat componentintegration time

their useis indeedhomogeneousto thesystem,sincethesystemwill bebuilt specifically

to interactwith them.However, for thepurposesof a genericprobeinfrastructure,probe

insertionis assumedto at leastbe possibleafter integration. In this situation,codethat

referredto theoriginal componentmustnow bechangedto refer insteadto thewrapper.

Thisnecessityis alleviatedif thecapabilityto simplyrenameor changethepackageof the

original componentexists. However, renamingmaynot bepossibleif thereis no source

andrepackagingmaynotbepossibleif thereexist complex intra-packageinteractions.

The introductionof wrappersinto a systempost-integration requiresthe modifica-

tion of thesourcecodeof componentsthat refer to the objectbeingwrapped.This is a

disadvantagein termsof localizing the changesrequiredto instrumenta target system.

However, it providesan opportunityto modify the interfaceof the target componentto

requireinformationthatwould beusefulto theprobecode.An excellentexampleof this

would beaddinga new parameterthat identifiesthesourceof the invocation.Wrappers

provide oneof thefew mechanismsthatcansuccessfullycollectthis information,which

canbeusefulin reconstructingcausalrelationshipsfrom probeddata.

Since,a wrapperhasaccessto the interfaceof the componentit is wrapping(anda

12



referenceto it in OO systems)the wrappercanperformsomepolling to determinethe

stateof the component.This informationcanbe includedwith the eventsit generates

dueto regular probeinvocationsor could even serve to guidethe generationof events.

In this latercase,eventswould only begeneratedif thevalueof a certainpropertyof the

componentwasin aspecifiedrange.

2.3.3 Instrumented Connectors

InstrumentedConnectorsaretheonly probingapproachpresentedherethat specifically

targetsthe communicationmechanismof the softwaresystembeingmonitored. Instru-

mentedconnectorsweredevelopedto monitor inter-componentcommunication.Specif-

ically they wereintendedto monitor thearchitecturalbehavior of legacy systemsandto

aidein COTS componentintegration[4].

The instrumentedconnectorAPI providestwo waysto interceptcommunicationin

connectors.Thefirst, externally instrumentedconnectors,areplatformindependentand

canbeusedonly with connectorsthatallow indirection,suchassocket callsor Remote

ProcedureCalls (RPCs). An externally instrumentedconnectorreplacesa single con-

nectorin thetargetsystemwith two connectorsanda monitoringcomponent(seeFigure

2.3).Externallyinstrumentedconnectorsareessentiallya form of wrapper, in themedia-

tor sense,thatis specializedto wrapconnectors.

Externallyinstrumentedconnectorsaresimilar to wrappers,andthebenefitsanddis-

advantagesarealsosimilar. First,sincethey probeinter-componentcommunication,they

have accessto eventsin a systemat a fairly high level. This makesunderstandingthe

systemandhow to probeit simplerthanmechanismsthatprobelower level partsof the

code. Second,externally instrumentedconnectorsare conceptuallyplatform indepen-

dent.Any softwaresystemusingconnectorsthatsupportindirectioncanbeprobedwith

externally instrumentedconnectors.However, softwaresupportmustbe developedfor
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Figure 2.3: Externally instrumentedconnectorsuse indirection to insert a monitoring
componentinto thecommunicationflow.

thevariousconnectorimplementationsonaparticularplatform.Third, probecodeis kept

separatefrom implementationcode.While it is oftennecessaryto modify thetargetap-

plicationto provide theindirection,thischangeis likely to besimpleandrequirechanges

to very smallportionof thecode. Specifically, the implementationof theconnectorbe-

ing mediatedneednot be modifiedat all. Externally instrumentedconnectorshave the

disadvantagethatthey areonly possiblefor connectorsthatsupportindirection.

Modernoperatingsystemsrely on sharedlibrariesandalsoprovide supportfor the

deploymentof third-partysoftwarein theform of sharedlibraries.Thishasgivenriseto a

vastquantityof softwarewhichutilizesthis mechanism.Internallyinstrumentedconnec-

tors, the secondtypeof instrumentedconnector, aredesignedto take advantageof this.

They canprobeconnectionsthat usestatic,dynamicor sharedsystemlibraries[4]. To

probeeitherstaticor dynamiclibraries,a wrapperis constructedfor theoriginal library.

The wrapperimplementsthe sameinterfaceasthe original library, but it now mediates

theconnection(seeFigure2.4).Staticlibrariesarelinkedto aprogramatcompileor link

time. So the decisionto enableinstrumentedconnectorswould necessarilybe madeby
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the componentdeveloper. Sharedor dynamiclibraries,on the otherhand,arelinked to

theapplicationwhenit is loadedor whenit is needed.Thisdynamismrequiresthatappli-

cationsfollow compiler-independent,operatingsystemdefinedstandardsfor thelocation

of librariesandthecreationof the links. Thesestandardsmake possibleinterventionin

thelinking procedureandtheretargetingof applicationsto utilize mediatedlibraries[4].

Whenalibrary methodis invokedthemediatedlibrariescanconditionallycall theoriginal

library, alter thecallsparametervalues,returna differentresult(or exception)or simply

executeprobecodeandtransparentlycall theoriginal library [4].

DLLs

Probe

Probe

Component
A

Component
B

DLLs

Probe

Probe

Component
A

Component
B

Figure2.4: Internally Instrumentedconnectorscantransparentlyfunction asprobesby
retargetinglibrary callsto a wrapperthatmonitorstheir activities. ComponentA utilizes
two instrumentedlibraries. ComponentB can continueto accessthe un-instrumented
libraries.

Theabundanceof softwarewhich reliesondynamicor sharedlibrariesleadsto asig-

nificantadvantageto theuseof internally instrumentedconnectorsasprobes.Namelya

portionof thenecessaryinfrastructureto supportthemechanismhasalreadybeendevel-

opedandis in wide use.Instrumentinga sharedlibrary gainsbenefitsbeyondtheability
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to monitor a single target application. The samemediatedlibrary canbe utilized with

otherapplications.

Additionally, internally instrumentedconnectorscanbeappliedto theoperatingsys-

tem’s librariesaswell asthird-partysharedlibraries.Relative to thenumberof software

applicationsavailable,thenumberof sharedlibrariesthatcomprisetheoperatingsystem

is small andyet monitoringthemwould provide accessto many activities of interestin

thetargetsystems.

Source,while mostlikely not available,is not neededto implementan internally in-

strumentedconnector. In orderto developamediatingconnector, only theinterfaceof the

original library is required.

It canbeassumedthat the target softwaresystemimplementssomeusefulfunction-

ality on its own. Wherethis functionalitydoesnot rely on sharedlibraries,it will not be

possibleto monitorit with instrumentedconnectors.

Mediatedlibrariesareimplementeddynamicallywithin theaddressspaceof any pro-

cessthat is orderedto usethem[4]. Within a processtherearemultiple scopesbetween

which it would beusefulfor a mediatedlibrary to distinguish.Themediatorcouldmon-

itor all callsor it couldmonitoronly thosecalls from specificthreads,modules,libraries

or users.Dependingon theinterfaceof theparticularmethod/function/servicebeingpro-

videdby thelibrary it mightnotbepossibleto distinguishbetweendifferentpartieswithin

eachof thesescopes,let alonelimit the mediationto certainones. Sinceinstrumented

connectorsprovide the capability to modify interfaces,it would be possibleto modify

thecalling componentsto includeidentificationinformationwith thenormalparameters

to the library call. However, this needto modify sourcecodefrom the systembeing

monitoredunderminesasignificantadvantageof thismechanism.

The conceptof creatingmediatedlibrariesis applicablefor many modernoperating

systems.However, operatingsystemsvary in the way they handlelinking, loadingand
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inter-processinteraction.Thereforetheimplementationswill behighlysystemdependent.

2.3.4 eJava

eJava is an extensionof Java that wascreatedto simplify the processof understanding

and debugging multi-threadedsystems[28]. eJava Programsare legal Java programs

that generateeventsfrom which a computationcan be constructed.A computationis

a collection of eventsorderedby both time and causality. Causalrelationsdefinean

orderingof eventsbasedoncontrolflow, dataflow andsynchronizationpoints[28].

eJava 
Compiler

Java source

eJavasource

bytecode
Java 

Virtual 
Machine

Java output

eJava output

computation

eJava 
logger

Add formal comments

Figure2.5: TheeJavacompilationprocess.

eJavaprovidesacompilerwhichtakesJavasourcecodeandoutputsinstrumentedJava
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classes(seeFigure 2.5). Whentheinstrumentedclassesareexecuted,thenormaloutput

from theun-instrumentedcodeis created.Additionally, eJavaeventsarewritten to afile.

Eventsaregeneratedin two waysin aneJava program.First, implicit events[28] are

generatedwhen:

� objectsarecreatedor finalized,

� methodsarecalledor return,

� threadsinteractor arecreatedor run,

� variablesarereadfrom or written to.

Second,explicit eventscanbegeneratedatany point in theJavaprogramwhereaJava

statementcan legally appear. They aregeneratedby inserting//+ perform formal

commentsinto the sourcecode[28]. Explicit eventscanbe usedto provide additional

informationaboutthevalueof variables,or activitiesnot loggedby theimplicit events.

eJava eventscontaina name,anassociatedthreadanda time stamp.Theeventsare

written to a file. A logger(seeFigure 2.5) usesthis file to determinethe temporaland

causalrelationships.Thetime stampsincludedin theeventsallow for a completerecon-

structionof thetemporalordering.Thecausalordering,however, mustbereconstructed

from theeventsanda setof connectionrulesdefiningcausalrelationsfor threadinterac-

tions.Theloggeroutputsacomputationthatcanbeusedasinput to severaltoolssuchas

partialorderviewersandanimators[28].

eJava is not intendedto emit eventsto a generalpurposemonitoring infrastructure.

However, many of theeventsit logswould clearlybeof interestin a monitoringsystem,

aswould thecomputationsthatarecurrentlycreatedpost-mortem.It would benecessary

to extend the Logger to emit the eventsat run-time. Additionally eJava cancurrently

only createcomputationsfor singleJVM programs.Additional implicit event typesand

18



connectionruleswouldbenecessaryto allow thecreationof computationsfor distributed

systems.

The primary benefitof eJava is that it allows the identificationof threadinteraction

andthusprovidesamechanismto understandcomplex synchronizationbehaviors. Addi-

tionally, all sourcecodechangesareaccomplishedin formal commentsthatareignored

by standardJavacompilers,sorevertingto UN-instrumentedcodeis simple.

2.3.5 Active Interface

Active Interfacesweredevisedto supportthecreationof adaptablesoftwarecomponents

[18]. A componentbuilt with anactive interfaceessentiallysupportstwo separateinter-

faces.Thefirst is thecomponent’sown interface,thesecondallows for theadaptationof

thecomponent.An applicationbuildercanusethesecondinterfaceto associatecallbacks

with the before and/orafter phasesof the component’s methods. The active interface

allows thecallbackto determinewhetherto augment, overrideor denythemethod’s ac-

tivity. Active Interfacesprovides a callbackchainingmechanismthat allows multiple

callbacksto beassociatedwith theacallbackhook.

Theindividualwishingto monitorthesystemcanassociatecallbackswith beforeand

after phasesof a component’s methods. The callbackcodewould containthe codeto

gatherinformation and sendit to the monitoring architecture. It would then return a

value indicating it would augmentthe method’s intendedbehavior, so that the original

componentcodeis executed.

In an active interfaceenabledcomponent,the probemethodis passeda Context

object.TheContext objectencapsulatesthemethodcall thathasresultedin thecallback

being executed. In addition to the methodnameand parametersit includesan object

referenceto the objecton which the call wasmade. The consequenceis that the probe

codecancollectotherinformationdirectlyby accessingthepublic interfaceof theobject.
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Figure 2.6: Active Interfacescan be usedfor monitoring by associatingcallbacksto
probeswith thehooksinstalledin a componentby theAIDE compiler. TheComponen-
tAdaptercanindependentlyregistercallbacksto differentprobesor to differentmethods
within aprobe.

Thisadditionalinformationcanbeincludedin theeventsthataregenerated.

The Active InterfaceDevelopmentEnvironment(AIDE) hasbeencreatedto enable

the useof Active Interfacesto adaptJava classes.The AIDE compilertakesthe source

of a Java classandinsertshooksin the beforeandafter phaseof eachmethod. It also

addscodeto theclassin orderto implementtheAdaptableinterface.While thecompiler

is parsingthefile it builds aninstrumentationinformationfile. This file documentseach

placewherehookswereinsertedin theclassfile andcanbeusedto guidethesubsequent

probingof thetargetclass.TheAIDE compilerreducestheinstrumentationof Javacode

to a changein thecompilationprocess(seeFigure2.7). Traditionally, changesaremade

to thesourcecodeandit is compiled. If thesourcecodeis syntacticallycorrecta Class

file is generated.If not thedevelopercorrectsany errorsandrepeatstheprocess.AIDE is

seenasanadditionalstepin thecompilationprocess.Whenchangesaremadethesource

codeis compiledwith a standardJava compiler. If changesarenecessarythey aremade.

Whenthesourcecodeis syntacticallycorrect,theAIDE compileris run on it to generate

instrumentedcode.
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Figure2.7: AIDE CompilationProcess.AIDE compilationis a secondstepin thecom-
pilation process.TheAIDE compileris run on thesourcecodeafterthesourcecompiles
withouterror.

Active Interfacesprovide benefitsfor probing. First, theprobecodeis keptseparate

from thecomponentcode,this allows for easyseparateevolution and/orremoval of the

monitoringcode. Second,while currentlya tool-set(AIDE) existsonly for Java, active

interfacesis not conceptuallyrestrictedto usein objectorientedlanguages.Third, the

systemoutsidethecomponentrefersdirectlyto theoriginalcomponent.All of theprobing

takes placehiddenbehindthe component’s interface. This reducesthe impact on the

systemby localizingthechangesrequired.Fourth,ActiveInterfacescanbeusedto probe

all of themethodsof anobject.Thisincludesmethodsthatwouldnotbeavailablethrough

inheritancedueto accessmodifiersandmethodsthatwould not beavailableto wrappers

becausethey are called from inside the component. Fifth, with Active Interfacesthe

associationof callbackswith componenthooksis achievedprogrammaticallyat run-time.

The benefitof this late-bindingis that Active Interfacesreadily supportthe additionor

removal of probesat run-time.

Theprimarydisadvantageof ActiveInterfacesis thatwith currenttool supportsource

codeis requiredfor theinsertionof hooksor thecomponentdevelopermusthavealready
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puthooksin place.

2.3.6 Inheritance

Inheritanceprovidesfunctionalandstructuralreuseandallowsobjectorientedsystemsto

modeltherealworld. Thiscapabilityis realizedtheability to extendor specializeaclass.

Methodoverriding(or redefining)allows subclassesto definea methodwith a signature

matchingthatof their superclass.Whenthenewly definedmethodis calledon anobject

of that subclass,it is executedinsteadof the overriddenmethodin the superclass.For

componentswritten in objectorientedlanguages,inheritancecanbe usedto extendthe

classhierarchyand methodoverriding can insert monitoring codeinto the subclasses.

To probea classin this way, you would needto createa subclassthat overrideseach

accessiblemethodof its superclass.Eachof thesenew methodscouldexecuteprobecode

beforeand/orafterexecutingtheoriginalmethodin thesuperclass.

Inheritancehasseveraldesirablequalitiesthatmake it a goodapproachfor probing.

First, in contrastto wrapping,inheritanceallows theprobingof methodsevenwhenthe

invocationoriginatesinside the object being probed. Second,the sourcecodefor the

classthat is actuallybeing instrumentedis not needed.This makesinheritancea good

candidatefor probingclasseswherenosourcecodeis available.Third, probecodeis kept

separatefrom thecodebeingmonitoredallowing for easyseparateevolution.

Thereareseveraldrawbacksto usinginheritanceto insertprobes.Onedrawbackis

thatmany classesmayneedto besubclassedto probeacomponentorsystem.Subclassing

many classesin an existing hierarchycan lead to a complicatedclasshierarchythat is

difficult to furtherextend.Two approachesareshown in Figure2.8. In thefirst example,

the existing hierarchyis preserved. The result being that when B is extendedto add

probes,all of themethodsof A mustbeoverriddenin B’ sinceA’ is notaparentof B. The

secondexamplerequireschangingthecodeof B to extendA’ insteadof A andtherefore
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Figure2.8: The Downsideof probingusinginheritanceis that the objecthierarchybe-
comescluttered. In order to probeA andB oneof the two hierarchieson the right is
necessary. (ObjectsA’ andB’ areprobedversionof objectsA andB.)

incurs the drawbackof sourcecodemodification. A seconddrawbackis that in object

orientedlanguageswith accessmodifiersinheritancemaynot beableto provide probing

for all of the methodsof the target system.For examplein Java, a privatemethodmay

not beoverriddenandthereforecouldnot beprobedusinginheritance.A third drawback

is that, while accessto the sourcecodefor the classbeingextendedis not needed,the

systemmustbechangedto createobjectsof thesubclassinsteadof thesuperclass.This

is detrimentalin post-integrationprobing as it could result in widespreadchangesfor

frequentlyusedclasses.If theoriginal componentwascreatedby a factory, thechange

would be localizedto the factorycode[15]. However, in the generalcase,this would

require that the individuals probing the systemhave accessto its sourcecodeof any

componentthatcreatesobjectsof thesubtypedclass.While thenecessarychangescould

be widespread,they would be fairly easyto generateautomatically. Also, if the source

codefor theclassbeingmonitoredwasnotavailable,but thatfor thesystemin which it is

usedis, thebenefitof beingableto probetheclassin theabsenceof its sourcecodemight

outweighthecomplications
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2.3.7 Binary CodeInstrumentation

A numberof tools have beendevelopedto monitor softwareby instrumentingprogram

binaries. Basicblock countingtools (Pixie [32], Epoxie [36] andQPT [23] count the

numberof timesthat eachbasicblock is executed. Theseallow developersto identify

critical sectionsof codeandbottlenecks.Pixie [32], QPT[23], MPTRACE [13], ATUM

[1] generateaddresstraces. Thesetools were all designedto fulfill a certainpurpose

andarenot easilyadaptedfor usein a generalmonitoringsystem. In the remainderof

this sectionwe presenttwo systemsthat take a moregeneralapproachto instrumenting

programswithout alteringsourcecode.

ATOM

AnalysisToolswith ObjectCodeModifier (ATOM) wasdesignedasa systemfor build-

ing customizedprogramanalysistools [34]. ATOM hasbeenusedto build a varietyof

toolsincluding: basicblock counters,profilers,memoryrecorders,instructionandcache

simulatorsandbranchpredictors[34]. ATOM usesthe genericObject CodeModifier

(OM) to give thetool producerahigh-level view of aprogram’sobjectcodeandprovides

infrastructureto supportits manipulation[34, 33]. ATOM can be usedto insert calls

to analysisroutinesinto a target applicationat link-time. The systeminstrumentercan

choosewhat analysisroutineto call, whereto call it from, andwhat argumentsto pass

[34]. It is thesecapabilitiesthatmake it usefulto asysteminstrumenterfor thecollection

of generalinformationfrom runningsystems.

ATOM requiresthreefiles to instrumenta target module: the target objectmodule,

a file containingan instrumentationroutine,anda file containinganalysisroutines.The

instrumentationroutineusesATOM’s high-level view of theobjectmoduleto determine

whereto insertcallsto analysismethodsandwhatinformationshouldbepassedto them

asparameters.The analysisroutinefile containsall of the dataandproceduresthatare
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Figure2.9: TheATOM tool-building process.

calledfrom theinstrumentedtargetfile (andany additionalhelperprocedures)[34].

Instrumentinga targetmodulewith ATOM is a 2 stepprocess(seeFigure2.9). First,

astandardlinker is usedto link theinstrumentationroutineswith thegenericobjectcode

modifier (OM) [33]. This stepresultsin a custominstrumentationtool. Second,the

customtool is appliedto thetargetobjectmodulegeneratinganinstrumentedexecutable.

The useof ATOM for probing hasa numberof benefits. ATOM works on object

modulesandis thereforeapplicableto a wide rangeof languagesandcompilers. It has

beentestedwith FORTRAN, C andC++ [34]. SinceATOM transformsobjectmodules,

no sourcecodeis required. Furthermore,the object modulesof the target systemare

preserved. All of thechangesto arekept in separatetransformationfiles. ATOM is very

flexible, it allowstheinsertionof callsto monitoringroutinesbeforeor afterany program

procedure,basicblock or instruction. Fourth target systemsourcecodeis not required.

Finally, ATOM is designedso that it provides the analysisroutineswith dataand text

addressesasif theapplicationwererunninguninstrumented.This is veryvaluablefor the

detailedanalysisfor which atomhasbeenused.

Theprimarydownsideto ATOM is thatit is currentlyimplementedonly for theDEC

AlphaAXP underOSF/1.In additionto this it only workswith non-sharedlibraries.
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2.3.8 Java BytecodeModification

TheJavaVirtual Machine(JVM) specificationis designedto supporttheexecutionof the

Java language.The JVM executedbytecodesareessentiallyequivalent to the binaries

executedby othermachines[26]. Javasourcecodefilesarecompiledto classfiles which

containthe methodsanddataof the classin physicalmachineindependentbytecodes.

Theseclassfiles retaina greatdealof symbolic information. A numberof techniques

have beendevelopedwhich utilize this informationandthestructureof methodswithin

the classfile to modify Java applicationsby modifying their bytecodes[25, 21, 8, 10].

Thesetechniqueshave beenput forth as offering possiblesolutionsto a hostof prob-

lemsincluding: extendingtheJava environment,integratingclasseswith specializeden-

vironments,implementingaspectorientedtechniques,addingfunctionality, adaptingthe

behavior or interfacesof acomponent,providing load-timereflection,or providing infor-

mationfor run-timeanalysistools.

Thesetechnologiesaresignificantlysimilar sowe do not discussthemeachin a sep-

aratesection.Instead,webriefly presenteachandthenpresentthesimilaritiesanddiffer-

encesin theapproaches.We thendiscussthemeritsof usingthis approachto probeJava

code.

Eachof thesemechanismsusesoneor both of two approachesto modifying byte-

codes. The first approach,producingmodified classfiles for later use, is the primary

mechanismusedby BIT [25] andtheJavaClassAPI [10]. Thesecondapproach,extension

of theJavaclassloaderto applydeltasor transformationsto classesasthey areloaded,is

supportedby Binary ComponentAdaptation(BCA) [21] andtheJava ObjectInstrumen-

tationEnvironment(JOIE)[8]. Bothapproachesareconceptuallypossiblewith all of the

mechanismsbut tool supportfor loadtime transformationis currentlyonly providedfor

JOIEandBCA. A significantdownsideto theload-timetransformationmechanismsthat

areprovidedis that the implementationsaredependenton theversionof Java supported
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by theJVM in questionandtheparticularJVM implementation.BIT andtheJavaClass

API by requiringtheuserto createmodifiedclassloadersthemselvesarenot dependent

on aspecificversion.At theendof this sectionwepresentanalternative implementation

of load-timetransformationthatis not version-specific.

Binary ComponentAdaptation

BinaryComponentAdaptation(BCA) wasdevelopedto promotetheeasyadaptationand

evolution of software components[21]. It focuseson how to combineindependently

developedcomponentsinto a working system.BCA works by applyingdeltafiles to a

classfile. Deltaspecificationscontaininformationaboutwhatchangesmustbeperformed

to which classfiles at loadtime. They alsoincludethesourcecodefor any new methods

thatwill beaddedto theclass.A deltafile compileris usedto translatedeltaspecifications

into a compactrepresentationthat includeswhat classesto change,the changesto be

made,andpossiblyany bytecoderequiredfor new methods.At load time, themodifier

componentgetsthe target classfile from theclassloaderandappliesthedeltafile to it.

Thismodifiedclassis thenpassedto theJVM’sverifierthatchecksthatit doesnotviolate

any JVM rules.Sinceverificationoccursafterclassfile modification,theadaptionhasno

effecton security[21].

BCA currently supportsa fixed set of classfile modifications. It can be usedto:

renameclasses,changesuperclasses,addor changeinterfaces,addor renamemethods,

andaddor renamefields. It doesnotallow theadditionof bytecodesto existingmethods.

However, throughcompositionof theallowedoperations,youcanachieveprobingbefore

and after methodcalls, essentiallycreatingan inner wrapper. This could be achieved

by renamingthemethodyou wish to probeandaddinga new methodthathastheexact

signatureof the original method. The new methodwould call a monitoringcomponent

andthencall theoriginalmethod.Likewiseafterthereturnfrom theoriginalmethod,the
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Figure2.10:BinaryComponentAdaptation(BCA)

new methodwouldagaincall themonitoringmethodprior to returningthevaluefrom the

originalmethodto thecaller.

In [21] theauthorssuggestthat if thecompletesetof classescanbedeterminedstat-

ically theadaptationof thetargetclassfiles couldbedoneoff-line to overcomethe(rea-

sonable)slow downsthatresultduringclassloading.We feel thatthecreationof probed

codeasdescribedin thepreviousparagraphcouldproceedin theabsenceof thecomplete

setof classeswithoutcompromisingthesystem.

The JavaClassAPI

TheJavaClassAPI providesageneralpurposeframework for creation,or transformation

of Java bytecode[10]. It hastwo intendeduses,thefirst is staticanalysesof classfiles in

theabsenceof sourcecode. In this applicationbytecodesarenot modified. Thesecond

useis “generic” andallows theJavaClassAPIs to beusedto modify classfiles off-line,
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modify themat load-timeor evencreateentirelynew classesat run-time. It is load-time

modificationthatappealsto thesysteminstrumenter.

The genericAPI requiresthe developmentof a transformerclass. The transformer

classappliesthedesiredchangesto aseriesof files. It doesthisbycreatingaJavaClass

from the loadedclassand then modifying the bytecodeusing the JavaClassAPIs. It

would be possibleto build this capability into a classloaderandhave the transformer

automaticallyrun on all or selectedclassesasthey areloaded.

TheJavaClassAPI modelseveryelementof aJavaclassfile asanobjectandprovides

APIs to manipulatethem[10]. Theability to createentireclassesat run-timegivessome

ideaof theflexibility of this mechanism.In fact it is possibleto modify the targetclass

file in any way thatresultsin valid (asdefinedby theJVM) bytecode.

The most interestingapplicationfor a systeminstrumenteris the insertionof calls

to a monitoringmethod,so we will briefly discussthe additionof instructions.During

modificationof theclassfile symbolicreferencesareusedto referfrom oneinstructionto

thenext, only duringfinalizationarethereferencesconvertedto theconcretereferences

requiredfor bytecodes[10]. This greatlysimplifiestheadditionof new instructions.The

transformerusescalls to the JavaClassAPI to insert new bytecodesat the predefined

locations.

The down sideof the JavaClassAPI is the needfor the programtransformerto add

instructionsasa sequenceof bytecodes.Thesysteminstrumentermusteitherbeableto

write thebytecodedirectlyor extractthenecessarybytecodesfrom acompiledclass.

BytecodeInstrumenting Tool

The BytecodeInstrumentingTool (BIT) was designedto allow the instrumentationof

bytecodeto provide insightsinto thedynamicbehavior of thesystems[25]. BIT is a set

of classesthatallow theuserto insertcalls to analysismethodsbeforeor aftermethods,
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basicblocksandindividualbytecodeexecutioninstructions[25].

Original class

JVM Transformer classBIT classes

Instrumented class

Original class

JVM Transformer classBIT classes

Instrumented class

Figure2.11: The BytecodeInstrumentationTool is a setof classesthat allow a userto
createatransformerto modify Javaclasses.Theresultis amodifiedclassfile thatcanrun
on astandardJVM.

BIT is designedfor the off-line generationof classfiles (seeFigure2.11),however

muchlike thepreviously presentedmechanisms,load-timesupportcouldbebuilt into a

classloader. Therearethreeissuesthatwill limit theutility of BIT in theconstructionof

a generalprobeinfrastructure.First, thecurrentimplementationonly supportsthe invo-

cationof staticanalysismethodsusingtheinvokestatic bytecode(Theauthorstates

thatthis limitation impliesthatno objectsmaybeassociatedwith themethod)[25]. Sec-

ond,BIT restrictsthenumberof argumentsto theanalysismethodto oneobject.Future

supportfor a greaternumberof argumentsis intended[24]. Third andmostsignificant,

whenaddingmethodcallsBIT changesthecodebuffer, thecurrentimplementationdoes

not correctthereferencesto exceptionhandlersin themodifiedbuffer. As a resultincor-

rectexceptionhandlerscouldbeinvokedleadingto run-timeerrors[25].

Java Object Instrumentation Envir onment

The Java Object InstrumentationEnvironment(JOIE) wasdesignedasa toolkit for the

load time transformationof Java classes[8]. In JOIE transformationsarepresentedas

mechanismsto implementbehaviors thatareorthogonalto thepurposeof theJava class

they transform[8]. Theinstrumentationof codefrom monitoringpurposesis justsuchan
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orthogonalbehavior.

LiketheJavaClassAPI, JOIEutilizesahighlevel objectview of Javaclassbytecodes.

In JOIE,ClassInfo objectsarecreatedfrom the bytecodesof a class.ClassInfo

simplifiesthemodificationof a targetclassandcorrectlyupdatesexceptionhandlers[8].

ClassInfo allows transformersto:

� setor unsetmodifiers;

� add,remove,or renamefieldsor methods;

� changemethodsignaturesor field types;

� adjustthelist of interfacesimplementedby theclass;

� adjustreferencesto fieldsor methodsto point to new fieldsor methods;

� adjustthevalueof embeddedconstants;

� manipulatetheinheritancehierarchy[8].

JOIEcomeswith a modifiedclassloaderthat invokeseachregisteredtransformeron

eachclass(or somesubsetthereof) asit is loaded.To helpprotectagainstmaliciouscode

thecurrentimplementationdoesnotallow theinsertionof new transformersoncethefirst

classis loaded[8]. The JOIE APIs allow for load time reflectionthat transformerscan

useto guidethetransformationprocess.

Oneway to implementprobeswith JOIEwould bethecreationof innerwrappersas

describedin theBCA sectionabove. A targetmethodwouldberenamed.A new method

with theexactsignatureof thetargetmethodis inserted.This new methodfirst callsout

to probecodeandtheninvokestheoriginalmethod.
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Comparison of Byte Modification tools

Thesesolutionshave considerablecommongroundin they way they approachtheadap-

tationof classfiles. All operateddirectly on thebytecodesof theclassfiles directly thus

do not requiresourcecode.All codify thechangesto bemadeto a classexternalto the

classitself. Thismakesit easyto modify theapplicationor removethetransformers.

JOIE,BCA andtheJavaClassAPI have thecapabilityto disrupthomogeneity, thatis,

they canchangethewayexternalcomponentsview theobject.This is a measureof their

flexibility , but not reallyadesirablecapabilityin termsof probing.A developerusingany

of thesetechniquesto probeaclassmusttakecareto preservehomogeneity.

In JOIE,theJavaClassAPI andBIT transformerclassesareconstructedto program-

maticallyaltertheclassfiles. JOIEandtheJavaClassAPI allow almostany changeto be

madeto a class. They provide a high-level view of classstructuresthat allows creators

of transformersto view theclassfile asa collectionof objects.However, if a transformer

wishesto actually insertnew codeit mustbe inserteddirectly asbytecode.In contrast

BCA andBIT allow lessfreedomin thetypeof changethatcanbeaccomplishedbut they

do not requiretheuserresortto bytecode.In BCA deltaspecificationsarewritten with

Java-like syntaxandin factnew methodsto beaddedarewritten directly in Java. After

compilationthedeltafile is appliedto the targetclass.Bytecodefor theJava methodto

beinsertedis automaticallyextractedfrom thedeltafile andinsertedinto theclass.Bit al-

lowsonly theinsertionof methodcallsandhandlesthiswithout requiringthetransformer

designerto resortto bytecode.

JOIE,BIT andtheJavaClassAPI canbeusedto createtransformersthatarewidely

applicableto many classfiles. This is becausetransformerauthorscan perform tasks

relative to classstructures,and perform reflection like tasks. BCA’s ability to do the

sameis limited by thehigherlevel at which thedeltafiles view theclass.Deltafiles deal

with quantitiesin termsof their namesin theclass.It doesnot provide a mechanismfor
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discovering this informationandby the very natureof load time transformation,Java’s

reflectionfacility is unavailable.Theresultis thatdeltafiles mustbetailoredto theclass

files they aredesignedto modify.

Delegates class loading for classes it can not find.

Modified Class Loader

Java Classes

Class Loader

Runtime System

Interpreter JIT

Verifier

byte stream

class structure

Target Classes
Transformers

transformed class
structure

Delegates class loading for classes it can not find.

Modified Class Loader

Java Classes

Class Loader

Runtime System

Interpreter JIT

Verifier

byte stream

class structure

Target Classes
Transformers

transformed class
structure

Figure2.12: Modified classloadingschemethatwould allow the load-timetransforma-
tions of classfiles by any of the mechanismsdescribedin this section. This scheme
requiresnomodificationsto theJVM.

All of theabovetechnologiescouldbeused(with somelimitation asto targetclasses)

at load-timewithout requiringmodificationto theSystemClassLoader. In Java 1.2 and

higher, ClassLoadingusesadelegationschemewherebyif thedevelopersochoosesthey

can createa modified classloaderwith their own behaviors added. They can specify

thisclassloaderbeusedexplicitly in theClass.forName( className, class-

Loader, initializeBoolean ) method.This aloneis not entirelyusefulasit is

desirableto applythetransformationsor deltafiles to classesthatarecreatedthroughthe

normalmeansin thebodyof third-partycode.

Theutility of delegationcomesin here,if theclassfrom which thenew classis being

constructedwas loadedthroughthe modified classloaderand the systemclassloader
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cannotlocatethenew class,themodifiedclassloaderwill beusedto instantiateit through

delegation. In orderto force the classesto be loadedthroughthe modifiedclassloader

threethingswouldberequired.First,noclasswhichtheinstrumenterwishesto transform

mustbeavailablein theCLASSPATH. Secondthemodifiedclassloadermustknow where

to find all of thefiles thatshouldbemodified. Third, the targetapplication’s mainclass

mustbe explicitly loadedusingthe modifiedclassloader. The simplestway to achieve

thiswouldbeto launchtheapplicationfrom agenericshellthatspecifiestheclassloader.

This methodhasthebenefitthat it is not tied to any oneimplementationof theJVM. As

long asJava 1.2 styleclassloaderdelegationcontinuesto be supportedthis mechanism

would work. It hasthe limitation that the java.* packageswould not be accessiblefor

instrumentationsincethey wouldstill beloadedthroughthesystemclassloader.

2.3.9 API Polling Probes

API polling probescollect informationfrom the target systemby polling the public in-

terfacesof its components.API polling probesare distinct from opensourceprobing

becausewith anAPI polling probe,nochangesaremadeto thesourcecodeof any of the

componentsthatcomprisethesystem.Theseprobescanbewritten in any programming

languagethatallows theprobeto interactwith thecomponent’sAPIs. Polling probesare

triggeredby eventsexternalto thetargetsystem.Polling canbeperformedon aschedule

or to fulfill specificinformationrequests.Polling probesareespeciallyusefulin any sys-

temthatpresentspublic APIs thatexposeinterestingaspectsof thesystemsoverall state.

In additionto collectinginformationaboutthetargetsystem,polling probescanbeused

to monitor theenvironmentin which the target systemis executing. For exampleif the

operatingsystemin which thesystemis executingprovidesAPIs to interactwith thefile

system,polling probescould collect informationaboutdisk usageandfree space.The

primarylimitation of API polling probesis thatthey only haveaccessto informationthat
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is exposedin thetargetcomponent’sAPI.

2.4 Categoriesof ProbeVariation

From our examinationof the above-mentionedprobesa numberof categoriesof varia-

tion have becomeevident. In this sectionwe describesomewaysin which the various

probesdiffer andpresenta seriesof tablesthatsummarizethecharacteristicsof thevar-

ious probes. This informationforms a usefulsummaryto guidethe selectionof probe

mechanisms.

2.4.1 Triggering Mechanisms

As discussedin thechapterintroductionprobesmonitor thecommunicationandstateof

softwaresystemandthestateof theenvironmentin which thesoftwareruns.Probesemit

eventsto themonitoringinfrastructure,eitherwhensomethingoccursin thetargetsystem,

on aschedule,or on request.

Probesthatemit eventsentirely in responseto activities in thetargetsystemarepas-

siveprobes.Passive probescanbe triggeredby the invocationof methodsin the target

system,theactivationof amediatedconnector, or theexecutionof probemethodcallsthat

have beeninserteddirectly into thesourcecodeor binariesof thetargetsystem.Passive

probeshelpto capturethedynamicbehavior of thetargetsystem.

Activeprobesare triggeredby eventsthat areexternal to the target system. Active

probeeventscanbedeliveredto themonitoringsystemonatimedscheduleor in response

to specificrequestsfor informationmadeby the monitoringsystem.Statein the target

system,couldbemonitoredby activeprobesthatpoll thepublic interfacesof components

andgenerateeventsthat encapsulatethe stateinformation. In additionto collectingin-

formationaboutthetargetsystem,active probescanbeusedto monitortheenvironment
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in which thetargetsystemis executing.Thiscanincludenetwork loadsandlatency, disk

usageandavailablespace,or thelivenessof remotesystemswith which thelocal system

mustinteract.

Hybrid probesfall somewherebetweenactive andpassive. Hybrid probesmay use

passive probetechnologyto collect information from the target systembut insteadof

constantlypassingeventson to the monitoringarchitecture,they wait for a scheduleor

informationrequest.Hybrid probesareuseful in situationswheretherearesomeactiv-

ities in the target systemthatwill only beof interestin certaincircumstancesor simply

to reducetheloadon themonitoringsystem.Hybrid probescanperformaninitial filter-

ing passover theeventsgeneratedin thetargetsystem,forwardingonly eventsthatmeet

certaincriteriato themonitoringarchitecture.Alternatively, high frequency eventsin the

target architecturecould be aggregatedandreportedto the monitoringsystemperiodi-

cally.

API polling probesaretheonly probetypepresentedin this chapterthatserve in the

active roll. API probesarenever in thenormalflow of control throughthetargetsystem.

Insteadthey executein a separatethreadandcollect informationon a scheduleor in a

responseto requestsfrom themonitoringsystem.All of theremainingprobemechanisms

presentedin thischaptercollectinformationpassively. Theprobesareinsertedby various

mechanismsinto thecontrolflow of thetargetsystemwherethey aretriggeredby events

in thetargetsystem.All of thepassiveprobemechanismsarecapableof actingashybrid

probes.

2.4.2 ProbeDependencies

In this sectionwe discussthe dependenciesof the variousprobetypes. We distinguish

betweenimplementationdependency andconceptualdependency. Implementationde-

pendenciesindicate that the probetechnology, hasa dependency due to existing tool
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support.A conceptualdependency (Table2.2)existsif theprobetechnologyis dependent

on somethingwithoutwhich it wouldbeunableto exist.

Table 2.1 shows the implementationdependenciesof the probespresentedin this

chapter. Table2.1 shows only thoseprobeswith dependencieswhich canbe overcome

by an extensionof the existing toolsets. Internally instrumentedconnectorshave cur-

rently only beenimplementedin Windows NT. They couldhowever be implementedin

any operatingsystemthat supportssharedlibraries. eJava tools only supportjava. The

conceptcouldbeextendedto any languagethatprovideda meansfor identifying threads

duringexecution.Active Interfacessupportfor languagesotherthanJava couldbebuilt

by creatingparsersfor the languagethat insert the Active Interfacehooks. ATOM like

systemscould be built for otheroperatingsystem.The primary requirementis that the

targetlanguagesgenerateobjectmodulesthatarelinkedto form executables.

Probe Dependency

InternallyInstrumentedConnector WindowsNT
eJava Java
Active Interfaces Java
ATOM DEC AlphaAXP underOSF/1

Table2.1: ProbeImplementationDependencies.

Conceptualdependenciesare strongerthan implementationdependencies.A con-

ceptualdependency cannot beovercomeby developingnew tools. The following table

summarizestheconceptualdependenciesof theprobetypespresentedin thischapter. The

dependenciesin thetablearestraightforward.
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Probe Dependency

OpenSource sourcecode
ExternallyInstrumentedConnector connectorsthatallow indirection
InternallyInstrumentedConnector sharedlibraries
Inheritance ObjectOrientedLanguages
JavaBytecodeModification JavaBytecode
ATOM ObjectModules

Table2.2: ProbeConceptualDependencies.

2.4.3 ProbeLocation

Theprobesdescribedin theprevioussectionwork to monitor the target systemby cap-

turing informationat anumberof differentplacesrelative to thearchitecturalview of the

targetsystem.Asdescribedin theModelsof TargetSystemssection,anarchitecturalview

of the systemconsistsof componentsandconnectors.We usethis view to broadlyde-

fineprobesasbeingcomponentboundaryintrusive,connectorintrusiveor architecturally

intrusive. Table 2.3 summarizeswherethevariousprobingtechniquesdiscussedin the

first part of this chapterare locatedrelative to the systemarchitecture.It is important

to notethatwhile thetableshows theprimary locationa mechanismwould target,many

of themechanismshave thecapabilityto crossover. For instanceany of thecomponent

intrusivemechanismscouldconceivablybeutilizedon actualizedconnectorsaswell.

A numberof entriesin the tabledeserve a little explanation. First, while internally

instrumentedconnectorsinsertanew componentbetweenthecomponentandthelibrary,

they arenot consideredto bearchitecturallyintrusive. This is becausethetargetsystem

doesnot needto changeto refer to the insertedcomponent.The redirectionis handled

by the modified linking mechanism.Second,wrappersand inheritancewhile focusing

primarily on thecomponentareconsideredarchitecturallyintrusivebecausethechanges

requiredto utilize themarenot localizedto thecomponentbeingprobed.
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Location Probing Mechanism

ComponentIntrusive Active Interfaces
OpenSource
eJava
BinaryCodeModification
JavaBytecodeModification
ATOM

ConnectorIntrusive Internallyinstrumentedconnectors

ArchitecturallyIntrusive API Polling probes
Wrappers
Inheritance
ExternallyInstrumentedConnectors

Table 2.3: Architecturalprobelocation by probetype. ProbeLocation is determined
accordingto themechanism’sprimaryfocus.

2.4.4 ProbeScope

Anotherdefiningcharacteristicof passively triggeredprobesis theability to distinguish

betweenthe differentpossibleentitiesthat could have calledthe methodwhich leadto

the triggeringof the probe. Canthe probetechnologydeterminewhat process,thread,

module,user is responsiblefor triggering the probeinvocation. This ability is useful

becauseit allows selective targeting of probecode. Only codeinvocationscausedby

certainentitieswould resultin aneventbeingemittedinto themonitoringarchitecture.

Probesthat target componentscandistinguishbetweeninstancesof the component

while thosethatfocuson theconnectorsareunlikely to beableto doso.

Any probewritten in Java, throughwhich executionis redirectedat run-timecande-

terminewhat threadit is executingin. If a systemhada predefinedsetof threadsthat

would beexecutingtheprobecouldusethreadidentity asa conditionfor thedelivery of

eventsto themonitoringsystem.Alternately, theexecutingthreadsidentity couldsimply

beincludedin theevent.
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2.4.5 ProbeInsertion Mechanisms

Table2.4summarizesthehow probesareinsertedfor thevariousmechanisms.

Probe Insertion Mechanism

OpenSource sourcecodemodification.
ExternallyInstrumentedConnectors connectorindirection.
InternallyInstrumentedConnectors library replacementandinterventionin thelinking procedure.
eJava annotationof sourcecodefollowedby compilation.
Active Interfaces compiledin.
Inheritance extensionof theclasshierarchy.
API Polling Probes none.
ATOM linkedin.
BinaryComponentAdaptation load-timetransformation.
TheJavaClassAPI transformationat or beforeload-time.
BytecodeInstrumentationTool pre-load-timetransformation.
JavaObjectInstrumentationEnvironment load-timetransformation.

Table2.4: ProbeInsertionMechanisms

2.4.6 Black Box Probing

A probemechanismis consideredto takeablackboxview of thecomponentif noknowl-

edgeof the internalsis required[21]. Note that this is different from requiringsource

code. A probemechanismthat requiressourcecodebut doesnot requireknowledgeof

implementationdetailsis still consideredblackbox.

Table 2.5 shows whetherthe probing mechanismsare black box techniquesand

whetherthey requiresourcecode.Theprobingmechanismis consideredto requiresource

codeif it currentlyhasan implementationdependency or a conceptualdependency on

sourcecode. Active InterfacesandeJava both requiresourcecodedue to currenttool

support. However, eJava also allows the insertionof explicit calls to its event logger

anywherein thesourcecode.For explicit eventgenerationeJavahasaconceptualdepen-
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ProbeMechanism SourceCode Black Box

OpenSource yes no
Wrappers no yes
ExternallyInstrumentedConnectors no yes
InternallyInstrumentedConnectors no yes
eJava yes no
Active Interfaces yes yes
Inheritance no yes
API Polling Probes no yes
ATOM no yes
BinaryComponentAdaptation no yes
TheJavaClassAPI no yes
BytecodeInstrumentationTool no yes
JavaObjectInstrumentationEnvironment no yes

Table2.5: Black Box Probes

dency on sourcecode.Also if eJava is usedto generateexplicit eventsit losesits status

asa black box probingmechanism.Similarly ATOM, theJavaClassAPI, the Bytecode

InstrumentingTool and the Java Object Instrumentationenvironmentallow the system

instrumenterto violate theblackboxconditions.If they areusedto examinethe internal

implementationof thecomponentsthey instrumentthey areno longerblackbox.

2.5 Conclusions

In this chapterwe presenteda numberof probemechanismsanddescribedtheir proper-

ties. This descriptioncanserve asthebasisfor a systeminstrumenterselectinga probe

mechanism.In thenext chapterwepresentahigh level designfor asystemthatcanmake

any of theseprobemechanismsmoreusefulin monitoringrolesby providing a meansto

interactwith them.
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Chapter 3

ProbeRun-Time Infrastructur e

3.1 Intr oduction

Probescan be addedto the systemstatically at design(compile) time. However, this

severely limits theutility of themonitoringsystem.It will not benecessaryor desirable

to have output from all the possibleprobesthat could be deployed in a systemat all

times.Evenif themonitoringsystemsimply ignoredthemajorityof theprobeoutputthis

setupwould tax the communicationandcomputationresourcesavailableto the system.

Instead,theneedfor aProbeRun-TimeInfrastructurehasbeenidentified.Theproberun-

time infrastructurestandardizestherun-timedeploymentandcontrolof probesandprobe

event delivery. By doing this, the monitoring systemor individuals controlling it can

determinewhatpartsof thesystemto monitordynamically. In thischapterwediscussthe

issuesthatsuchan infrastructuremusttackleandpresenta high level designof a Probe

Run-Time Infrastructurethat is heavily influencedby [3]. In thenext chapterwe present

animplementationof thehigh level designfor thecontrolof Active Interfaceprobes.
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3.2 High Level Design

A high level designfor ProbeRun-Time Infrastructuremustaddressa numberof issues.

Whatactionswill bepossibleat run-time. Whatshouldtheprotocolbeto supportthese

actionsfor awidevarietyof probetypes.How shouldprobesandprobeinsertionpointsbe

identifiedin thesystem.Whatstructurewill probeeventshaveandwhatmetainformation

will beassociatedwith all probeevents.How will thesystemhandleexceptionconditions

arisingduringits attemptto supportthedesiredinteractions.

Target System 1

Probes

Target System 2

Probes

Probe AdaptorProbe Adaptor Probe Repository

Node (Host)

Legend:

Probes

InstrumentationPoint

OS Process

ProbeDeliverAPI

ProbeMoniterAPI

EventReceiveAPI

TargetManagerExternal Interface

Figure3.1: TheProbeRun-Time Infrastructure.

Oneof thekey elementsin theProbeRun-Time Infrastructureis theProbeAdapter.

TheProbeAdapteris responsiblefor interactingwith themonitoringsystemandthede-

ployedprobes.It providesa standardizedinterfaceto allow probesof differenttypesto

becontrolledat run-timein a standardizedway. In therestof this sectionwe presentthe

elementsof thehigh level designin respectto theProbeAdapter.
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3.2.1 ProbeStructur e

We will discusstwo granularitieswith respectto probes. The smallerof the two, the

Probe,is anindividual instanceof someprobetechnology. Theirscopewill besomewhat

dependenton the underlyingtechnologyon which they arebased.The larger granular-

ity is theprobeconfiguration. Probeconfigurationscanincludemultiple probesandare

the level of discoursefor the run-time infrastructure. For examplethe proberun-time

infrastructurewill deploy probeconfigurations.For simplicity, we assumethat a probe

configurationgenerallywill includeprobesbasedon only onetechnology. The imple-

menterof a run-timeinfrastructurecanchooseto supportmultiple typesif they wish.

3.2.2 Event Structur e and Meta Inf ormation

Theoutputof a particularprobemaybeof interestto multiple remoteeventconsumers.

Likewise multiple event consumersmay wish to deploy and control probes. For that

reasonasynchronousevent communicationusinga publish/subscribeprotocolhasbeen

selectedfor thedisseminationof eventsfrom producersandconsumers.

Thereare two distinct event typesimplied by the presenceof event producersand

eventconsumers.Oneeventtypeis for thedeliveryof eventswhicharesensedby probes

in thesystem.Eventconsumerswould subscribeto thesesensedevents.Theothertype

of event is a probecontrol event, thesewould becreatedby eventconsumersto control

andinsertprobesandaretermedInfrastructureeventshere.

Sensedeventsencapsulateinformationfrom the targetsystemat a particularinstant.

They cancaptureinformationaboutbehaviors observedby passively triggeredprobesin

thetargetsystemor informationcollectedby activeprobesin responseto atimerexpiring

or a requestfrom theprobeinfrastructure.Thespecificinformationthatthey includewill

dependontheunderlyingprobetechnologyandthenatureof theprobecode.However, all
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sensedeventswill include:probeconfigurationname,hostname,systemidentifier, event

type,eventdataanda timestamp.Theseattributeswill allow thegaugeinfrastructureto

correlateeventsfrom thetargetsystem.

Eventconsumerswill subscribeto receivesensedeventsby definingthevaluesfor the

above parameterswhich eventsof interestto themshouldcontain. Typically consumers

would want to narrow their subscriptionsasmuchaspossibleto prevent thedelivery of

unneededevents.

Infrastructureeventsareusedto control probesat run-time. They mustcontainin-

formationthatallows themto reachtheappropriateprobeconfigurationsaswell asany

informationneededto achieve their control function. In orderto get to the appropriate

probeconfigurationeachinfrastructureevent must at a minimum containan identifier

which marksthe messageasa infrastructureevent,a hostname,systemIDanda probe

configurationname. The ProbeAdapteris responsiblefor subscribingto infrastructure

eventsanddeliveringthemto theprobeconfigurations.Whenthesystembeginsexecu-

tion on particularhost it is assigneda SystemID. The ProbeAdaptersubscribesto all

infrastructureeventswhich aretargetedat thecurrenthost. WhentheProbeAdapterre-

ceivesan infrastructureevent it converts the event into the protocolunderstoodby the

probeconfigurationanddeliversit to theconfigurationnamedin theevent.

3.2.3 Infrastructur e Events

As describedin thechapterintroductionthereareanumberof needsthatmustbemetby

an infrastructureto adequatelycontrol probesat run-time. The following probeinfras-

tructureeventsmeettheseneedsandweresuggestedin [3].

Deploy ( host,TargetSystem,probe-configuration-name,probe-configuration-module)

Install ( host,TargetSystem,probe-configuration-name)
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Activate ( host,TargetSystem,probe-configuration-name)

Deactivate ( host,TargetSystem,probe-configuration-name)

Uninstall ( host,TargetSystem,probe-configuration-name)

Undeploy ( host,TargetSystem,probe-configuration-name)

Query Sensed( host,TargetSystem,probe-configuration-name)

GenerateSensed( host,TargetSystem,probe-configuration-name,event-name1... event-

nameN)

Focus ( host,TargetSystem,probe-configuration-name,parameter1... parameterN)

Trigger Active ( host,TargetSystem,probe-configuration-name,probe-name)

Several of theseeventsmerit a little discussion. First, the Deploy event doesnot

includetheprobeconfigurationto be deployed; insteadtheprobe-configuration-module

parameteris a URL. The actualmodulewill be fetchedwith a point to point protocol.

Second,whena probeconfigurationreceivesa QuerySensedeventit will build andsub-

sequentlypublisha GenerateSensedevent. TheGenerateSensedeventcontainsa list of

eventsthatcanbegeneratedby theprobeconfiguration.Third, theFocuseventprovides

amechanismto alterthebehavior of thetargetedprobeconfigurationin a implementation

specificway. Eachprobeconfigurationcanbuild in behavior to be controlledby focus

events. Finally, theTriggerActive eventprovidesa mechanismto allow themonitoring

systemto requestinformationfrom anactiveprobe.

We have introduceda numberof changesto the protocolspecifiedin [3]. First, al-

thoughnot shown in the above list, eachof the eventshasa matchingresponseevent

that includesinformationaboutwhetheror not the event hasresultedin changesto the
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probeinfrastructure.Second,we addedtheTriggerActive event to enabletheprobein-

frastructureto requestinformationfrom active probes.Third, the original protocoldid

not specify that the Deploy, QuerySensed,or GenerateSensedeventswould requirea

systemexecutionidentification. Eachof theseeventswasseento be queryinga static

propertyof a probeconfigurationandthuswould not requirethe executinginstanceto

be defined. However, for any Java enabledprobetypesthis assumptionbreaksdown.

For a probeadapterandthe probeconfigurationsit managesto interactwith the target

systemin a straightforward (andcomputationallycheap)manner, we assumethey are

all executingin thesameJava Virtual Machine.Additionally, theaim of developingthe

ProbeRun-Time Infrastructureis to supportdynamism.It is easyto conceive of a probe

configuration,for any probetype, for which the eventsit generateswould eithernot be

known staticallyor would possiblychangedynamically. In this case,two staticallyiden-

tical probeconfigurationscould generatedifferentsetsof eventsat run-time. Including

theTargetSystemin all of theseeventsallows this limitation to beovercome.

The ability of the receiver to act on the eventsdescribedabove will dependon the

currentstateof the target probeconfiguration.A probethat hasnot beendeployed can

not be activated. Figure 3.2 is a statemachinethat describesthe eventsfor which an

actionis possiblerelative to thestateof thetargetedprobeconfiguration.

Not Deployed Installed ActivatedDeployed

Deploy

Un-deploy

Activate

Uninstall Deactivate

Install

Focus,
Query Sensed

Not Deployed Installed ActivatedDeployed

Deploy

Un-deploy

Activate

Uninstall Deactivate

Install

Focus,
Query Sensed

Figure3.2: Statemachinefigureshowing theallowedstatechangesrelativeto thestateof
a particularprobeconfiguration.All eventsfor which no arcemanatesfrom a particular
statearenotallowedandresultin thegenerationof anerroreventandno statechange.
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3.3 Dynamic Probing

To allow thedynamicprobingof a systemat run-timeit mustbepossibleto deploy new

probeconfigurationsto a runningsystem. Many of the probetechnologies,presented

in the previous chapter, do not directly supportthis need. Table3.1 summarizeswhat

would berequiredfor eachof theprobetypesto supportdynamicdeploymentof probes.

Theserequirementsareover andabove therequirementsto probethetargetobjectswith

staticallyavailableprobes.Thenecessityof a ProbeAdapterfor thevariousprobetypes

is alsoassumedfor eachmechanismto supportdynamicprobingandprovide integration

with themonitoringsystem.

OpenSource Codemust have beenmodified to acceptnew modulesat
run-time.

Wrappers Wrappersthat canexceptnew codemustalreadybe place
in thesystem.

InstrumentedConnectors Extensiblelibrarywrapperscreatedandin place.Themech-
anismfor interceptionof load/linkactivities in place.

eJava Reworked logging facility in placeto handledisseminate
eventsat run timeandto acceptnew configurations.

Active Interfaces Hookscompiledin to targetclass.Targetclassmustsupport
self registration.

Inheritance Classhierarchyextended,Sub classesmust supportdy-
namicadditionof code.

ATOM probestubslinkedinto theapplication

JavaBytecodeSolutions ThemodifiedJVM or classloadermustbeusedto run the
targetsystem.Probecodemustprobablybein placeat the
timeof classloading

API Polling Probes Canbedeployedat any time aslong asthey canaccessthe
necessaryobjectreferencesto collectdata.

Table3.1: Preconditionsfor the run-timedeploymentof probes.This tableassumesthe
presenceof aProbeRun-Time Infrastructurefor eachprobetype.
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With theexceptionof Active IntefacesandAPI Polling probesall of theprobetypes

mustbuild in theability to dynamicallyredirecttheir probingactivities at run-time. The

latebindingof ActiveInterfacesautomaticallysupportsthis. Ontheotherhandawrapper

mustbeconstructedwith theability to acceptnew code(conformingto someinterface)

andinsertthatnew codeinto theflow of methodcallsbetweenthewrapperinterfaceand

theinterfaceof theunderlyingmechanism.

3.3.1 Handling Unsupported Interactions

It may not be possiblefor someprobetypesto supportall of the above interactions.

TheProbeRun-Time Infrastructurefor theseprobetypesmuststill provide the interface

definedhere,but mayignoreunsupportedoperationsor returnexceptioneventswhenthey

arerequested.For instance,if a particularprobeimplementationrequiresbindingto the

codeat compiletime,adeploy eventis irrelevant.

3.4 Conclusions

In this chapterwe have describedat a high level thenecessaryelementsfor thecreation

of a successfulproberun-timeinfrastructure.An implementationof this designfor any

of theprobemechanismspresentedin chapter2 would provide a flexible meansfor the

collectionof informationfrom a targetsystem.In thenext chapterwe describeanimple-

mentationof this designfor Active Interfaceprobing.
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Chapter 4

Active Interface ProbeRun-Time

Infrastructur e

4.1 Intr oduction

As mentionedin theProbechapterActiveInterfacesweredevelopedto enabletheadapta-

tion of softwarecomponents.In this sectionwe first presentseveralmechanismsthatwe

have developedto facilitatethe useof Active Interfacesto probesoftwarecomponents.

Wethenpresentthedesignof theActiveInterfaceProbeRun-TimeInfrastructure.Wede-

scribeseveralexamplesof probetypesandusesthatcanbeimplementedwith theActive

Interfacetechniques.Finally we describea demonstrationin which theActive Interface

ProbeRun-Time Infrastructureis usedto probea simpleclient serversystem.

4.2 Facilitating Active Interface Probing

We have developedseveralmechanismsthatmake it easierandlessintrusive on the tar-

getsystemto install probesinto active interfaceenabledsystems.EachActive Interface
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enabledcomponentimplementstheadapt.Adaptable interface. As suchit hasan

adapt.ComponentAdapter and accessormethodsthat allow other objectsto get

andsettheComponentAdapter. TheComponentAdapterprovidesa mechanismfor

theinsertionof callbacksfor themethodsof thecomponent.To addcallbacksto a com-

ponent,you musthave accessto anobjectreferencefor thatcomponentsothat it canbe

assignedaComponentAdapter.

We have developeda processof self registrationthroughwhich eachAdaptable

componentregisterswith aregistrationauthorityat thetimeof its construction.Theregis-

trationauthoritycreatesaComponentAdapter for theobjectandthenhastheoptionto

insertcallbacks.Thisprocessallowsthestandardizationof theestablishmentof callbacks

for Active Interfaceenabledcomponents,andlocalizeschangesto their constructors.

In addition to the self registrationprocess,we have createdan interfaceAbleTo-

BeProbed. We will requirecomponentsto implementthis for usein the Active In-

terfaceProbeRun-Time Infrastructure. This interfaceprovides the target classwith a

new attribute componentName and setComponentName and getComponent-

Name methods.Thisallows for thepossibilityof namingindividualcomponentsto align

with anarchitecturalspecification.It alsoallows for thecreationof probeswhich target

only specificnamedobjectsof aclass.

In Chapter3 we describedthe Active InterfaceDevelopmentEnvironment(AIDE)

Compiler. Wecreatedamodifiedversionof theAIDE compilerthatinsertsthecodenec-

essaryfor self registrationandimplementingtheAbleToBeProbedinterface.Themodi-

fiedcompilerperformsthesetasksconditionally. If it ispassedtheflag-selfRegistration

followedby theexactlinesof codethatmakeuptheself registrationcall. Theselineswill

beinsertedinto theconstructorsof thetargetfile. Likewisethecompilercanbepassedthe

-ComponentName flag followedby acomponentname.Thisnamewill beassignedas

theinitial componentName of thetargetclass.With thesechangestheinstrumentation
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of Java sourcecodeis completelyautomated.Oncethenew AIDE compileris run on a

sourcefile it is readyfor probingin theAIPRI.

In activeinterfaceprobingcallbacksaremadefromthetargetsystemto themonitoring

system. It is highly undesirableto have errorsanywherein the probecodedisrupt the

executionof themonitoringsystem.Weencourageprobedevelopersto adoptasstandard

practicethecatchingof all exceptionsthatarethrown in theprobemethods.Oncecaught

anexplanationof theexceptionshouldbeencapsulatedin aneventandpublishedto the

monitoringsystem.

4.3 Designof the Active Interfaces Probe Run-Time In-

frastructur e

TheActive InterfaceProbeRun-Time Infrastructure(AIPRI) is animplementationof the

designspecifiedin thepreviouschapter(Figure4.1). It supportstherun-timedeployment

andcontrol of probesin a target systemand the delivery of eventsgeneratedby those

probesto interestedpartiesin themonitoringsystem.In this sectionwe first presentthe

contentbasedeventdelivery systemwhich we will utilize in our run-timeinfrastructure.

We thendiscusshow the high-level protocoltranslatesinto Sienanotifications. Finally

wedescribethedesignof theAIPRI.

4.3.1 Event Delivery: Siena

Sienais a eventnotificationservice,a generalpurposefacility for asynchronouslydeliv-

eringeventsfrom eventproducersto eventconsumerswho have registeredaninterestin

theevents[7, 6, 5]. Sienautilizesa content-basedaddressingandroutingscheme[7]. In

content-basedroutingmessagedestinationsarenot specifiedby theproducerasthey are
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Figure4.1: TheActive InterfacesProbeRun-Time Infrastructure.

in typical unicastandmulticastrouting,insteadconsumersexpressinterestin theevents

basedon their content.

Sienaeventcontentis containedin notifications.Eachnotificationis built up asa set

of attribute-valuepairs. Attributesareapplicationdefinedandareidentifiedby a string.

Attribute valuesincludedin a notificationcanbe strings,ints, longs,doubles,booleans

or byte arrays[30]. Event producerspublishnotificationsthat containsetsof attribute-

valuepairs. Consumersusea subscriptionlanguageto subscribeto notifications. The

subscriptionlanguageprovidesasetof operators(subsetof SQLselectquery)thatmaybe

usedon theattributevaluesof any attributescontainedin anotification.Thesubscription

languagecanbe usedto constructfilters or patterns. Filters selectsinglenotifications

by constrainingthe valueof namedattributes. Patternsspecify a relationshipbetween
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multiple notifications. If the patternis matchedall of the notificationswhich make up

thematcharedeliveredto thesubscriber[6]. In additionto publishandsubscribeSiena

hasan advertisementmechanism.An advertisementis essentiallyan intent to publish

notificationsthat matcha certainfilter. In the most recentJava versionof Siena1.1.2,

advertisementsarenotsupported.

Sienaeventsaredistributedby a hierarchicalnetwork of event dispatchingservers.

The hierarchyis composedof instancesof the HierarchicalDispatcher class.

HierarchicalDispatcher is theprimary implementationof theSienaeventnoti-

ficationservice[30]. HierarchicalDispatcherscanserve asSienaeventservice

for local (sameJVM) clientsaswell asremoteclients. The hierarchygrows incremen-

tally, whenanew servercomesonline it addsitself to anexistinghierarchyby specifying

amasterthatis alreadypartof thehierarchy.

4.3.2 Infrastructur e Events

TheActive InterfaceProbeRun-Time Infrastructuresupportsall of theeventspresented

in thehigh-level design.Theeventshave beenreworked to fit into thecontext of Siena

Notifications. Eachpieceof informationspecifiedin the high level API is specifiedas

a Sienaattributevaluepair. Table 4.1 providesanexampleSienanotificationfrom our

API.

In thehighlevel designwespecifythateventsshouldincludeasmuchinformationfor

thepurposesof eventroutingaspossible.We have includeresponseasaneventTypefor

explicitly thatpurpose.Entitiesin themonitoringsystemthatwish to controlprobesona

systemcansubscribeto all responseeventsemittedfrom thathostandsystem.They could

furtherrefinetheirsubscriptionto receiveonly responseeventsfrom probeconfigurations

in whichthey areinterested.Hadwenotdonethisthey wouldhavehadto eithersubscribe
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Table4.1: A deploy eventandadeploy responseeventasthey arerepresentedasattribute
valuepairsin aSienanotification.

Attrib ute Name Attrib ute Value

EventType Deploy
Hostname Thenameof themachinethetargetsystemis on.
SystemID A stringidentifierof thesoftwaresystemto target.
ProbeConfigurationName Thenameof theprobeconfigurationthatshouldreceivethis

event.
ProbeConfigurationModuleThe URL from which the configurationmodule can be

downloaded.Thisshouldincludeeitherhttp: or file:

EventType Response
ResponseType DeployResponse
ProbeConfigurationName Thenameof theprobeconfigurationthatsentthis event
ProbeConfigurationModuleTheURL thatwasincludedin theDeploy event
Hostname Thenameof themachinefrom which theeventis coming
SystemID A stringidentifierof thesoftwaresystemto target.
ProbeConfigurationName Thenameof theprobeconfigurationthatsentthis event
ProbeConfigurationModuleTheURL thatwasincludedin theDeploy event
Status Success/Failuredependingon whethertherequestwasful-

filled
reasonForFailure The inclusion of this attribute is conditionalon the value

of statusbeing failure. A string giving someinformation
aboutwhy the failureoccurred.This attributevaluepair is
only includedif Statusis setto Failure

to all eventsthatincludedthehostandsystemIDasattributesor specificallysubscribeto

eachof the responsetypes(which would have beenevent types). In thefirst caselisted

above,thesubscriberwould receiveotherinfrastructureeventstargetedat thehost.

Responseeventsalsoserve thepurposeof reportingexceptionalconditions.If theac-

tion specifiedin aninfrastructureeventfails,theActiveInterfaceProbeRun-TimeInfras-

tructureincludesinformationin theresponseto helptheentity thatsenttheinfrastructure

eventunderstandwhy it failed. Onepossiblereasonfor a failureis attemptingto execute

anactionfrom astatewhereit is not supported(seeSection 3.2). Anotherpossibleerror

is thattherun-timeinfrastructurewasunableto downloadtheprobeconfigurationmodule
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of adeploy command.Therearea numberof otherpossibleerrorsthatcouldarisein the

usersuppliedprobeconfigurationmodule.

4.3.3 SensedEvents

Sensedeventsaretheeventsemittedbyprobes.Wemapthesensedeventsof thehighlevel

designinto Sienanotifications.Our sensedeventsmustalsoadhereto theSmartEvents

standardput forth by our collaboratorsat ColumbiaUniversity[16]. SmartEventsdefine

aFleXML schemato whicheventsmustconformin orderto interoperatewith portionsof

themonitoringsystembeingdevelopedby our collaborators.FleXML will bediscussed

briefly in thenext chapter.

To satisfy thesetwo different requirementswe have designeda two-tieredsensed

event. Sincethe probeadapterwill publish sensedeventsasSienaNotifications,they

will beroutedbasedontheircontent.To supportcontentbasedrouting,theprobeadapter

will containanumberof attributevaluepairsin thenotification.Thesewill includeall of

theinformationrequiredby thehigh level design:

� hostname

� systemexecutionidentifier

� probeconfigurationname

� probedclass

� probedobjectidentifier

� probedmethod

� probelocation:before/after

� eventtype
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In additionto theattributesincludedfor thepurposesof routing,thenotificationwill

include an event dataattribute. The value for the event datawill be the full FleXML

SmartEvent. In additionto theattributesthatwereusedfor routingtheSmartEventcon-

tainsatimes-tampandthenameandstringrepresentationof eachof theparametersto the

methodthattriggeredtheprobe.

<?xml version="1.0" encoding="UTF-8"?>

<smartevent xmlns=

"http://www.psl.cs.columbia.edu/2001/01/fullAISchema.xsd">

<metadata>

<tag>99999</tag>

<source>

<ipAddr>130.215.28.24</ipAddr>

<ipPort>1234</ipPort>

</source>

<time>.2000-11-20T19:02:00</time>

<kxOpaque>true</kxOpaque>

</metadata>

<activeInterface>

<!-- before or after function call? -->

<callbackType>BEFORE</callbackType>

<!-- what is being instrumented? -->

<object>scheduler.meeting.MeetingBean@e56346</object>

<class>scheduler.meeting.MeetingBean</class>

<!-- method call trace -->

<method name="deleteMeetings(MeetingDate,MeetingDate)">

<param type="scheduler.meeting.MeetingDate">

8/31/00 9:30AM</param>

<param type="scheduler.meeting.MeetingDate">

8/31/00 11:00AM</param>

</method>

</activeInterface>

</smartevent>

Figure4.2: ExampleSmartEvent

To facilitatethegenerationof theSmartEventswehavecreatedtheActiveEventclass.

ActiveEventhasaconstructorthatrequiresall of thenecessaryinformationfor theSmartEvent.

Onceconstructed,acall to theobjectstoXML methodreturnsastringrepresentationof a
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SmartEvent. ActiveEventsarecreatedby theProbeAdpaterwhenit is building a sensed

eventin responseto amethoddelivery from aprobe.

4.3.4 Identifying Probesin the System

Active Interfacemonitorscomponentsat methodboundaries.Callbackscanbe inserted

beforeor aftermethodexecution.It is thusnaturalto think of probesbeingidentifiedin

relationshipto thecomponent’smethods.Likewisea componentcanbeidentifiedby the

machineon which it is executinganda systemid thatcandistinguishbetweendifferent

processesor JVMs. In theActive InterfaceProbeRun-TimeInfrastructurethis is how we

handleprobeidentification.Any active interfaceprobecanbeuniquelyidentifiedby the

combinationof the following attributes: hostname,target system,probeconfiguration

name,probetype,classname,objectidentifier, method,andthestringbeforeor after.

4.3.5 Probesand ProbeConfigurations

As definedin the high level design,probeconfigurationsarewhat the probeinfrastruc-

ture handles. They aredeployed activatedetc. Eachprobeconfigurationis composed

of oneor moreprobes.Eachprobemonitorssomeportion of the target system.Probe

configurationsandprobesdevelopedby a third partymustbeableto operatein theprobe

run-time infrastructure. We have designeda setof interfacesthat standardizethe way

probeconfigurationsandprobeswill behandledin theAIPRI. In thissectionwedescribe

theProbeConfiguration andHookControl interfaces.HookControl is anin-

terfacethat probesmustimplement. Additionally, we have createdsomeclasseswhich

simplify thecreationof new configurations.

TheProbeConfiguration interface(see Figure4.3)containsexactly themeth-

ods necessaryfor a probeconfigurationto function fully in the AIPRI. Sincea probe
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configurationis the final receiver of the eventsof the run-time protocol, many of the

methodsincludedin theinterfacemirror thoseof therun-timeprotocol.Theothersmerita

little discussionhere.First,eachProbeConfiguration musthaveanameandget-

Name andsetName methods.In thecurrentimplementationthenameof theProbe-

Configuration mustbe the fully qualifiedclassnameof the classthat implements

ProbeConfiguration. The getClasses methodreturnsan Enumeration of

Strings. EachString is the fully qualifiednameof a Java classthat is the targetof

a probefrom this probeconfiguration. ThegetProbes methodtakestwo arguments

thefirst is thefully qualifiednameof thetargetclass.Thesecondis anobjectidentifier.

The probeconfigurationwill returnanEnumeration that containsthe fully qualified

classnamesof any of itsHookControls thattargeteitherthenamedclassor thenamed

object.Theobjectidentifier is assumedto betheString returnedby thetargetobjects

getComponentName method.This nameis assumedto bemoremeaningfulthanthe

String returnedby thetoString methodfromjava.lang.Object. In thefuture

this namecouldbemappedfrom anarchitecturalspecification.

package dasada.probeAdapter;

interface ProbeConfiguration
�

public void activate( );

public void deactivate( );

public boolean isActive( );

public boolean focus( String[] params );

public String[] querySensed( );

public Enumeration getClasses( );

public String getName( );

public void setName(String name );

public Enumeration getProbes( String className,

String objectID );�

Figure4.3: Thedasada.probeAdapter.ProbeConfiguration Interface

It is clear that implementingthe ProbeConfiguration interfacefrom scratch
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would requirequite a bit of work. To simplify this we have createdan abstractbase

class,calledConfigurationModule. ConfigurationModule implementsthe

ProbeConfiguration interface. Additionally it providesaddClassProbe and

addObjectProbe methodsandsupportinginfrastructureto allow probesto be reg-

isteredwith the configuration. In orderto createa fully functioningimplementationof

ProbeConfiguration it is necessaryto extendConfigurationModule. To pro-

vide any usefulbehavior the subclassmustat a minimum overridethe init methodand

includein it methodcalls to theaddprobemethodsin orderto addprobesto theconfig-

uration.Thefocus methodin ConfigurationModule is abstract,sotheusermust

overrideit. They caneitherincludeusefulbehavior or simplymake themethoda no-op.

ConfigurationModule includesausefulimplementationof thequerySensed

methodfrom theProbeConfiguration interface.It buildsanarrayof Stringsthat

identify eachof theProbeConfiguration’sactiveprobes.Probeidentificationaswe

discussedin the last sectionis composedof: hostmachine,systemidentification,probe

configurationname,probename,classname,Objectidentification,methodsignatureand

beforeor after. All of this informationis not availableto theConfigurationMod-

ule. So thebuilding of the responseis collaborative. TheConfigurationModule

mustdeterminewhatclassesit probesandwith whatHookControl. Theneachof the

HookControlsarecalledto provide informationabouteachmethodfor which they are

actively emittingevents.

To allow therun-timeinfrastructureto handleprobeinsertionandremoval in a stan-

dardway we have developedtheHookControl interface. Figure 4.4 shows the in-

terface. The initCallbacks methodtakes an Adaptable object and hooksup

callbacksfor it. The implementerof theHookControl interfacemust for determine

what methodsof the target classto probeandwhat methodsto direct the callbacksto.

This designdecouplesthesedecisionsfrom the probeinfrastructureandallows flexible
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monitoring. Likewise theremoveCallbacks methodis called to remove all of the

callbacksconnectedin theinitCallbacks method.We wishedto deferthedecision

of whetherto createasingletonprobeor objectprobesto theimplementerof HookCon-

trol. To allow both optionswe decidedto usea staticmethodto return instancesof

theHookControl object.If theprobedeveloperwishesto haveasingletonprobe,they

only createasingleinstanceandreturnit to all callersof theinstancemethod.Otherwise

theHookControl will simply createandreturna new instanceeachtime the instance

methodis invoked.Javadoesnotallow theinclusionof staticmethodsin interfaces,there-

fore we have includedthestaticString instanceMethod. This is thenameof the

no-argumentinstancemethodwhich canbeusedto getaHookControl instance.The

setandgetprobeconfigurationnamemethodsallow theHookControl to beinformed

whatprobeconfigurationsthey areassociatedwith.

package dasada.probeAdapter;

public interface HookControl
�

public static final String instanceMethod =

"getHookControlInstance";

public void initCallbacks ( Adaptable a );

public void removeCallbacks ( Adaptable a );

public void setProbeConfigurationName ( String s );

public String getProbeConfigurationName ( );

public String[ ] querySensed ( );�

Figure4.4: Thedasada.probeAdapter.HookControl Interface

4.3.6 Design

In the high level designthe probeinfrastructurewasdescribedasconsistingof a probe

adapterandprobeconfigurations.Theprobeadapterwasresponsiblefor facilitating the

communicationof the monitoringsystemwith the probesandproviding generalprobe

controlmechanisms.Wehavedistributedthetasksassignedto theprobeadapterto several
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classesanddevelopedotherinfrastructurenecessaryto supporttherun-timedeployment

andmanagementof probeconfigurations.Figure 4.5presentstheActive InterfaceProbe

Run-Time Infrastructure(AIPRI).
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Figure4.5: TheActive InterfaceProbeRun-Time Infrastructure.Themonitoringsystem
and the target systemrun within a shell. The ProbeAdapter implementsthe Siena
interfaceso that it canpublisheventsandsubscribeto infrastructureevents. Master
servesasa repositoryfor all deployed probeconfigurationsandprovidesJava APIs for
interactionwith them.Master maintainsanxml documentdescribingthestatusof the
probeconfigurationswithin deployed to the system.The XML documentsurvivesma-
chineshutdown andallows theProbeInfrastructureto restartin thesamestatewhenthe
systemis restarted.

TheProbeAdapter classfunctionsasa mediator[15] betweenthe probeinfras-

tructureandthemonitoringinfrastructure.TheProbeAdapter implementstheSiena

Notifiable interfaceso that it cansubscribeto infrastructureeventstargetedat the

probeconfigurationsit manages.TheProbeAdapter hasasamemberaSienaHier-

archicalDispatcher. This HierarchicalDispatcher actsasthe local im-

plementationof theSienaeventnotificationservice.Eventsfrom themonitoringsystem

aredeliveredthroughit to theProbeAdapter andtheProbeAdapter candeliver

eventsthroughit to the monitoring system. Within the boundsof the Notifiable

interfacetheProbeAdapter implementstheprotocoldescribedabove.
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Master essentiallyimplementstheproberun-timeinfrastructureAPI in Java asop-

posedto SienaNotifications. It providesmethodsthat allow for eachof the operations

of theAPI. Master’s responsibilitiesarefurtherdividedamonga setof helperclasses.

Master is responsiblefor maintainingapersistentview of theprobeinfrastructurethatit

oversees.It doesthis by maintaininginformationthatdefineswhatprobeconfigurations

aredeployed,installed,or activated.Whenthesystemis startedit readsin theinformation

andsetsup thesystemasit is described.

Master is alsotheself registrationauthorityfor theAIPRI. EachAdaptable and

AbleToBeProbed object that is createdin the target systemwill call mastersstatic

registermethod.If thereexistsaprobeconfigurationin theactivestatethatis designedto

monitorobjectsof thatclassor specificallythatnamedobject,theprobeconfiguration’s

probeswill be hooked up to the object. If no probeconfigurationsexist that target the

particularclassor object,Master keepsa referenceto the Adaptable object in a

registry. If at a later time a probeconfigurationthatmonitorstheobjectis deployedand

activatedmasterwill hook up probesto it. It is importantto note: the objectreference

is storedin ajava.lang.ref.WeakReference object.No strongreferencesto the

objectaremaintainedby theprobeinfrastructure.This allows correctgarbagecollection

of theobjectif its referencegoesoutof scopein thetargetsystem.

Master is assistedby anumberof helperclassesnot describedhere.

4.3.7 Loading ProbeConfigurations

Probeconfigurationsmustbeableto bedeployedatrun-time.As specifiedin theAPI, the

deploy eventcontainsaURL from which theconfigurationcanbedownloaded.Master

will download the namedfile and save it locally. Sincea probeconfigurationwill be

madeup of an implementerof theProbeConfiguration interfaceandat leastone

HookControl, wehavedecidedto requirethatall of theclassesrequiredfor usein the
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probeconfigurationbepackagedin a JAR file.

Delegates class loading for classes it can not find.
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Figure4.6: TheAIPRI usesmultiple instancesof a jar loaderwe developed.Eachprobe
configurationisexplicitly loadedfromanew instanceof thejar loader. Subsequentclasses
createdfrom insidethe probeconfigurationare loadedthroughthe Java 1.2 delegation
mechanism.

We have implementeda jar loaderthat canbe usedto directly load the probecon-

figurationandprobesfrom the jar file thatwasdownloaded.The jar loaderimplements

theJava1.2classloadingdelegationscheme.Weenvision themonitoringsystemto have

multiple probeconfigurationsdeployed at any given time. We alsofeel that it is a rea-

sonableassumptionthatprobeconfigurationswill bedevelopedby multiple independent

groups.We have thereforedecidedthateachprobeconfigurationwill beloadedby a dif-

ferentjar loader. Eachprobeconfigurationis explicitly loadedby a new jar loaderwith

thecommandClass.forName methodfrom java.lang.Class which allows the

specificationof a classloader. Classesloadedfrom insidethe probeconfigurationcan

be constructedin the normalmannerbut their loading is delegatedto the classloader

which loadedthe classthey arebeingcreatedin. Figure4.6 shows the delegationclass
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loadingscheme.Using separatejar loadersallows us to defineseparatenamedomains

within which the probeconfigurationscanfunction without fear of unexpectedinterac-

tions with codethey do not know exists. Multiple probeconfigurationscanutilize the

sameclasseswithout fearof nameconflicts. Theonly possiblenamecollisionsthatcan

occurarewith thenameof theprobeconfigurationsthemselves.Theprobeinfrastructure

hasbeenwrittensothatprobeconfigurationnamesmustbeunique.

4.3.8 Bootstrapping

It is necessaryfor the Run-Time infrastructureto be presentin the sameJava Virtual

Machineas the target system,and furthermorefor the run-time infrastructureto start

first. This needhas beenmet by the creationof a genericbootstrapwrapperclass:

dasada.Shell. Shell is passedthenameof andargumentsthatarerequiredto start

a Java program. It thenstartsthe run-timeinfrastructureandcalls themain methodof

thetargetapplicationwith theprovidedparameters.

4.4 ActiveInterfaceComponentAdapterConfigurations

Therearea numberof possibleconfigurationsthatcanbeusedfor thesetupof active in-

terfaceprobing(seeFigure4.7). Essentiallytherearetwo variablesin thesetup.Thefirst

is whetherto allow/utilize singletonor individual instancesof ComponentAdapter.

Thesecondis whetherto usestaticor objectprobes.Thesechoicesaffect thesimplicity

andflexibility of themonitoringthatis possible.

TheAIDE compilerinsertsthecodeof theAdaptable interfaceinto thetargetcom-

ponent.ThisincludestheprivateComponentAdapter variableandthepublicaccessor

methodsthatallow it to begottenandset. SincetheComponentAdapter variableis

not static,to accomplisha singleComponentAdapter for all objectsof a targetclass
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it wouldbenecessaryto useasingleinstanceof ComponentAdapter for all objectin-

stances.Theself registrationauthority(Master in theAIPRI) couldbewrittento simply

assignthesameadapterto all instancesof aparticularclass.
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Figure4.7: Active InterfaceComponentAdapter Configurations.In all of the cases
shown it is possiblefor morethanoneprobeto beassociatedwith a particularCompo-
nentAdapter.

The possiblecasesrangefrom the simplestcasein which there is a singleCom-

ponentAdapter for all objectsof a target classanda singlestaticprobe(seeFigure

4.7.A) to the casewhereeachobjecthasits own ComponentAdapter objectandits

own instanceof a probe(seeFigure 4.7.F).In the first configurationall classeswould

have exactly the samemethodsprobed.The probewould be unableto simply maintain
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staterelatedto theobjectsthatthey probe.Any configurationusingstatic/singletonprobes

is probablynotappropriatefor useby hybridactive interfaceprobes.In thelatercasedif-

ferentobjectscouldhavedifferentmethodsprobedandtheindividualprobescanmaintain

staterelatedto their targetobject. This configurationis themostflexible anmostuseful

for hybridprobes.

TheActive InterfaceRun-Time Infrastructurehasbeendesignedto work with object

adaptersandobjectprobes. It doesnot supportany of the possibleconfigurationsthat

utilize a singletonadapter. Also, insteadof supportingstaticprobesit supportssingleton

probes.It defersthechoicebetweensingletonprobesandinstanceprobesto thedesigner

of theprobeconfiguration.This is accomplishedby therequirementthatHookControl

implementersmustprovideastaticgetHookControlInstancemethod.If theprobe

configurationdesignerwishesto maintainany targetobjectspecificstateinsidetheprobe,

objectprobeswould be theobviouschoice. If however, theprobesareintendedonly as

event emittersa singletonprobewould be a reasonablechoiceandwould simplify the

implementationof thefocus andquerysensedmethods.

4.5 SpecificActive Interface Probes

In this sectionwefirst describeaHookControl thatcanbeusedto automaticallyhook

up callbacksfor all of themethodsof a targetclass.We thenpresentotherpossibleuses

of Active Interfaceprobes. As we will seein the next chaptersomeof theseapplica-

tionsoverlapwith thoseof gauges.Designersof themonitoringsystemcanchoosewhere

to implementtheseactivities. By implementingthemin the probes,event traffic to the

monitoringsystemis decreased.However, if therearemultiple consumersfor a particu-

lar event type it maybe desirablefor theeventsto simply be emittedto the monitoring

architectureandfor any processingor filtering to bedoneby subscriptionor by gauges.
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4.5.1 Automatic Probes

To simplify theprocessof creatingHookControl instanceswe have createdan auto-

maticprobecalledAllProbe. EachHookControl is responsiblefor connectingthe

AIDE insertedhooksin thecomponentwith probemethods(thesewould typically bein

the HookControl object). Callbacksare hooked up throughthe target component’s

adapterusingthemethodinsertHook. TheinsertHook methodrequiresasparam-

etersStrings describingthe methodsignatureof the methodto be probed,the name

andparametertypesof themethodthatwill becalledandanobjectreferenceto theprobe

object. Traditionally, thesemethodcallshave beenconstructedby theadaptationimple-

menter. In AllProbe weuseJava’s reflectioncapabilitiesto automaticallyinsertbefore

andaftercallbacksfor eachof themethodsof thetargetobject.

Therearetwo probemethodsin AllProbe. Thefirst,methodCalled is attached

to asthebeforecallbackfor eachprobedmethod.Thesecond,methodReturning is

attachedfor eachafter callback. AllProbe is designedasa genericevent emitter. It

performsno processing.It simply deliversan event encapsulatingthe methodcall that

leadto theprobetrigger.

Therearea numberof inheritancerelatedissuesthatAllProbe musttake into ac-

count. In order to hook up meaningfulcallbackstheremustbe Active Interfacehooks

presentin the sourcecodefor the methodsprobed. A Java objectwill includemethods

that it inheritedfrom its superclasses.It doesnot make senseto attachprobesfor the

methodsof the superclassesunlessthe individual performingthe probing knows that

thesuperclasshasbeenActive Interfaceenabled.SinceAllProbe is intendedto bea

genericprobe,it doesnot attachcallbacksfor any of the methodsof the superclasses.

AllProbe keepstrackof whatmethodcalls it hasinserted.A call to removeCall-

backs resultsin theunhookingof all of thecallbacksthatwereinserted.

In additionto simplifying theinsertionandremoval of callbacks,AllProbe defines
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a useful implementationof the focus method. AllProbe’s focus methodallows

a userto shutdown the eventsbeing emittedfrom certainmethodcalls. As described

previously in this chapterthefocus methodtakesan arrayof Strings. To stop(or

start)eventsfor acertainmethodtheuserwouldpassin anarrayin whichthefirst element

is theString “deactivate” (“activate”). Thesecondelementwould be thesignatureof

themethodto deactivate. Thefocus methodsupportstheactivationor deactivationof

multiple methodsat once. Eachmethodto bechangedshouldsimply be includedasan

additionalelementin theString array.

AllProbe alsoprovidesan implementationfor querySensed. It will returnin-

formationonly for thosemethodsthatarecurrentlyactivated.

AllProbe provides a very fast way to createa probeconfiguration. By extend-

ing ConfigurationModule andusingAllProbe adevelopercanbegin to generate

monitoring informationby writing approximatelyten lines of simplecode. The useof

AllProbe in theprobingof GeoWorldswill bediscussedin thenext chapter.

4.5.2 Constraint Checking Probes

Constraintsareconditionsthatmustbemetfor amethodto functioncorrectly. Constraints

aresimilar to thepreconditions,postconditionsandinvariantsof theEiffel programming

language[14]. In Eiffel a componentdesignerwould formally specify preconditions,

postconditionsandinvariants.If theresultingapplicationis runwith monitoringswitched

on violationsof the conditionswill causeassertionsto throw an exception. The com-

ponentdevelopercan defineexceptionhandlersthat fix the issueand allow continued

operationor they canallow theexceptionto causetheprogramto halt [14].

Active Interfacesprovide a mechanismthroughwhich constraintscould be imple-

mentedashybrid probes.The implementerof a beforecallbackin active interfacescan

checkthevaluesof theparametersto themethod.If a preconditionconstraintis violated
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thecallbackcodecanreturndeny andthemethodwill returnwithout executingits code.

In additionto this anaftercallbackcanbeusedto checkpostconditionsandinvariants.

Possiblyrestoringthepre-invocationstateif theconstraintsareviolated.

For the purposesof monitoringwe generallydo not wish to intercedein the target

systemsoperation. Insteadof denying the methodinvocationthe callbackcodecould

publishanevent indicatingthata constrainthasbeenviolated. In a systemutilizing the

ActiveInterfaceProbeRun-TimeInfrastructureit wouldbesimpleto developaprobefor

whichconstraintscouldbechangeddynamicallyat run-time.

4.5.3 Hybrid Active Interface Probes

As definedin the probingchapter, hybrid probescombinesomeaspectsof passive trig-

geredprobesandactively triggeredprobes.An ActiveInterfacehybridprobecouldcollect

informationin responseto thenormalbeforeanaftercallbacksfrom thetargetsystem.In

responseto informationrequests,or on a schedule,a summaryof the informationcould

bepackagedasaneventandsentout to themonitoringinfrastructure.

A particularlyusefulapplicationof this technologywould be the creationof probes

that monitor a high frequency event in the target system. Insteadof bombardingthe

monitoringsystemwith eachof theseeventsa countor summarizationwould take place

andbe deliveredto the monitoringsystemon a schedule.Alternatively, the individual

eventscouldbestoredfor someperiodof time andprovidedto themonitoringsystemin

responseto specificrequests.
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4.6 Demonstration of the Active Interface Run-Time In-

frastructur e

We have createda demonstrationof the Active InterfaceRun-Time Infrastructure.The

purposeof the demowas to test the Active InterfaceProbeRun-Time Infrastructures

ability to deploy andinteractwith probesin a systemat run-time.

Thepreviouslyexisting targetsystemfor thedemonstrationis aClient-ServerDictio-

nary. Clientssendtheserver aString. If theString is a word theDictionaryserver

returnsavalueindicatingthattheword is valid. If theString doesnot representaword

thedictionaryreturnsaString indicatingthat it wasnot a word. Thesystemis written

in JavaandusesTCP/IPfor communication.
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Figure4.8: TheDictionaryDemoof theActive InterfaceProbeRun-Time Infrastructure.

We developeda probeconfigurationcalledDictionaryConfigModule by ex-

tendingtheProbeConfigModule class.In theinit methodof theDictionaryCon-

figModule we adda singleHookControl calledTimer asa classprobeof all ob-
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jectsof the classDictionary. It also implementsthe abstractmethodfocus from

the ProbeConfigModule class. The focus implementationis designedto passa

parameterto astaticfocus methodin theTimer HookControl.

The key methodsof HookControl are initCallbacks andremoveCall-

backs. WhenTimer’s initCallbacks methodis called with the Adaptable

objectDictionary as its argument,two callbackswill be hooked up. One before

theDictionary’sisValid methodandoneafter it. Whenlater invokedthe before

callbackgetsthecurrenttime anddeliversaneventencapsulatinginformationaboutthe

methodinvocationto the ProbeAdapter. The after callbackagaingetsthe current

time. It thencalculatesthetimesincethebeforecallbackandincludesthis informationin

theeventit deliversto theProbeAdapter.

Timer hastwo methodsin additionto thoseof theHookControl interface. The

first methodInvoked is usedfor beforecallbacks.It getsthe currenttime whenit is

invoked anddeliversan event to theProbeAdapter for publicationinto Siena. The

secondmethod,methodReturning is usedfor aftercallbacks.It againgetsthe time

andcalculatesthetimespentfulfilling therequest.It thendeliversaneventencapsulating

this information to the ProbeAdapter. Timer’s staticfocus methodcan accept

eitherof two Stringsto haveameaningfulresult.If theString “summary”is passed

in theTimer quits delivering beforeeventsto theProbeAdapter andonly delivers

theafterevent. If theString “beforeAndAfter” is passedin Timer will deliver both

beforeandafterevents.Any otherStrings will resultin a responseevent that reports

thestatusasfailed.

Togiveanideaof thesimplicity of implementingtheProbeConfiguration inter-

faceby extendingProbeConfigModule, DictionaryConfigModule contains

sixteenlines of code(including methodsignaturesandsuch). Only threeof theselines

of codeareactuallyspecificto theDictionaryConfigModule. Timer is a little
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more involved. It requiredaroundseventy lines of code. Approximatelytwo thirds of

this is cookiecuttercodethatwouldbesignificantlysimilar for any HookControl, the

remainderwastheactualprobeinsertioncodeandthefocus method.

This setupwas intendedto be trivial. It doesnot handlethe possibility of multiple

overlappingrequeststo thedictionary. However, Active Interfacesprovideall of thenec-

essaryinformation to distinguishbetweenmethodinvocations,so it could easily have

beenupdatedto do this.

A ProbeLauncher andgraphicaluserinterfacewerecreatedto launchandinteract

with the probesat run-time(seeFigure 4.9). TheProbeLauncher implementsthe

interfaceSiena.Notifiable. It registersto receive all probeinfrastructureevents

andall sensedeventspublishedby thetargetsystem.Thesetconfigurationbuttonallows

the userto setan active ProbeConfiguration. Clicking on any of the remaining

buttonsresultsin the publicationof an infrastructureevent targetedat the active probe

configuration.The top text areain the GUI displaysresponseeventsthat aregenerated

for the infrastructureeventspublished.The bottomwindow displayssensedeventsthat

weredeliveredfrom the deployed probes.The GUI simplified the testingof the AIPRI

by allowing the dynamicdeploymentandcontrol of probeconfigurations.The setcon-

figurationdialogbox (openin 4.9)allows theuserto enterthenameandURL for a new

probeconfiguration.All subsequenteventstarget theconfigurationtheuserenters.The

launcherwasinitially createdfor thisdemonstrationbut wecontinuedto useit for testing

purposesin thedevelopmentof thedemonstrationsof thefull monitoringsystem.

The dictionaryserver is startedin the Shell which startsthe AIPRI. The dictionary

server runsasnormalfulfilling requestsfrom any clients. Whenthedeploy event is re-

ceived by the AIPRI the probeconfigurationnamedin the event is downloadedto the

probeadapterandstoredon the local host’s disk. Whenthe probeconfigurationis ac-

tivatedit monitorsthe time requiredby the server to searchfor the wordssentby the
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Figure4.9: TheProbeLauncherGUI.

client.

Thedemonstrationsuccessfullyshowcasedtheability of theAIPRI to handlethedy-

namicdeploymentandcontrolof active interfaceprobesto a runningsystem.

4.7 Conclusions

In this chapterwe have presentedthedesignof theActive InterfaceProbeRun-Time In-

frastructure.We showedhow it alignswith thehigh level designandhow it canbeused

to dynamicallyaddnew probesto a runningsystem.We presentedthedesignof anauto-

maticprobethatgreatlysimplifiesthework of asysteminstrumenter. Wethendescribeda

demonstrationof theActive InterfaceRun-TimeInfrastructurethatwasusedto introduce

our collaboratorsto its use.In thenext chapterwe will discusstheintegrationof thesys-

tempresentedherewith thefull monitoringarchitecturebeingdevelopedcollaboratively

with ColumbiaUniversity’sProgrammingSystemsLaboratory.
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Chapter 5

Monitoring Ar chitecture and

GeoWorlds Demo

5.1 Intr oduction

In this chapterwe describea completemonitoringsystemthatis beingdevelopedin col-

laborationwith ColumbiaUniversity. We briefly describethecomponentsof thesystem,

how they interactandhow theActive InterfaceProbeRun-Time Infrastructurewasinte-

gratedinto the system.We introducethe notion of a gaugeandpresentseveralgauges.

We thendescribethetargetsystemthatwill beusedfor a demonstrationof thecomplete

monitoringarchitecture.We describethe developmentof probesto collect information

from this systemandfinally we describegaugesthat we have developedfor usein the

demonstration.
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5.2 KinestheticseXtreme: KX

KinestheticseXtreme(KX) is a dynamicsystemfor run-time monitoring of the func-

tional andextra-functionalpropertiesof component-basedsystems(seeFigure 5.1). It

is composedof threemain parts: probeinfrastructure,event infrastructure,and gauge

infrastructure.

The probeinfrastructureincludesthe varioustypesof probes,the mechanismsfor

insertingprobesinto a target system,andpoliciesfor how the probescanbe controlled

by themonitoringsystem.TheActiveInterfaceProbeRun-TimeInfrastructuredescribed

in thelastchapterhasbeenselectedasoneof two primaryimplementationsof theprobe

infrastructurefor this system. The other is worklets a technologybeing developedat

Columbia.
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Figure5.1: Captiongoeshere.

In KX, whena probeis triggeredit will generatea FleXML event. FleXML is an

XML-lik e formalism with extensionsthat allow for partial ordering, incrementalhan-

dling of documentsasthey becomeavailableanddiscovery of how to handlepreviously
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unknown tags[20].

Theeventinfrastructurewasprimarily developedby ColumbiaUniversity. It is com-

posedof an event standard,an internetscaleevent bus, a patternlanguage,a pattern

matchingfacility andaneventstoragefacility. Theeventstandardbeingusedis theSmart

EventsSchema[31]. Eventswill containtype, time stampandlocation. Specificevent

typesmay be definedthat include additional information. The XML-basedUniversal

EventService(XUES) overlaysSiena[20]. Sienaprovidesa distributedeventbussup-

portingpublish/subscribeandsimplefiltering servicesthroughwhicheventsaredissemi-

natedto interestedparties[5, 6]. XUEScombinesthreemainentities:aneventpackager,

an event distiller and an event notifier. On entry into XUES eventsare processedby

theeventpackager. Theeventpackageris responsiblefor encapsulatingeventsin smart

eventsandSienanotifications.The packageralsosavestheeventsinto a database.The

baseattributesstoredfor eacheventareits source,time of receipt,typeof data,andthe

actualdata. Eventsdo not persistin the databaseindefinitely, insteadtherewill be an

expirationmechanism.Theeventdistiller supportspruningof thedatasetandthedetec-

tion of meta-events(patternsof singleevents).Theeventdistiller insteadof beingasingle

componentof thedesignis a subsystem.Its activities arebuilt on top of a secondprivate

Sienaevent bus. Eventsfrom the systemwide event bus aretransferredto the internal

bus [12]. The internalevent bus hasbeenusedto allow the distribution of the pattern

matchingto a numberof sitesandto take advantageof its subscriptionmechanismsto

provideafirst passfilter. Thestatemachinesareconstructedfrom rulesspecifiedin XML

documents.Whena statemachinedetectsa matchto its patterna meta-event is created.

The individual eventscomprisingthemeta-eventareencapsulatedin a singleeventand

publishedto theexternalSienabus [12]. Notifiers registerto receive thesemeta-events.

Furthermore,the meta-eventsarepublishedbackto the internalbus. This allows other

statemachinesto bespecifiedthatconsumemeta-events. TheXML documentsthatare
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usedto createthestatemachinesarecreatedandpassedinto theeventdistiller by event

notifiers. Eventnotifiersdeliver notificationsthat themeta-eventhasbeenreceivedonto

gauges,semi-persistentstorageandotherinterestedparties.

In KX, gaugessubscribefor notificationsof singleeventsor patternsof events.The

gaugeinfrastructureprovidesa framework for thecreationandexecutionof gauges.At

this time it consistsprimarily of thelanguageusedto createpatterns.In a futureversion

of KX gaugeswill beintegratedinto TRiKX (seenext paragraph).Gaugeswill in general

be developedby domainexpertsandinsertedinto thegaugeinfrastructure.Eachgauge

will then subscribeto the eventsin which it is interested. If a gaugeis interestedin

a complex event it will uploadthe patternof eventsthat comprisethe complex event

to the event infrastructure. In the initial prototype,gaugeswill be observed by human

operatorswho will makedecisionsbasedon theiroutput.Thegaugeswedescribeaspart

of our demonstrationdo not integratecompletelywith theKX gaugeinfrastructureasit

wasnot available in time to allow integrationprior to the Junedemonstration.Instead

our gaugessubscribedirectly to the primary Sienabus for delivery of raw eventsfrom

theprobes.Any patternmatchingor processingrequiredis performedby thegauges.The

KX architectureis built sothatin laterwork gaugents(gauge+ agent)will makedecisions

andtakeactionbasedon theeventpatternsthey monitor.

5.3 Integrating the AIPRI with KX

By usingthemodel/view/controllerdesignpatternin thedesignof KX, integrationissues

have beengreatlysimplified. Probesarethepartof thecontrollerthat interactswith the

model (the target system). The remainderof the controller is composedof the Siena

eventserviceandtheSmartEventsschema.Thecontrollerin themodelview controller

allows decouplingof the model and the views. Siena’s publish/subscribemechanism
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accomplishesthis. The AIPRI probeadapterprovides an interfaceto the Sienaevent

services. Integration simply requiredconnectingthe probeadapterto the appropriate

Sienaserver hierarchies.The AIPRI createsandemitssmartevents. Eventssensedby

probesin theAIPRI canthereforebedeliveredthroughtheSienabusdirectly into KX.

Eventsemittedby theprobeswill automaticallyhavetwo destinationsin themonitor-

ing system.The first is theeventpackager. The eventpackagersprimary function is to

translatenonSienaeventsfor consumptionby therestof KX. AIPRI eventsarealready

deliveredin Sienaformatsothisstepis notnecessary. Theprimaryfunctionis notneeded

by eventsemittedfrom the AIPRI sincethe eventsare emitteddirectly assmartevent

bearingSienanotifications.In additionto this function thepackagerprovidespersistent

storagefacilities.Persistentstorageis usefulfor post-mortemunderstandingof theevents

that led to a failure. It alsomaybe usefulto enablerefinementof the understandingof

how servicequality hasdegradedover time.

5.4 Gauges

Gaugesaretheconsumersof probeoutput.They areusedto processtheincomingevents

into meaningfulinformation and relatethe information to decisionmakers in a useful

fashion.Decisionmaker hereneednot refer to a person,it could insteadindicatea soft-

wareentity thatwill makedecisionsbasedon theprovidedinformation.In theremainder

of thissectionwepresentseveralgaugesanddescribethenatureof theprobesthatwould

supportthem. In the GeoWorlds Gaugessectionwe discussactualimplementationsof

severalthatform partof theGeoWorldsDemonstration.
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5.4.1 PerformanceGauges

Performancegaugescanbe appliedto a numberof issues.The mostobvious of these

is the determinationof how long a processtakesandwheremostof the time is spent.

This determinationcanallow developersto focustheir energieswherethey will bemost

beneficial. This haslargely beenthe realmof specializedsystemsfor the performance

analysisand tuning of parallel systemsor hasbeenachieved throughthe useof post-

mortemtools like prof andgprof [32]. Thesetools have often beenoperatingsystem

or hardware dependent.With active interfacesand the KX architecturewe can bring

performancemonitoringto generalsoftwaresystemsat run-time.

A generalperformancemonitoringgaugewould registerfor all eventscomingout of

a particularsubsystem.Eachevent will have a time stampincludedby the proberun-

time infrastructure.As the gaugereceivestheseeventsit calculatesthe time difference

betweentherelatedeventsthatoccurredbeforeandafteramethodcall. This information

canbeaggregatedon a permethodbasisandon a perclass/objectbasis.A gaugecould

have multiple views showing wheretime is spent.A default view shows how muchtime

is spentin eachclassor object.Theusercanclick on thegaugeto show a detailedbreak

down of whichparticularmethodsareusingthemosttime.

We suggestspecificallytargetingdistributedsystemperformance.Many distributed

programmingframeworksattemptto make locationtransparentto theprogrammer. Re-

moteobjectsor servicesareaccessedasif they wereresidenton thelocal machine.This

approachmakesprogrammingdistributedsystemsconsiderablyeasier. However, by ab-

stractingaway locationthey alsoremove theprogrammersconsciousnessof thepossible

consequencesof remoteness.Performancegaugescanbeusedto highlight theimpactof

interactingwith remotecomponents.

Distributedprogrammingframeworksoftenmake useof stubsto allow thelocal pro-

gram interactwith remoteservicesin a straightforward way. By specificallyprobing
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thesestubswe cancollect informationaboutdistributedserviceperformance.In this ap-

plicationit wouldbeusefulto additionallyidentify thehostof theremotesystem.It might

bepossiblethata particularhostwasintroducinglong delays.If a differenthostexisted

on which the servicecould run, the gaugescould overseeto the reconfigurationof the

system.

5.4.2 Constraint Violation Gauges

In the Active InterfaceProbeRun-Time Infrastructurechapterwe presentedconstraint

monitoring probesthat could monitor the preconditions,postconditionsand invariants

of a method. In that sectionwe presentedthe constraintcheckingasa possibleuseof

hybrid probes. If hybrid probesare usedto perform the constraintcheckingandonly

emit eventswhenconstraintsareviolated,a constraintmonitoringgaugewould simply

needto displaywhatmethodinvocationshave violatedconstraints.However, constraint

checkingcouldbeperformedby gaugeson eventsemittedfrom generalprobesaswell.

In that case,the gaugewould needto register for all eventsemittedby certainmethod

calls. The gaugeitself would thencompareparametervaluesagainstconstraints.The

two possibilitieshave the exact sameoutcome. They offer the gaugedesignera trade

off. Whenprobesimplementtheconstraintsfewereventsenterthemonitoringsystem.If

thereareotherpartiesinterestedin thoseeventsit makessensefor theconstraintchecking

to beperformedby gauges.

5.4.3 Failur e Isolation Gauges

Failure isolation gaugeswork in two stages. First they must localize the sourceof a

failure in the system.After the failed moduleis localizedit canbe isolatedinstructing

the probeat the isolationpoint to usethe active interfacedeny mechanism.In orderto
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do this the developermusthave a deepunderstandingof the system. Simply isolating

any failing componentcouldhavedisastrouseffectson thesoftwaresystem.Howeverthe

first stage,failure localizationcanbeutilized with out risk andpossiblywith significant

benefit.Wethereforpresentfailurelocalizationgaugesasindependententities.Following

thispresentationwediscussthefull isolationgauge.Finally wediscussthecircumstances

thatmusthold truefor thesegaugesto work at run-time.

Failure localizationrequiresthe insertionandactivation of probesat key locations

in the code(asdeterminedby someonefamiliar with the target system).Eachprobeis

setup to emit beforeandafter events. Faultsare localizedby pairing beforeandafter

eventsfrom theprobes.If a failureoccurs,or anuntrappedexceptionis thrown theevents

will not form pairs. The incompleteevent pair deepestin the call tree representsthe

localizationof the failure. By examining the parametersin the last successfulevent it

may be possibleto determinethe reasonsfor the failure. It is importantto note that a

trappedexceptionwill result in someunmatchedpairs. However, at the locationin the

codewheretheexceptionis caughtamatchingreturneventwill begenerated.To facilitate

failure localizationwe have designeda probethat includesadditionalinformationalong

with that includedto describethe methodcall that triggeredthe probe. Specificallyit

includesthethreadid of thethreadthatis executingin theprobecodeandaserialnumber

which will beincrementedafteruse.With active interfacesthethreadin theprobeis the

sameasthatwhichwasexecutingin theprobedmethod.Thesetwo additionalparameters

canbeusedto helpcorrelateevents.

Oncethe failure hasbeenlocalizedit may be possibleto isolatethat portion of the

call tree.Active Interfaceallows thecallbackmethodto deny theinvocationof thetarget

methodby returninganexceptionobject.Theprobecouldbeinstructedto deny or over-

ride any further invocationsof theerrantmethod.If thereasonfor thefailurewastraced

to acertainparametervalueor rangeof valuestheprobecouldonly deny themethodonly
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if theerrantparameterrecurs.Active Interfacealsoallows theoverridingof a methodby

returninganoverrideobject. Active Interfacesprovidesanotherpossibility. If theprobe

developerwasableto locateanalternateimplementationof thedesiredfunctionalitythey

couldoverridetheerringmethod.In thissituationtheprobewould invokethenew imple-

mentationandreturnan overrideevent that encapsulatedthe correctresult. The Active

Interfacehookin thetargetmethodwould returnthatresultandpreventtheexecutionof

theoriginalmethod.

Failurelocalizationcanberunpost-mortemin any failuresituation.Run-Timefailure

localizationandfailureisolationcanonly work in certaincircumstances.Specificallythe

systemmustbeableto recover from theinitial errorfailure.Active interfaceprovidesno

recoverymechanism.While this is a limitation it doesnot totally destroy thepotentialof

this typeof monitoring.Themostlikely situationin which this typeof monitoringwould

beusefulis in anasynchronousinvocationsituation.In thattypeof systemthedecoupling

providesgreaterpossibilityfor initial recovery.

5.4.4 ExperienceBasedExpectation Gauges

ExperienceBasedExpectationgaugesmonitor someaspectof a computationover time

anddevelop a history of its observed behavior. Eachtime the computationoccursnew

resultsareaddedto thehistory. If thecomputationdeviatesfrom its averagebehavior it is

flaggedandbroughtto theattentionof decisionagents.EBEsprovideaveryusefulsubset

of performancegaugesbut their useis not restrictedto performancein the traditional

sense.Any computationthat producesa result that canbe quantifiedstatisticallywith

respectto its correctnessor desirabilityis a suitabletarget for EBE gauging.We suggest

that an EBE could be usedto monitor inputs to a method. Inputs that fall far outside

therangeof typical valuescouldbeindicativeof a problemin thecalling module.Other

potentialtargetsof EBEsinclude: cachehit rate,the numberof resultsreturnedby one
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searchenginerelative to thenumberreturnedby others,databasetablequeryrates.

5.5 The TargetApplication: GeoWorlds

GeoWorlds is a component-basedinformation managementsystem. It integratesdis-

tributedinformationsourceswith geographicinformationsystemsandinformationpro-

cessingservices.It is intendedto allow a userto quickly assemble,analyze,displayand

shareinformationabouta region, its resourcesandsomeparticularactivity. Thesystem

hasbeendemonstratedfor usein disastermanagement,intelligenceanalysisandscien-

tific collaboration.GeoWorlds is comprisedof customcomponents,CoTScomponents

andpublicly availableweb-basedservices[9]. GeoWorldshasbeendesignedto simplify

theadditionof new services.

Thedistributednatureof theservicesutilizedandtheintegrationof commercialcom-

ponentsmakesGeoWorldsagoodcandidatefor ademonstrationtestbedfor thecontinual

validationsystem.

Of particularinterestfor monitoringis theservicelaunchingarchitectureof GeoWorlds

5.3.TheInformationManageris calledDasher.

5.6 Preparing GeoWorlds for Monitoring

Therearefivestepsnecessaryto prepareGeoWorldsfor monitoringin by KX.

1. GeoWorldsmustbelaunchedby theAIPRI shell.

2. Appropriatetargetclassesmustbeidentified.

3. Thetargetclassesmustbepreparedfor probingby AIDE.

4. Probesmustbedeveloped.
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Figure 5.2: The GeoWorlds Client and the Information Managerare the primary user
interfacefor developingincidentsandgatheringdatafrom web-basedsearchutilities.

5. Gaugesmustbedeveloped.

The GeoWorlds systemis launchedby runninga seriesof perl scripts. In orderfor

theActiveInterfacesProbeRun-TimeInfrastructureto monitorGeoWorlds,they mustbe

startedin thesameJavaVirtual Machine.To accomplishthiswemodifiedtheGeoWorlds

launchingperlscriptssothatthey launchGeoWorldsin theAIPRI Shell.Thechangewas

simple,requiringthealterationof only two linesof thescript.Thefirst line wasto include

in the classpaththe AIPRI classesandto prependthe locationof the probedclassesto.

Thesecondline launchestheAIPRI shellwith theGeoWorldsmainclassasanargument.
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Figure5.3: TheGeoWorldsDasherServiceandJobManagementArchitectureoversees
theuseof thedistributed( andweb-based)servicesonwhich GeoWorldsRelies.

TheAIPRI shellwould thenlaunchtheprobeadapterandGeoWorlds.

Perhapsthe most importantstepis developingan understandingof how the system

worksandidentifying target classes.This is critical to designingusefulgaugesandthe

correctplacementof probesto gatherthe necessaryinformation. In generalit is ex-

pectedthat peoplefamiliar with the systemwould identify probelocations. The actual

GeoWorldsclassesthatwereprobedwill bedescribedin thenext section.

Thenext stepin preparingGeoWorldsfor monitoringwith Active Interfaceswasthe

insertionof theactive interfacehooks.TheAIDE compilerwasusedto inserthooksinto

theclassesandpreparethemfor usein theAIPRI.
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Beyondthesepreparationstagesit is only necessaryto developanddeploy theprobes

andgaugesthatwill beusedfor themonitoring.Thesestepswill bedescribedin thenext

section.

5.7 GeoWorlds Gaugesand Demonstrations

KX was demonstratedat the DARPA DASADA Demo Days conferencein Baltimore

Marylandon June4-6, 2001. We demonstratedtheActive InterfaceDevelopmentEnvi-

ronmentandpresentedtwo gaugesthatwedevelopedshow Active InterfacesandtheAc-

tive InterfaceRun-Time Infrastructurein action.In additionto beingusedin our demon-

stration,Active InterfacesandtheAIPRI wereusedby ColumbiaUniversityastheprobe

infrastructurefor thedevelopmentof theirdemonstration.In theremainderof thischapter

wepresentthegaugesandprobesusedto for ourdemonstration.

5.7.1 QueryWatcher

As an early test of the AIPRI’s ability to monitor GeoWorlds we developedQuery-

Watcher. QueryWatcher is an Active Interfaceenabledprobethat monitorsweb

queriesgeneratedby GeoWorlds users. QueryWatcher maintainsa list of trigger

words. If the userperformsa query that containsone of the trigger words,Query-

Watcher generatesan event. TheQueryWatcher focusmethodprovidesa mecha-

nism for the run-timeadditionor removal of trigger words. A gaugewascreatedthat

trackedtheincidenceof triggerwordqueries.QueryWatcher wasbuilt to demonstrate

the possibleutility of having accessto methodparametersfrom the target system. To

monitor the queriesit wasnecessaryto extract the information from objectspassedas

parametersto theSystemJobPool.
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5.7.2 EBEs

Oneof themain informationsourcesusedby GeoWorlds is datareturnedby web-based

searchengines.GeoWorldsallowsa userto querymultiplesearchenginesat a time. The

way theGeoWorldsservicearchitectureis constructedno resultsarereturnedto theuser

until all of the searchenginesreturn. The resultsare thenmergedanddisplayedall at

once.

GeoWorlds doesnot provide any feedbackon the performanceof the varioussites

beingused.Whenusersexperienceslow searchtimesthey have no ideawhat site is to

blame.To overcomethiswedevelopedanexperiencebasedexpectationgaugeto monitor

theperformanceof theweb-basedsearchfacilitiesusedby GeoWorlds.

Thebargraphgaugein figure5.4wasusedto tracksearchperformanceby thesearch

enginesused. In additionto displayingtheperformanceof thecurrentquery, thegauge

showsthefastest,slowestandaveragesearchspeedsfor eachof thesites.TheGeoWorlds

applicationallows usto excludehostsfrom queryprocessing.Feedbackfrom our gauge

allowed us to identify slow hosts. We thenusedGeoWorlds GUI to eliminatethe slow

sitesfrom futuresearches.

To generatetheappropriateinformationwe probedtwo classesfrom GeoWorldsser-

vice launchingarchitecture:

� edu.isi.dasher.webwrapper.WebWrapperServer$RunWebWrapper

� edu.isi.dasher.webwrapper.ExtractWebLinks

We probedbeforeandafter therun methodof theRunWebWrapper classto get

the time taken for the generalcasewhenresultsarereturnedby the searchengine. To

calculatethe time we get the current time when the beforecallbackis executed. We

againget the current time when the after callback is executed. The differenceis the

time that theservicewasexecuting. Sincetheservicearchitectureis multi-threadedwe
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Figure5.4: SearchEnginePerformanceGauge. This gaugeshows the current,fastest,
slowestandaverageperformanceof thesearchenginesutilizedby GeoWorlds.

needa way of identifying which before time correlatesto which after time. We use

thestaticThread.currentThread().getName()methodsto returnthecurrently

executingthreadsname.We usethis nameasthekey on which we hashthebeforetime.

When we get after callbackswe againretrieve the threadnameand useit extract the

beforetime. Wealsoprobedthequit methodof theRunWebWrapper classsothatwe

could terminatenicely if theservicetimesout. TheRunWebWrapper.run methodis

concernedwith thelow level detailsof executingthequeries.It is not possibleto extract

thesearchenginenamefrom thecallbackson the run method.Thereforein additionto

probingRunWebWrapper, we probedthegetLinks methodof theExtractWebLinks

class.Fromtheargumentsto thegetLinks methodwe areableto identify thesearch

enginefor which thecurrentqueryis beingrun. To matchthesearchenginenamewith

thetimeweagainutilize theThread.currentThread().getName() methodto

extractthenameof thecurrentlyexecutingthread andcorrelatethesearchenginename

with therunningtimesextractedfrom theRunWebWrapper class.
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5.7.3 Upgraded ProbeLauncher

For the DASADA DemoDayswe developedan upgradedProbeLauncher(seeFigure

5.5). Thenew probelaunchershows thestateof thevariousprobeconfigurationson the

targetsystem.It alsomaintainspersistentinformationthatallowsit to resynchronizewith

thetargetsystemaftera restart.

Figure5.5: TheGeoWorldsDemonstrationProbeLauncher.
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5.8 Conclusion

In thischapterwedescribedtheintegrationof theAIPRI with KX, themonitoringsystem

developedcollaboratively with ColumbiaUniversity. Themonitoringsystemwasshown

at the DASADA DemoDaysconferenceandserved asa solid proof of conceptfor the

ideaof agenericmonitoringinfrastructure.
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Chapter 6

Conclusions

In this thesiswemadecontributionsin threemainareas.

The first contribution wasrelatedto probes.We examinedthewaysthatprobescan

collectinformationfromrunningsystemsandcatalogedanumberof existingtechnologies

that canserve asprobes. We explicitly describeda numberof probetypesthat canbe

implementedusingActive Interfaces.

Thesecondcontributionwasthedevelopmentof aProbeRun-TimeInfrastructurethat

canbeusedto deploy andmanageprobesat run time. We describeda high level design

thatwould allow for implementationof therun-timeinfrastructurefor thevariousprobe

mechanisms.Weprovidedanimplementationanddemonstrationof thedesignfor Active

Interfaces.

Thethird contributionof this thesiswasparticipationin thedevelopmentof ademon-

strationof the full monitoringarchitectureto monitor GeoWorlds. This demonstration

wasshown at the DASADA DemoDaysconference.We utilized the Active Interfaces

ProbeRun-Time Infrastructureto supportthedevelopmentof probesto collect informa-

tion from GeoWorldsat run-time.Additionally weassistedin thedevelopmentof gauges

andmeaningfull scenarioswhichhighlight theability of themonitoringsystemto detect
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problemin thesystem.

6.1 Futur e Work

Therearea numberof areaswherework cancontinueon theimplementationof theAc-

tive InterfaceProbeRun-Time Infrastructure.Thecurrentimplementationdoesnot take

into accountthepossiblepresenceof multipleprobecontrollingentitiesin themonitoring

system. Any entity canshutdown a probe,with out regardto its useby otherentities.

Siena’s subscriptionmechanismprovidesa way that partiesthat are interestedonly in

certaineventsfrom a probecannarrow their subscription.However, for efficiency pur-

poses,it is undesirableto haveall of thefiltering takeplacein sienna.This limitation can

be overcomeby integratingsomesupportfor tracking interestedpartiesinto the Probe

Infrastructure.If no interestedpartiesexist for a particularevent it will not bedelivered

into Siena.Additionally, implementationsof theProbeRun-TimeInfrastructurecouldbe

built for theotherprobingmechanismsdefinedhere.

This wasthefirst yearof a multi-yearproject. As suchit wasdesignedasa proof of

conceptandhasnot yet reachedits full potential. Oneof the longer term goalsof the

DASADA projectis to allow checkingof thecorrectnessof softwaresystemsat run-time.

In this first yearwe have concentratedon informationcollectionanddissemination.We

built gaugesthat measuredpropertiesof the systemthat areeasyto quantify. In future

work the typesof gaugesimplementedshouldbe expandedto includeposetevaluation

gaugesthatcandetermineif thecommunicationpatternsof anindividual componentsor

collectionof componentsmatchpreviously definedpartially orderedsetsof events. A

majorrequirementfor theimplementationof this typeof gaugeis deepunderstandingof

thesystembeingmonitored.
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Appendix A

ProbeRuntime Infrastructur e APIs

All APIs aredescribedaseventsso thatprobescanberemotelycontrolledandthedata
they produceremotelyconsumed.The syntaxshown below is for publishingtheevent.
Eachpublishedeventis receivedby thoseclientswhoregisterinterestin thatevent.Each
Probeevent is acknowledgedwith a partnereventcontainingthestatusof theoperation
(in mostcases,successor failure).

A.1 Core ProbeManagementAPI

Theseeventsaredeliveredto Sienafrom Managementinterfacesdesignedto deploy, in-
stall,andactivateprobeconfigurations.It is possiblethatgaugesor gaugemanagers(see
GaugeInfrastructureworkinggroup)mayalsoissuethesemanagerialevents.

1. Deploy aProbeConfiguration(eventtype: deploy, response:deployResponse)

Deploy (in String Probe-Configuration-Name, in String Hostname,

in URL Probe-Configuration-Module)

TheProbe-Configuration-ModuledefiningthenamedProbe-Configuration-
Namebecomesan availableprobeconfigurationon themachineidentified
by Hostname.TheProbe-Configuration-Moduleis aURL thatpackagesthe
codeanddeclarationsneededto constructinstancesof the probeconfigu-
ration. Theformatof theprobepackageis language-specificbut otherwise
shallbeagenericstandard,suchasJavaArchive,TapeArchive,or aZip file.

2. Install aProbeConfiguration(eventtype: install, response:installResponse)

Install (in String Probe-Configuration-Name, in String Hostname,

in String TargetSystem)
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ThealreadydeployedProbe-Configuration-Nameon Hostnameis incorpo-
ratedinto thenamedrunningTargetSystem.Theprobesdefinedin theprobe
configurationareinitialized to their deactivatedstate(i.e. not sensingany
behavior in therunningsystem).If TargetSystemis not runningat thetime
the Install event is received, then Probe-Configuration-Nameis installed
when TargetSystemis startedon Hostname(this enablesprobesto sense
startupbehavior andcorrespondsto how staticallyplacedprobeswould be
deployed and installed). The ProbeAdaptor (seeSection) is responsible
for instantiatingor constructingprobeswhen the probe configurationis
installedon a runningsystem.

3. ActivateaProbeConfiguration(eventtype: activate,response:activateResponse)

Activate (in String Probe-Configuration-Name, in String Hostname,

in String TargetSystem)

The already installed Probe-Configuration-Nameon TargetSystemon
Hostnameis activated so that it sensesbehavior in the running system.
In this activatedstate,probesmay issueSenseeventsfor somesubsetof
the behavior they observe. Note: If an Activationevent is received before
the namedTargetSystemis running, then Probe-Configuration-Nameis
activatedwhenTargetSystemis initially startedon Host.

4. Undeploy a ProbeConfiguration(eventtype: undeploy, response:undeployResponse)

Undeploy (in String Probe-Configuration-Name, in String Hostname)

Resourcesfor the alreadydeployed Probe-Configuration-Nameon Target-
Systemon Hostnamearereleased.Note: If anUndeploy event is received
while TargetSystemis not running,thenthespecifiedprobeconfigurationis
deactivatedanduninstalledasappropriateprior to beingundeployed.

5. UninstallaProbeConfiguration(eventtype: uninstall,response:uninstallResponse)

Uninstall (in String Probe-Configuration-Name, in String Hostname,

in String TargetSystem)
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ThespecifiedProbe-Configuration-Nameon TargetSystemon Hostnameis
uninstalled.The probemaybe removedfrom the Target System.Note: If
an Uninstall event is received while TargetSystemis not running,thenthe
specifiedprobeconfigurationis deactivated,asappropriate,prior to being
uninstalled.An uninstalledprobemustbereinstalledbeforebeingactivated.

6. Deactivate a ProbeConfiguration(event type: deactivate, response:deactivateRe-
sponse)

Deactivate (in String Probe-Configuration-Name, in String Hostname,

in String TargetSystem)

The specifiedProbe-Configuration-Nameon TargetSystemon Hostname
is deactivated. The probewill ceaseto emit sensedevents. Note: If a
Deactivate event is received while TargetSystemis not running, then the
specifiedprobeconfigurationis deactivated.

A.2 Advanced(Optional) ProbeManagementAPI

Becausethereareawidevarietyof probes,thereareadditionaleventsthataprobemaybe
ableto support.Theseareinitially definedasAdvanced,or Optional,proberesponsibili-
ties. In futureversionsof theAPI, thesemaybereclassifiedasCoreProbeManagement.

1. Querya probefor theeventsit cangenerate(eventtype: querySensed,response:gen-
erateSensed)

Query-Sensed (in String Probe-Configuration-Name, in String Hostname)

Requestsa list of all of the Event-Namesthat the Probe-Configuration-
Namecangeneratewhile it is activated. This requestis answeredthrough
a generateSensedevent. Note: A probemust be deployed to be capable
of respondingto this event. If thedesiredprobeis not installed,theProbe
Adaptor is responsiblefor extracting this information from the packaged
probeinformation.

2. Reconfigurea probeconfiguration(eventtype: focus,response:focuseResponse)

Focus (in String Probe-Configuration-Name, in String Hostname,

in String TargetSystem, in StringPairVector focusData)
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focusDatacontainsa vectorof pairsof theform ¡parameter, value¿thatare
passedto thealreadyinstalledProbe-Configuration-Nameon TargetSystem
on Hostname. The purposeof this event is to enablea probeto “focus”
its sensorsasspecifiedby the parameters.How the probeinterpretsthese
parametersis entirelyprobeconfigurationspecific.Thedesiredprobemust
beinstalledfor thefocuseventto beprocessed.

A.3 Eventsfr om Probesto ProbeInfrastructur e

Therearemany eventsthat simply containthe statusof a probemonitoringrequest,in-
cluding: deployResponse,installResponse,activateResponse,undeployResponse,unin-
stallResponse,deactivateResponse,and focusResponse.In this sectionwe describein
moredetailonly thoseeventsthatcontainadditionalnon-obviousinformation.

1. To respondto QuerySensedevents:(eventtype: generateSensed)

Generate-Sensed (in String Probe-Configuration-Name, in String Hostname,

in Vector EventNames)

This event is issuedin responseto a querySensedevent for the list of
all Event-Namesthat the namedProbe-Configuration-Namecan generate
whenactivated.This list is returnedastheEventNamesvector.

2. An activatedprobeemitsSensedeventsasit monitorsthe target system(event type:
sensed)

Sensed (in String Probe-Configuration-Name, in IntervalType Event-Type,

in StringPairVector SensedValues)

Probesin the activatedstatemay issuesensedevents that identify some
subsetof the behavior they observe. The Probe-Configuration-Name
identifies the probe that emitted the sensedevent. Event-Type is either
Start, Point, or End which specifies,respectively, the start of an event
interval, the occurrenceof a point event (i.e,. an event with no duration),
or the endof an event interval. SensedValuesis a Vector of String pairs
¡attribute, value¿to reflect probe-specificinformation extractedfrom the
target system. Note: It is not mandatedthat a probeemit an event that
identifiesthe TargetSystemor the Hostnameof the computeron which it
executes.The probecan includesuchinformation in SensedValuesusing
theattributenames“TargetSystem”and“Hostname”.
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