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Abstract

ContinualValidationof distributedsoftwaresystemsanfacilitatetheir developmentand
evolution and engenderusertrust. We presenta monitoring architecturethat is being
developedcollaboratvely underDARPA’'s Dynamic Assemblyfor SystemAdaptability
DependabilityandAssurancg@rogram.Themonitoringsystenincludesaprobinginfras-
tructurethatis injectedinto or wrappedarounda target software system.Probesdeliver
eventsof interestto be processedby a monitoringinfrastructurethat consistsof gauges
for deliveringinformationto systemadministrators.This thesispresentsa classification
of existing probingtechnologiesaandcontainsa full implementatiorof a probinginfras-

tructurein Java.
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Chapter 1

Intr oduction

Software systemsare becomingmore complex in a numberof ways. First, mary sys-
temsarenow dynamicallyreconfigurableandcanincorporatecomponentshatwereun-
known andpossiblyunavailableat designtime. Secondcodecanbe generatedlirectly
from specificationsmakingunderstandinghe systemimplementatiormorechallenging.
Third, the scaleof large component-basesoftware systemanakes them prohibitive to
formally analyze.Finally, a systemthat hasbeenfully analyzedprior to initial deploy-
mentwill almostcertainlychangeafterbeingdeployed. Re-analysi®f the entiresystem
would generallynot befeasible.
Continualvalidation(run-timemonitoring) providesa solutionto helpdevelopersun-
derstanccomplex systemslt canaugmentraditionalstaticanalysestestingandsimula-
tion andcandetecterrorsthattraditionalmethodscannot. A continualvalidationsystem
collects, aggregates,and disseminatesnformation abouta running systemto decision
agents(humanor otherwise). Many high performanceand high assuranceystemsare
built with their own proprietarydiagnosticand monitoringfacilities. However, the high
costassociatedvith building custommonitoringsystemshaspreventedtheir widespread

use.As partof DARPA’'s DASADA program[11] researcherfom a numberof institu-



tionsarecollaboratingo developgenericmonitoringtechnologiesThegoalis to provide
continualvalidationto a broadrangeof distributedcomponent-baseslystemsassembled
atleastin partfrom a mix of commercialoff-the-shelf(COTS) andopensourcecompo-
nents.

We have collaboratedvith researcherat ColumbiaUniversityto developa prototype
Monitoring Architecturecalled KinestheticseXtreme(KX). The objectve of KX is to
monitor how well a running systemmeetsits functionaland extra-functionalgoalsand
constraints A proof-of-conceptmplementatiorof KX wasdemonstratedtthe DARPA
DASADA DemoDaysin BaltimoreMarylandin June2001.

KX wasdesignedo monitordistributedsystemsandis itself adistributedsystem KX
is brokendown into 3 primaryareasprobeinfrastructuregventinfrastructureandgauge

infrastructureg(seeFigurel.l).

Gauges
w
>
| Gauge Infrastructure |
Patterns| Events
A 4 %
| Event Infrastructure | j
A O
Control Events| x
|_
.......... L SO ............. " Z ...............
I_ProbeAdaptefl ProbeAdapteﬂ 8 Host
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-
J w <«4——  Connector
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O ——  Probe
. : S
Distributed Target System

Figurel.1: A high-level view of the KX monitoringsystem.

The probeinfrastructurencludesthe varioustypesof probesthe mechanismésor in-
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sertingprobesinto a targetsystemandpoliciesfor how the probescanbe controlledby
the monitoring system. Probesare usedto collect information aboutrunning software
systems.They detectandreify eventsin thetamget systemanddeliver themto the moni-
toring system.The goal of probingis to efficiently collectinformationabouta systemat
run-time.

Theeventinfrastructures composedf aneventstandardaninternetscaleeventser
vice (SIENA) [5], andpersistenstorage.An eventin thetargetsystemcanbe anactual
eventpassedn anasynchronoumessagin@rchitecturepr it canbeamethodcall, afile
reador write, or avariableaccessSucheventsoffer anappropriatenodelfor understand-
ing systembehaior becausehey capturetheinteractiondbetweerthe component®f the
system.

The gaugeinfrastructureprovides a framework for the creationand execution of
gauges.GaugesareeventconsumersGaugessubscribeo eventsfrom the eventinfras-
tructure. They procesdndividual eventsandsearchfor patternsof events. The primary
goal of gaugess to provide informationto decisionagents(humanor automated).In
future versionsof KX gaugentg§gauge+ agent)may take an active role in dynamically
reconfiguringthetargetsystemin responseo changingconditions.

KX andthetarget systemcanbe viewed asaninstanceof the modelview/controller
designpattern(seeFigure 1.1) [15]. Themodelisinformationgeneratedy theexecution
of thetargetapplication. The gaugegepresena numberof possibleview(s) thatcanbe
derivedfrom themodel's data. The probeinfrastructureandeventinfrastructuremake up
the controller The controllersenesto decouplethe modelandthe view by delivering

informationusinga publish/subscribgrotocol.



1.1 Goalsand Evaluation

This thesishasthreemain contributions.

Thefirst contributionis relatedto probes We examinethewaysthatprobescancollect
informationfrom runningsystemsanddescribeanumberof existingtechnologieshatcan
be usedas probes.We explicitly describea numberof probesthatcanbe implemented
usingActive Interfaceq18].

The secondcontribution is the developmentof a ProbeRun-Time Infrastructurethat
canbe usedto deploy and manageprobesat run-time. We describea high-level design
thatwould allow for implementatiorof the run time infrastructurefor the variousprobe
mechanismsWe provide animplementatioranddemonstratiorof the designfor Active
Interfaces.

Thethird contribution of thisthesigs participationin thedevelopmenbf ademonstra-
tion of the full monitoringarchitecture.This demonstratiowasshavn at the DASADA
Demo Days conferencen June2001. The target systemfor the demonstrations Ge-
oWorlds a large component-basedystemthat can script togetherinformation sources
andprocessingomponentslynamicallyatrun-time[9]. Thecoreof the GeoWbrldssys-
temis written in Java. We utilized the Active InterfacesProbeRun-Time Infrastructure
to supportthe developmenibf probego collectinformationfrom GeoWbrldsat run-time.
Additionally we assistedn the developmentof gaugesandmeaningfull scenariogvhich

highlightthe ability of themonitoringsystemto detectproblemsn the system.

1.2 Outline

This thesisis divided into six chapters. In Chapter2 we describethe role of probes
in a continualvalidation system. We discussmechanismghat can be usedas probes

and comparethe characteristicof the different probe mechanisms.In Chapter3 we
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motivatethe needfor anddescribea high level designof a systemto deploy andcontrol
probesat run-time. Chapter4 describean implementationof the high level designfor
Active Interface probesand presenta small proof of conceptdemonstratiorof it. In
Chapters we describeKX, the entirecontinualvalidationsystemthatis beingdeveloped
collaboratvely with researcherat ColumbiaUniversity We describehow the Active
InterfaceProbeRun-Time Infrastructurefits in to the overall systemanddiscussgauges
that we constructedor usein the demonstratiorof the full system. In Chapter6 we
summarizeéhemainpointsandcontributionsof thisthesis.Additionally we outlinefuture

work.



Chapter 2

Probes

2.1 Intr oduction

KX, themonitoringsystemdescribedn theintroductionis composef threeparts.The
probeinfrastructure,the event infrastructureand the gaugeinfrastructure. The probe
infrastructurecanbefurtherdividedinto probesandprobecontrolpolicies.In thischapter
we focus on probes. Probesare software that collect information that can be usedto
developanunderstandingf how well a softwaresystemis meetingits goals.

In this chaptemwe begin by describingnodelsof targetsoftwaresystemsWe describe
therole of probesasthey relateto thesemodels.

While it is importantto understandhe ervironmentin which software systemsexe-
cutethe primary focus of this chapteris on probesthat are usedto detecteventsin the
targetsystemsoftware. We describea numberof mechanismshatcanbe usedasprobes
anddescribehow they functionandwhatbenefitsandshortcomingsesultfrom their use.
We then comparethe mechanismsvith eachotherdiscussinghe attributesthat distin-
guishthemfrom eachother Finally we developataxonomybasedon the characteristics

of thevarioustypes.



2.2 Modelsof Target Systems

Software architectureprovides a high level view of the structureof software systems.
Softwarearchitecturadentifiesglobal control structure andinte-componentommuni-
cationprotocols[17, 27]. Componentsn this sensecanbe explicitly developedstand-
alonecomponentsr cohesve software modulesin a legag/ system. Componentsen-

capsulatelataandbehaior behinda public interface.Connectorglefinetheinteractions
betweencomponents.Connectorencapsulateommunicationmechanismsand proto-

cols. They may correspondo actualcompilableunits (sometimescalled connecting-
componentspr may be a representatiofior sequencesf procedurecalls, shareddata,
pipes,eventbroadcasbr comple protocols[2, 29]. This simplified descriptionof soft-

warearchitecturesernesasthe basisfor amodelof targetsystems.

As describedabore a target systemcanbe viewed as computationalinits that com-
municateto achieve the desiredresult. To monitorthis system|t is necessaryo monitor
the componentsthe connectorsandthe environmentin which the softwareis running.
Probesaresoftwareentitiesthatinteractwith the partsof a systento collectthenecessary
information.

We usethe softwarearchitecturaliew of softwareto broadlydefineprobesasbeing
componenboundaryintrusive,connectointrusive or architecturallyintrusive (seeFigure
2.1). Intrusive impliesthe locationof the proberelative to the structuresof the architec-
ture. Componenboundaryintrusive probescollectinformationfrom insidea component
boundary Any modificationof the target systemto accommodate componenintru-
sive probeis containedentirely within the componenbeingmonitored.Connectoiintru-
sive indicatesthatthe probesarelocalizedinside connectors.Connectorcanbe simple
bindingsbetweenthe methodsprovided by componenor they canbefirst classobjects

themseles[29, 2]. In figure 2.1the block arrows represenactualizedconnectorslf the



connectoris a binding, it containsno codeand cannotbe directly probed. Line arrons
represenbindingsin thefigure. Monitoring mustoccurinsidethe componentshe con-
nectorconnect®r it mustrely onindirection(wrappingor otherwise)o interceptcontrol.
Ontheotherhand,actualizecconnectorganbe probeddirectly. Architecturallyintrusive
probesarevisible atthearchitecturalevel. Thiscanmeanthatanentirelynew monitoring
components addedo the systemor thatthe probedcomponents seendifferently by the

othercomponentsn the systenthanwasthe original component.

Legend:

Host A Host B Probe Connection
Point

Component

Node (Host)

Connector

Binding

Interface

ﬂﬁDD.

Figure2.1: Model of Target System.

Probedetectevents.Eventscaptureand/orreify communicatiorin thetargetsystem.
In an asynchronousnessagepassingarchitecturesuchas C2 [35] this entails captur
ing messagef the tamget system,translatingtheminto the monitoring systems event
standardappendingappropriatemeta-dataand injecting theminto the monitoring sys-
tem. In moretraditionalsoftwaresystemsinter-componentommunications commonly
achiezed by methodcalls or the sharingof data. In thesesystemseventsare not first-
classobjectsin the target system.Probesmustcapturethe actiity beingobsenedin an
eventanddeliver it to the monitoringinfrastructure Interceptingcontrol beforeandafter
methodcalls or dataaccessesallows the communicatiornto be detectedand described.
Eventsthat encapsulat¢his informationcanbe createdand deliveredto the monitoring

system. Many of the probetechnologiegresentedn this chapterare mechanismshat
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provide this ability.

All software systemsareimpactedby the hardware on which they run. Whenhard-
wareresourcesre scarceor overloaded systemperformancewill suffer. This problem
is exacerbatedvith distributedsystemsdueto the greatemumberof hardware and net-
work resource®n which the softwaresystenrelies. Thereforein additionto monitoring
thecomponentandconnector®f the softwarearchitecturet is importantto monitorthe

non-softwareresourceshatareutilized by the softwaresystem.

2.3 Existing ProbeTechnologies

Thereareexisting technologieghat eitherwereintendedfor useasprobesor which can
be easilyputinto useasprobesalthoughtheir intendedusewassomethingelse.

Many of thetechnologiepresentedn the following sectionweredevelopedascom-
ponentadaptationtechniques.At first glanceaddingmonitoring codeto a component
appeardo be a simple componentadaptation;however the differenceis in whenthe
adaptationoccurs. Componentadaptationhaslargely beenpresentechs a mechanism
to overcomecomponentmismatch18, 19, 22, 15]. Themismatchcaneitherbeinterface
mismatchor behaioral (functional)mismatch18, 15]. Theissuegshatcomponentadap-
tationattemptto addressrelargely integrationor designtime issues.They seekto allow
theintegrationof adaptedhird-partycomponentinto softwaresystemsin thisthesiswe
presenfprobingin termsof constructinga genericmonitoringinfrastructurefor usewith
alreadyintegratedsystemsThis differencewhile significant,doesnotcompletelyunder
minethe utility of the previously developedadaptatiortechniquesaswe will seein the
following sections.Consideringoost-intgrationadaptatiordoeshowever causesomeof
thecharacteristicef theadaptatiormechanismso beseenin anew light. In thesections

thatfollow we will presentmechanismshat canbe usefulfor probing. Specifically we



will examinetheir usein a post-intgrationinstrumentatiomole.

2.3.1 OpenSource

If the sourcecodefor the componento be monitoredis available,we candirectly insert
the monitoringcode. This approaclofferstremendoudlexibility andenableghe moni-
toring of ary facetof a componens stateor behaior. However, this flexibility comesat
a cost,becausemonitoringcodeis intermingledwith applicationcode. This is undesif
ablebecausehetwo typesof codefor differentpurposesreintermixedtherebyreducing
cohesion.Thedifferenttypesof codewill likely undego separatevolutions,which will

be mademoredifficult by the lack of separationTheindividual responsibldor inserting
the monitoring codewill mostlikely be responsibldor all future maintenanceostsas
theinitial componentlevelopercanclaim ary undesirabléehaior is introducedby the
monitoringcode. Additionally theinsertionof monitoringcodeis not assistecr guided
by ary tool. The resultis thatthe monitoring codeis ofteninsertedad hoc. This can

complicateboththeinsertionprocessandthe subsequertemoval of themonitoringcode.

2.3.2 Wrappers

Wrappersarecommonlyusedfor threepurposesOne,they areusedio adapttheinterface
of acomponento allow for its integrationinto asystenthatexpectsor requiresadifferent
interface.Two, they provide amechanisnfor addingfunctionalityto acomponentThree,
wrapperscan be usedto wrap the interface of several componentsso that the system
outsidethe wrapperrefersto the componentshrougha commoninterface. Theseuses
have beenformalizedasthe adapter decoratorand facadedesignpatternsrespectiely
[15].

Sincewe are consideringthe insertionof probesafter integration, the interfacesin

10



the systemshouldalreadymatchso the probesshouldbe asnon-disruptve aspossible.
Thedecoratompattern[15], which is usedto addfunctionality, is the mostusefulform of
wrappingin termsof probing. A decoratoris insertedin the control flow of a program
betweenthe methodcall andthe actualmethodinvocation. This providesaccesdo the
phasemmediatelybeforeandafterthewrappedmethodsnvocation.During thesebefore
and after phaseghe wrappercan collect information, perform any desiredprocessing
andsendthe informationto the monitoring system. Wrappersmonitor a componenty

interceptingcontrolata componens port but outsidethe componenboundary

Component > Component
A B

—
Component Probg Component

A B

Wrapper

Figure2.2: Insertinga probewith wrappers.

The useof wrappingfor probinghasseveraladvantages Oneadwantages wrappers
keepthe probecodeseparatérom the componentode.A secondadvantagds wrappers
can be built to interceptall methodsinvoked on their target objectincluding methods
inheritedfrom a supertype.

Wrappersalsohave sereraldisadwantagesOne,the systemmustbe changedo refer

11



to thewrapperinsteadof theoriginal object. This couldrequiresignificantchangego the
system.Two, if thewrappedobjectinvokesmethodonitself they will notbemonitored,
sincethe control will not passthroughthe decoratar Three, wrappercodeis highly
coupledto the objectit wrapsandis thusnot likely reusableThis lastproblemwould be
mitigatedby the possibility of automaticcodegenerationalsothe probecodeusedin the
wrappercouldbe quite generakllowing for its reuse.

Many authorshave written that wrappersprovide homogeneity(transpareng) [15,
18]. Homogeneityneanghatthe because¢hewrapperconformsto the sameinterfaceas
the original componentthe systemat large interactswith the wrapperasit would have
with the original component. When wrappersare usedat componentintegration time
their useis indeedhomogeneouw the system sincethe systemwill bebuilt specifically
to interactwith them. However, for the purpose®f a genericprobeinfrastructureprobe
insertionis assumedo at leastbe possibleafter integration. In this situation,codethat
referredto the original componentustnow be changedo referinsteadto the wrapper
Thisnecessitys alleviatedif thecapabilityto simply renameor changehepackageof the
original componengexists. However, renamingmay not be possibleif thereis no source
andrepackagingnaynot be possiblef thereexist comple intra-packagénteractions.

The introductionof wrappersinto a systempost-intgration requiresthe modifica-
tion of the sourcecodeof componentshatreferto the objectbeingwrapped. Thisis a
disadwantagein termsof localizing the changegequiredto instrumenta target system.
However, it providesan opportunityto modify the interfaceof the target componento
requireinformationthatwould be usefulto the probecode.An excellentexampleof this
would be addinga new parametethatidentifiesthe sourceof the invocation. Wrappers
provide oneof the few mechanismshatcansuccessfullycollectthis information,which
canbeusefulin reconstructingausarelationshipgrom probeddata.

Since,a wrapperhasaccesdo the interfaceof the componenit is wrapping(anda

12



referenceto it in OO systems)he wrappercanperformsomepolling to determinethe
stateof the component. This information can be includedwith the eventsit generates
dueto regular probeinvocationsor could even serne to guide the generatiorof events.
In this later case eventswould only be generatedf thevalueof a certainpropertyof the

componentvasin aspecifiedrange.

2.3.3 Instrumented Connectors

InstrumentedConnectorsarethe only probingapproachpresentederethat specifically
targetsthe communicatiormechanisnof the software systembeing monitored. Instru-
mentedconnectorsveredevelopedto monitor inter-componentommunication.Specif-
ically they wereintendedto monitor the architecturabehaior of legag/ systemsandto
aidein COTS componentntegration[4].

The instrumentecconnectorAPI providestwo waysto interceptcommunicationn
connectors.Thefirst, externally instrumentedconnectorsare platform independenand
canbe usedonly with connectorghatallow indirection,suchassoclet calls or Remote
ProcedureCalls (RPCs). An externally instrumentedconnectorreplacesa single con-
nectorin thetargetsystemwith two connectorsanda monitoringcomponentseeFigure
2.3). Externallyinstrumenteatonnectorareessentiallya form of wrapperin the media-
tor sensethatis specializedo wrapconnectors.

Externallyinstrumentecdtonnectorsaresimilar to wrappersandthe benefitsanddis-
adwantagesrealsosimilar. First, sincethey probeinter-componentommunicationthey
have accesdo eventsin a systemat a fairly high level. This makesunderstandinghe
systemandhow to probeit simplerthanmechanismshatprobelower level partsof the
code. Second,externally instrumentedconnectorsare conceptuallyplatform indepen-
dent. Any softwaresystemusingconnectorghat supportindirectioncanbe probedwith

externally instrumentecconnectors.However, software supportmust be developedfor
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Com}zonent < Connector > Comgonent

Comionent m Probe m Comgonent

Figure 2.3: Externally instrumentedconnectorsuse indirection to inserta monitoring
componentnto thecommunicatiorflow.

thevariousconnectoimplementationsn aparticularplatform. Third, probecodeis kept
separatdrom implementatiorcode. While it is often necessaryo modify the targetap-
plicationto provide theindirection,this changss lik ely to be simpleandrequirechanges
to very small portion of the code. Specifically the implementatiorof the connectorbe-
ing mediatedneednot be modifiedat all. Externallyinstrumentecconnectorshave the
disadwantagehatthey areonly possiblefor connectorghatsupportindirection.

Modern operatingsystemsely on sharedibraries and also provide supportfor the
deploymentof third-partysoftwarein theform of sharedibraries. This hasgivenriseto a
vastquantityof softwarewhich utilizesthis mechanisminternallyinstrumenteac¢onnec-
tors, the secondtype of instrumentecconnectoyare designedo take advantageof this.
They canprobeconnectionghat usestatic, dynamicor sharedsystemlibraries[4]. To
probeeitherstaticor dynamiclibraries,a wrapperis constructedor the original library.
The wrapperimplementsthe sameinterfaceasthe original library, but it now mediates
theconnectionseeFigure2.4). Staticlibrariesarelinkedto a programat compileor link

time. Sothe decisionto enableinstrumentecconnectorsvould necessarilype madeby
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the componendeveloper Sharedor dynamiclibraries,on the otherhand,arelinkedto
theapplicationwhenit is loadedor whenit is neededThis dynamisnrequireshatappli-
cationsfollow compilerindependentpperatingsystemdefinedstandards$or thelocation
of librariesandthe creationof thelinks. Thesestandardsnake possibleinterventionin
thelinking procedureandthe retagetingof applicationgo utilize mediatedibraries[4].
Whenalibrary methods invokedthemediatedibrariescanconditionallycall theoriginal
library, alterthe calls parametewalues returna differentresult(or exception)or simply
executeprobecodeandtransparentlyall the original library [4].

DLLs

Component
A

—p
—>

B

Figure 2.4: Internally Instrumentecdconnectorantransparentlyffunction as probesby
retagetinglibrary callsto awrapperthatmonitorstheir activities. ComponenfA utilizes
two instrumentedibraries. Component8 can continueto accesghe un-instrumented
libraries.

Thealundanceof softwarewhich relieson dynamicor sharedibrariesleadsto a sig-
nificantadwantageto the useof internally instrumentedconnectorasprobes.Namelya

portionof the necessarynfrastructureto supportthe mechanisnhasalreadybeendevel-

opedandis in wide use.Instrumentinga sharedibrary gainsbenefitsbeyondthe ability
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to monitor a single target application. The samemediatedibrary can be utilized with
otherapplications.

Additionally, internally instrumentedconnectorcanbe appliedto the operatingsys-
tem’s librariesaswell asthird-partysharedibraries. Relatve to the numberof software
applicationsavailable,the numberof sharedibrariesthatcomprisethe operatingsystem
is small andyet monitoringthemwould provide accesgo mary actiities of interestin
thetargetsystems.

Sourcewhile mostlikely not available,is not neededo implementan internally in-
strumenteaonnectorin orderto developa mediatingconnectoronly theinterfaceof the
original library is required.

It canbe assumedhatthe target software systemimplementssomeusefulfunction-
ality onits own. Wherethis functionality doesnot rely on sharedibraries, it will notbe
possibleto monitorit with instrumenteatonnectors.

Mediatedlibrariesareimplementeddynamicallywithin theaddresspaceof arny pro-
cessthatis orderedto usethem|[4]. Within a procesgherearemultiple scopedhetween
whichit would be usefulfor a mediatedibrary to distinguish.The mediatorcould mon-
itor all callsor it could monitoronly thosecalls from specificthreadsmodulesibraries
or users.Dependingon theinterfaceof the particularmethod/function/servicbeingpro-
videdby thelibrary it mightnotbepossibleto distinguishbetweerdifferentpartieswithin
eachof thesescopes]et alonelimit the mediationto certainones. Sinceinstrumented
connectorgrovide the capabilityto modify interfaces,it would be possibleto modify
the calling componentso includeidentificationinformationwith the normalparameters
to the library call. However, this needto modify sourcecodefrom the systembeing
monitoredundermines significantadvantageof this mechanism.

The conceptof creatingmediatedibrariesis applicablefor mary modernoperating

systems.However, operatingsystemsvary in the way they handlelinking, loadingand
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inter-processnteraction.Thereforeheimplementationsvill behighly systendependent.

2.3.4 eJava

eJaa is an extensionof Java that was createdto simplify the processof understanding
and dehugging multi-threadedsystemg[28]. eJaa Programsare legal Java programs
that generateaventsfrom which a computationcan be constructed. A computationis
a collection of eventsorderedby both time and causality Causalrelationsdefinean

orderingof eventsbasedon controlflow, dataflow andsynchronizatiorpoints[28].

(  Javasource )

Add formal comments
v

(  eJavssource )

A 4

eJava
Compiler
v Java
@—b Virtual Java output
Machine

A
( eJavaoutput )

A

eJava
logger

A
( computation )

Figure2.5: TheeJasacompilationprocess.

eJaaprovidesacompilerwhichtakesJavasourcecodeandoutputsinstrumentedava
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classegseeFigure 2.5). Whentheinstrumenteatlassesareexecutedthe normaloutput
from theun-instrumentedodeis created Additionally, eJaa eventsarewritten to afile.
Eventsaregeneratedn two waysin aneJaa program.First, implicit events[28] are

generateavhen:
e objectsarecreatecr finalized,
e methodsarecalledor return,
e threadsnteractor arecreatedr run,
e variablesarereadfrom or written to.

Secondgxplicit eventscanbegenerate@tary pointin theJavaprogramwhereaJava
statementanlegally appear They are generatedy inserting/ / + per f or mformal
commentsanto the sourcecode[28]. Explicit eventscanbe usedto provide additional
informationaboutthevalueof variablesor actvities not loggedby theimplicit events.

eJaa eventscontaina name,an associatedhreadanda time stamp. The eventsare
written to afile. A logger(seeFigure 2.5) usesthis file to determinethe temporaland
causalrelationships.Thetime stampsncludedin the eventsallow for a completerecon-
structionof thetemporalordering. The causalordering,however, mustbereconstructed
from the eventsanda setof connectiorrulesdefiningcausakelationsfor threadinterac-
tions. Theloggeroutputsa computatiorthatcanbe usedasinputto severaltoolssuchas
partialorderviewersandanimatorq28].

eJaa is not intendedto emit eventsto a generalpurposemonitoringinfrastructure.
However, mary of the eventsit logswould clearly be of interestin a monitoringsystem,
aswould the computationghatarecurrentlycreatedoost-mortemlt would be necessary
to extendthe Loggerto emit the eventsat run-time. Additionally eJaa cancurrently

only createcomputationgor singleJVM programs.Additional implicit eventtypesand
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connectiorruleswould benecessaryo allow the creationof computationgor distributed
systems.

The primary benefitof eJaa is thatit allows the identificationof threadinteraction
andthusprovidesa mechanismo understandomplex synchronizatiorbehaiors. Addi-
tionally, all sourcecodechangesareaccomplishedn formal commentgshatareignored

by standardlava compilers,sorevertingto UN-instrumentedatodeis simple.

2.3.5 Activelnterface

Active Interfacesweredevisedto supportthe creationof adaptablesoftwarecomponents
[18]. A componenbuilt with anactie interfaceessentiallysupportswo separatenter-
faces.Thefirst is the componens own interface,the secondallows for the adaptatiorof
thecomponentAn applicationbuilder canusethe secondnterfaceto associateallbacks
with the befoe and/orafter phasesf the componens methods. The active interface
allows the callbackto determinewhetherto augmentoverride or denythe methods ac-
tivity. Active Interfacesprovides a callback chainingmechanisnthat allows multiple
callbacksto beassociateavith the a callbackhook.

Theindividualwishingto monitorthe systemcanassociateallbackswith before and
after phasesof a componens methods. The callbackcodewould containthe codeto
gatherinformation and sendit to the monitoring architecture. It would thenreturna
valueindicatingit would augmentthe methods intendedbehaior, so that the original
componentodeis executed.

In an active interfaceenabledcomponentthe probe methodis passed Cont ext
object. TheCont ext objectencapsulatethemethodcall thathasresultedn thecallback
being executed. In additionto the methodnameand parameterst includesan object
referenceto the objecton which the call wasmade. The consequences thatthe probe

codecancollectotherinformationdirectly by accessinghe public interfaceof theobject.
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Figure 2.6: Active Interfacescan be usedfor monitoring by associatingcallbacksto
probeswith the hooksinstalledin a componenby the AIDE compiler The Componen-
tAdaptercanindependentlyegistercallbacksto differentprobesor to differentmethods
within aprobe.

This additionalinformationcanbeincludedin the eventsthataregenerated.

The Active Interface DevelopmentEnvironment(AIDE) hasbeencreatedio enable
the useof Active Interfacesto adaptJava classes.The AIDE compilertakesthe source
of a Java classandinsertshooksin the beforeand after phaseof eachmethod. It also
addscodeto theclassin orderto implementthe Adaptableinterface.While the compiler
is parsingthefile it builds aninstrumentationnformationfile. This file documentsach
placewherehookswereinsertedn the classfile andcanbe usedto guidethe subsequent
probingof thetargetclass.The AIDE compilerreducegheinstrumentatiorof Java code
to achangen the compilationprocesgseeFigure2.7). Traditionally, changesremade
to the sourcecodeandit is compiled. If the sourcecodeis syntacticallycorrecta Class
file is generatedlf notthedevelopercorrectsary errorsandrepeatsheprocessAIDE is
seenasanadditionalstepin the compilationprocessWhenchangesaremadethe source
codeis compiledwith a standardlava compiler If changesrenecessaryhey aremade.
Whenthe sourcecodeis syntacticallycorrect,the AIDE compileris runonit to generate

instrumenteatode.
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Figure2.7: AIDE CompilationProcess AIDE compilationis a secondstepin the com-
pilation process.The AIDE compileris run on the sourcecodeafterthe sourcecompiles
withouterror.

Active Interfacesprovide benefitsfor probing. First, the probecodeis keptseparate
from the componentode,this allows for easyseparatevolution and/orremoval of the
monitoringcode. Secondwhile currentlya tool-set(AIDE) exists only for Java, active
interfacesis not conceptuallyrestrictedto usein objectorientedlanguages.Third, the
systenmoutsidethecomponentefersdirectlyto theoriginalcomponentAll of theprobing
takes place hiddenbehindthe componens interface. This reducesthe impacton the
systemby localizingthe changesequired.Fourth, Active Interfacescanbe usedto probe
all of themethodsf anobject. Thisincludesmethodghatwould notbeavailablethrough
inheritancedueto accessnodifiersandmethodshatwould not be availableto wrappers
becausehey are called from inside the component. Fifth, with Active Interfacesthe
associatiorof callbackswith componenhooksis achieved programmaticallyat run-time.
The benefitof this late-bindingis that Active Interfacesreadily supportthe addition or
removal of probesatrun-time.

Theprimarydisadwantageof Active Interfacess thatwith currenttool supportsource

codeis requiredfor theinsertionof hooksor the componentievelopermusthave already

21



puthooksin place.

2.3.6 Inheritance

Inheritanceprovidesfunctionalandstructuralreuseandallows objectorientedsystemso
modeltherealworld. This capabilityis realizedthe ability to extendor specializeaclass.
Methodoverriding (or redefining)allows subclasseto definea methodwith a signature
matchingthatof their superclassWhenthe newvly definedmethodis calledon anobject
of that subclassit is executedinsteadof the overriddenmethodin the superclass.For
componentsvritten in objectorientedlanguagesinheritancecanbe usedto extendthe
classhierarchyand methodoverriding can insert monitoring codeinto the subclasses.
To probea classin this way, you would needto createa subclasghat overrideseach
accessiblenethodof its superclassEachof thesenenv methodscouldexecuteprobecode
beforeand/orafterexecutingthe original methodin the superclass.

Inheritancehasseveral desirablequalitiesthat make it a goodapproachor probing.
First, in contrastto wrapping,inheritanceallows the probingof methodsavenwhenthe
invocationoriginatesinside the object being probed. Second the sourcecodefor the
classthatis actually beinginstrumenteds not needed.This makesinheritancea good
candidatdor probingclassesvhereno sourcecodeis available. Third, probecodeis kept
separatérom the codebeingmonitoredallowing for easyseparatevolution.

Thereare several dravbacksto usinginheritanceto insertprobes. One dravbackis
thatmary classesnayneedo besubclassetb probeacomponenor system.Subclassing
mary classesn an existing hierarchycanleadto a complicatedclasshierarchythatis
difficult to furtherextend. Two approacheareshavn in Figure2.8. In thefirst example,
the existing hierarchyis presered. The resultbeingthat whenB is extendedto add
probesall of themethodf A mustbeoverriddenin B’ sinceA’ is notaparentof B. The

secondexamplerequireschangingthe codeof B to extendA’ insteadof A andtherefore
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A A A

A noB B

B extends A B extends A A’ extends A A’ extends A
B’ extends B B extends A’
B’ extends B

Figure 2.8: The Downsideof probingusinginheritanceis thatthe objecthierarchybe-

comescluttered. In orderto probeA andB one of the two hierarchieson the right is

necessary(ObjectsA’ andB’ areprobedversionof objectsA andB.)

incursthe dravback of sourcecodemaodification. A seconddravbackis thatin object
orientedlanguagesvith accessnodifiersinheritancemay not be ableto provide probing

for all of the methodsof the target system. For examplein Java, a private methodmay

not be overriddenandthereforecould not be probedusinginheritance A third dravback
is that, while accesdo the sourcecodefor the classbeing extendedis not neededthe

systemmustbe changedo createobjectsof the subclassnsteadof the superclassThis

is detrimentalin post-intgration probingasit could resultin widespreadchangedor

frequentlyusedclasses.If the original componenivascreatedoy a factory the change
would be localizedto the factory code[15]. However, in the generalcase,this would

requirethat the individuals probing the systemhave accesdo its sourcecode of ary

componenthatcreatesobjectsof the subtypedclass.While the necessarghangesould

be widespreadthey would be fairly easyto generateautomatically Also, if the source
codefor theclassbeingmonitoredwasnot available,but thatfor the systemin whichit is

usedis, thebenefitof beingableto probetheclassin theabsenc®f its sourcecodemight

outweighthecomplications
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2.3.7 Binary Codelnstrumentation

A numberof tools have beendevelopedto monitor software by instrumentingprogram
binaries. Basic block countingtools (Pixie [32], Epoxie [36] and QPT [23] countthe
numberof timesthat eachbasicblock is executed. Theseallow developersto identify
critical sectionsof codeandbottlenecks Pixie [32], QPT[23], MPTRACE [13], ATUM
[1] generateaddresdraces. Thesetools were all designedo fulfill a certainpurpose
andarenot easilyadaptedor usein a generalmonitoring system. In the remainderof
this sectionwe presenttwo systemghattake a moregeneralapproacho instrumenting

programswithout alteringsourcecode.

ATOM

AnalysisToolswith ObjectCodeModifier (ATOM) wasdesignedasa systemfor build-
ing customizedprogramanalysistools [34]. ATOM hasbeenusedto build a variety of
toolsincluding: basicblock countersprofilers,memoryrecordersinstructionandcache
simulatorsand branchpredictors[34]. ATOM usesthe genericObject Code Modifier
(OM) to give thetool producera high-level view of a programs objectcodeandprovides
infrastructureto supportits manipulation[34, 33]. ATOM can be usedto insertcalls
to analysisroutinesinto a target applicationat link-time. The systeminstrumentercan
choosewhat analysisroutineto call, whereto call it from, andwhat agumentsto pass
[34]. It is thesecapabilitieshatmake it usefulto a systeminstrumentefor the collection
of generainformationfrom runningsystems.

ATOM requiresthreefiles to instrumenta target module: the target objectmodule,
afile containinganinstrumentatiorroutine,andafile containinganalysisroutines. The
instrumentatiorroutineusesATOM'’s high-level view of the objectmoduleto determine
whereto insertcallsto analysismethodsandwhatinformationshouldbe passedo them

asparametersThe analysisroutinefile containsall of the dataandprocedureghatare
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Figure2.9: The ATOM tool-building process.

calledfrom theinstrumentedargetfile (andary additionalhelperprocedures)34].

Instrumentinga targetmodulewith ATOM is a 2 stepprocesgseeFigure2.9). First,
astandardinkeris usedto link theinstrumentatiomoutineswith the genericobjectcode
modifier (OM) [33]. This stepresultsin a custominstrumentatiortool. Second,the
customtool is appliedto thetargetobjectmodulegeneratingninstrumenteaxecutable.

The useof ATOM for probing hasa numberof benefits. ATOM works on object
modulesandis thereforeapplicableto a wide rangeof languagesndcompilers. It has
beentestedwith FORTRAN, C andC++[34]. SinceATOM transformsobjectmodules,
no sourcecodeis required. Furthermore the object modulesof the target systemare
presered. All of thechangegso arekeptin separateransformatiorfiles. ATOM is very
flexible, it allowstheinsertionof callsto monitoringroutinesbeforeor afterany program
procedurepasicblock or instruction. Fourth target systemsourcecodeis not required.
Finally, ATOM is designedso thatit providesthe analysisroutineswith dataand text
addresseasif theapplicationwererunninguninstrumentedThisis very valuablefor the
detailedanalysisfor which atomhasbeenused.

Theprimarydownsideto ATOM is thatit is currentlyimplementednly for the DEC
Alpha AXP underOSF/1.In additionto thisit only workswith non-sharedibraries.
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2.3.8 Java BytecodeModification

The Java Virtual Machine(JVM) specifications designedo supportthe executionof the
Java language. The JVM executedbytecodesare essentiallyequivalentto the binaries
executedby othermachineg26]. Java sourcecodefiles arecompiledto classfiles which
containthe methodsand dataof the classin physicalmachineindependenbytecodes.
Theseclassfiles retaina greatdeal of symbolicinformation. A numberof techniques
have beendevelopedwhich utilize this informationandthe structureof methodswithin
the classfile to modify Java applicationsby modifying their bytecoded25, 21, 8, 10].
Thesetechniqueshave beenput forth as offering possiblesolutionsto a host of prob-
lemsincluding: extendingthe Jara ervironment,integratingclassesith specializeden-
vironments,mplementingaspecbrientedtechniquesaddingfunctionality, adaptingthe
behaior or interfacesof acomponentproviding load-timereflection,or providing infor-
mationfor run-timeanalysistools.

Thesetechnologiesresignificantlysimilar sowe do not discusgshemeachin a sep-
aratesection.Insteadwe briefly presentachandthenpresenthesimilaritiesanddiffer-
encedn theapproachesWe thendiscusghe meritsof usingthis approacto probeJava
code.

Eachof thesemechanismaisesone or both of two approacheso modifying byte-
codes. The first approach producingmodified classfiles for later use,is the primary
mechanisnusedby BIT [25] andtheJaraClasAPI [10]. Thesecondapproachextension
of the Java classloaderto apply deltasor transformationso classessthey areloaded,is
supportediy Binary ComponeniAdaptation(BCA) [21] andthe Jara Objectinstrumen-
tation Environment(JOIE) [8]. Both approacheareconceptuallypossiblewith all of the
mechanisms$ut tool supportfor loadtime transformatioris currentlyonly provided for
JOIEandBCA. A significantdownsideto the load-timetransformatiormechanismshat

areprovidedis thatthe implementationsre dependenon the versionof Java supported
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by the JVM in questionandthe particularJVM implementation.BIT andthe JavaClass
API by requiringthe userto createmodifiedclassloadersthemselesarenot dependent
onaspecificversion.At theendof this sectionwe presentinalternatve implementation

of load-timetransformatiorthatis not version-specific.

Binary ComponentAdaptation

Binary ComponenAdaptation(BCA) wasdevelopedto promotethe easyadaptatiorand
evolution of software componentg421]. It focuseson how to combineindependently
developedcomponentsnto a working system. BCA works by applyingdeltafiles to a
clasdfile. Deltaspecificationgontaininformationaboutwhatchangesnustbeperformed
to which classfiles at loadtime. They alsoincludethe sourcecodefor any new methods
thatwill beaddedo theclass.A deltafile compileris usedto translatedeltaspecifications
into a compactrepresentatiorthat includeswhat classeso change,the changeso be
made,and possiblyary bytecoderequiredfor new methods.At loadtime, the modifier
componengetsthe target classfile from the classloaderandappliesthe deltafile to it.
Thismodifiedclassis thenpassedo the JVM’s verifierthatcheckshatit doesnotviolate
ary JVM rules. Sinceverificationoccursafterclassfile modification,theadaptiorhasno
effecton security[21].

BCA currently supportsa fixed set of classfile modifications. It canbe usedto:
renameclasseschangesuperclassesaddor changenterfaces,addor renamemethods,
andaddor renamdields. It doesnotallow the additionof bytecodego existing methods.
However, throughcompositionof the allowedoperationsyou canachieve probingbefore
and after methodcalls, essentiallycreatingan inner wrapper This could be achieved
by renamingthe methodyou wish to probeandaddinga nev methodthat hasthe exact
signatureof the original method. The new methodwould call a monitoringcomponent

andthencall theoriginal method.Lik ewise afterthereturnfrom the original method the
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Figure2.10: Binary ComponenAdaptation(BCA)

new methodwould againcall the monitoringmethodprior to returningthe valuefrom the
original methodto the caller.

In [21] the authorssuggesthatif the completesetof classesanbe determinedstat-
ically the adaptatiorof the target classfiles could be doneoff-line to overcomethe (rea-
sonableslow downsthatresultduring classloading. We feel thatthe creationof probed
codeasdescribedn the previousparagrapltould proceedn theabsencef thecomplete

setof classesvithout compromisinghe system.

The JavaClassAPI

TheJavaClassAPI providesageneralpurposdramenork for creation,or transformation
of Javabytecodd10]. It hastwo intendedusesthefirst is staticanalyse®f classfilesin
the absencef sourcecode. In this applicationbytecodesare not modified. The second

useis “generic” andallows the JavaClassAPIs to be usedto modify classfiles off-line,
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modify themat load-timeor evencreateentirely new classest run-time. It is load-time
modificationthatappealdo the systeminstrumenter

The genericAPI requiresthe developmentof a transformerclass. The transformer
classappliesthedesiredchangeso aserief files. It doesthisby creatingaJavaCl ass
from the loadedclassand then modifying the bytecodeusing the JavaClassAPIs. It
would be possibleto build this capability into a classloaderand have the transformer
automaticallyrunon all or selectectlassessthey areloaded.

TheJaraClassAPI modelsevery elemeniof aJavaclassfile asanobjectandprovides
APIsto manipulatehem[10]. Theability to createentireclassest run-timegivessome
ideaof the flexibility of this mechanism.n factit is possibleto modify the targetclass
file in any way thatresultsin valid (asdefinedby the JVM) bytecode.

The mostinterestingapplicationfor a systeminstrumenteris the insertionof calls
to a monitoringmethod,so we will briefly discussthe addition of instructions. During
modificationof the classfile symbolicreferencesreusedto referfrom oneinstructionto
the next, only duringfinalizationarethe referencesorvertedto the concretereferences
requiredfor bytecodeg$10]. This greatlysimplifiestheadditionof new instructions.The
transformerusescalls to the JavraClassAPI to insert new bytecodesat the predefined
locations.

The down side of the JavaClassAPI is the needfor the programtransformerto add
instructionsasa sequenc®f bytecodesThe systeminstrumentemusteitherbe ableto

write the bytecodedirectly or extractthe necessarpytecodegrom a compiledclass.

Bytecodelnstrumenting Tool

The BytecodelnstrumentingTool (BIT) was designedo allow the instrumentatiorof
bytecodeto provide insightsinto the dynamicbehaior of the systemd25]. BIT is a set

of classeghatallow the userto insertcallsto analysismethodsbeforeor after methods,
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basicblocksandindividual bytecodeexecutioninstructiong25].

( Original class )
A

BIT classes JVM 1 Transformer class

A

Gnstrumented cla§

Figure2.11: The Bytecodelnstrumentationfool is a setof classeghatallow a userto
createatransformetto modify JavaclassesTheresultis amodifiedclassfile thatcanrun
onastandardVM.

BIT is designedor the off-line generatiorof classfiles (seeFigure2.11), however
muchlik e the previously presentednechanismslpad-timesupportcould be built into a
classloader Therearethreeissueghatwill limit theutility of BIT in the constructiorof
a generalprobeinfrastructure.First, the currentimplementatioronly supportshe invo-
cationof staticanalysismethodausingthei nvokest at i ¢ bytecodg Theauthorstates
thatthis limitation impliesthatno objectsmaybe associateavith the method)[25]. Sec-
ond, BIT restrictsthe numberof algumentdo the analysismethodto oneobject. Future
supportfor a greatemumberof argumentss intended[24]. Third andmostsignificant,
whenaddingmethodcallsBIT changeshe codebuffer, the currentimplementatiordoes
not correctthe referenceso exceptionhandleran the modifiedbuffer. As aresultincor

rectexceptionhandlerscould beinvokedleadingto run-timeerrors[25].

Java Object Instrumentation Environment

The Java ObjectInstrumentatiorEnvironment(JOIE) was designedas a toolkit for the
load time transformationof Java classeq8]. In JOIE transformationsare presentedas
mechanismso implementbehaiors thatare orthogonalto the purposeof the Java class

they transform[8]. Theinstrumentatiorof codefrom monitoringpurposess just suchan
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orthogonabehaior.

LiketheJavaClassAPI, JOIEutilizesahighlevel objectview of Javaclassbytecodes.
In JOIE, d assl nf o objectsare createdirom the bytecodesf a class. Cl assl nf o
simplifiesthe modificationof atamgetclassandcorrectlyupdatesxceptionhandlerd8].

Cl assl nf o allowstransformergo:

° setor unsetmodifiers;

° add,remove, or renamdieldsor methods;

° changemethodsignaturesr field types;

° adjustthelist of interfacesmplementedy theclass;

° adjustreferenceso fieldsor methodgo pointto new fieldsor methods;
° adjustthevalueof embeddedonstants;

° manipulateheinheritancehierarchy8].

JOIE comeswith a modifiedclassloaderthatinvokeseachregisterediransformeron
eachclass(or somesubsethereof) asit is loaded.To helpprotectagainsimaliciouscode
thecurrentimplementatiordoesnotallow theinsertionof new transformer®ncethefirst
classis loaded[8]. The JOIE APIs allow for load time reflectionthat transformerscan
useto guidethetransformatiorprocess.

Oneway to implementprobeswith JOIE would be the creationof innerwrappersas
describedn the BCA sectionabove. A tagetmethodwould be renamedA newv method
with the exact signatureof the target methodis inserted.This nev methodfirst calls out

to probecodeandtheninvokesthe original method.
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Comparison of Byte Modification tools

Thesesolutionshave considerableommongroundin they way they approachthe adap-
tationof classfiles. All operatedlirectly on the bytecodef the classfiles directly thus
do notrequiresourcecode. All codify the changedo be madeto a classexternalto the
classitself. This makesit easyto modify theapplicationor remove thetransformers.

JOIE,BCA andtheJaraClassAPI have thecapabilityto disrupthomogeneitythatis,
they canchangahe way externalcomponentwiew the object. This is ameasuref their
flexibility , but notreally adesirablecapabilityin termsof probing.A developerusingary
of thesetechniquedo probea classmusttake careto presere homogeneity

In JOIE,the JavaClassAPI andBIT transformerclassesare constructedo program-
matically alterthe classfiles. JOIE andthe JavaClassAPI allow almostary changeo be
madeto a class. They provide a high-level view of classstructureghat allows creators
of transformergo view the classfile asa collectionof objects.However, if atransformer
wishesto actuallyinsertnew codeit mustbe inserteddirectly asbytecode.In contrast
BCA andBIT allow lessfreedomin thetype of changahatcanbeaccomplishedbut they
do not requirethe userresortto bytecode.ln BCA deltaspecificationsare written with
Java-like syntaxandin factnew methodsto be addedarewritten directly in Java. After
compilationthe deltafile is appliedto thetamget class. Bytecodefor the Java methodto
beinserteds automaticallyextractedfrom thedeltafile andinsertednto theclass.Bit al-
lows only theinsertionof methodcallsandhandleghis withoutrequiringthetransformer
designeto resortto bytecode.

JOIE, BIT andthe JavaClassAPI canbe usedto createtransformerghatarewidely
applicableto mary classfiles. This is becausdransformerauthorscan performtasks
relative to classstructures,and performreflectionlike tasks. BCA's ability to do the
samaeis limited by the higherlevel at which the deltafiles view the class.Deltafiles deal

with quantitiesin termsof their namesn the class.It doesnot provide a mechanisnfor
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discovering this informationand by the very natureof load time transformation Java’s
reflectionfacility is unavailable. Theresultis thatdeltafiles mustbetailoredto theclass

filesthey aredesignedo modify.

{( JavaClasses ) { Target Classes)

byte stream

Transformers

\ 4
Class Loader |----#| Modified Class Loader

class structure \ transformed class

structure

Verifier

VAN

Interpreter JIT
v v
Runtime System

- Delegates class loading for classes it can not find.

Figure2.12: Modified classloading schemehat would allow the load-timetransforma-
tions of classfiles by arny of the mechanismalescribedin this section. This scheme
requiresno modificationsto the JVM.

All of theaboretechnologiegouldbeused(with somelimitation asto tamgetclasses)
atload-timewithout requiringmodificationto the SystemClassLoader In Java 1.2 and
higher ClassLoadingusesadeleggationschemevherebyif thedevelopersochooseshey
can createa modified classloaderwith their own behaiors added. They can specify
this classloaderbe usedexplicitly in thed ass. f or Nanme( cl assNane, cl ass-
Loader, initializeBool ean ) method.Thisaloneis notentirelyusefulasit is
desirableo applythetransformation®r deltafiles to classeshatarecreatedhroughthe
normalmeansdn the body of third-partycode.

Theutility of delegationcomesin here,if theclassfrom whichthe new classis being

constructedwvas loadedthroughthe modified classloaderand the systemclassloader
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cannotlocatethe new class themodifiedclassoaderwill beusedto instantiatdt through
delegation. In orderto force the classego be loadedthroughthe modified classloader
threethingswould berequired.First, no classwhichtheinstrumentewishesto transform
mustbeavailablein the CLASSATH. Secondhemodifiedclasdoademrmustknow where
to find all of the files that shouldbe modified. Third, the target applications mainclass
mustbe explicitly loadedusingthe modified classloader The simplestway to achiese
thiswould beto launchtheapplicationfrom a genericshellthatspecifieghe classloader
This methodhasthe benefitthatit is not tied to any oneimplementatiorof the JVM. As
long asJava 1.2 style classloaderdelegationcontinuesto be supportedhis mechanism
would work. It hasthe limitation that the java.* packagesvould not be accessibldor

instrumentatiorsincethey would still beloadedthroughthe systenclassloader

2.3.9 API Polling Probes

API polling probescollectinformationfrom the tamget systemby polling the public in-
terfacesof its components.API polling probesare distinct from opensourceprobing
becausevith an API polling probe,no changesaremadeto the sourcecodeof ary of the
componentshatcomprisethe system.Theseprobescanbe written in any programming
languagedhatallows the probeto interactwith thecomponens APIs. Polling probesare
triggeredby eventsexternalto thetamgetsystem.Polling canbe performedon a schedule
or to fulfill specificinformationrequestsPolling probesareespeciallyusefulin ary sys-
temthatpresentpublic APIs thatexposeinterestingaspect®f the systemsverall state.
In additionto collectinginformationaboutthe target system polling probescanbe used
to monitor the ervironmentin which the target systemis executing. For exampleif the
operatingsystemin which the systemis executingprovidesAPIs to interactwith thefile
system,polling probescould collectinformationaboutdisk usageandfree space. The

primary limitation of API polling probess thatthey only have accesgo informationthat
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is exposedn thetargetcomponens API.

2.4 Categoriesof ProbeVariation

From our examinationof the above-mentionedgrobesa numberof cateoriesof varia-
tion have becomeevident. In this sectionwe describesomewaysin which the various
probesdiffer and presenta seriesof tablesthat summarizehe characteristicef the var
ious probes. This informationforms a usefulsummaryto guide the selectionof probe

mechanisms.

2.4.1 Triggering Mechanisms

As discussedn the chapterintroductionprobesmonitorthe communicatiorandstateof
softwaresystemandthe stateof the ervironmentin which the softwareruns. Probesmit
eventsto themonitoringinfrastructureeitherwhensomethingpccursin thetargetsystem,
onascheduleor onrequest.

Probeghatemit eventsentirelyin responsdo actvities in the target systemarepas-
sive probes. Passve probescanbe triggeredby the invocationof methodsin the tamget
systemtheactivationof amediatecconnectoror the executionof probemethodcallsthat
have beeninserteddirectly into the sourcecodeor binariesof the targetsystem.Passve
probeshelpto capturethe dynamicbehaior of thetargetsystem.

Active probesaretriggeredby eventsthat are externalto the target system. Active
probeeventscanbedeliveredto themonitoringsystemonatimedscheduleorin response
to specificrequestdor informationmadeby the monitoring system. Statein the tamget
systemgcouldbemonitoredby active probeghatpoll the publicinterfacesof components
and generateaventsthat encapsulatéhe stateinformation. In additionto collectingin-

formationaboutthe target systemactive probescanbe usedto monitorthe ervironment
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in which thetargetsystemis executing.This canincludenetwork loadsandlateng, disk
usageandavailablespacepr thelivenesof remotesystemawith which thelocal system
mustinteract.

Hybrid probesfall somavherebetweenactive and passve. Hybrid probesmay use
passve probetechnologyto collect informationfrom the target systembut insteadof
constantlypassingeventson to the monitoringarchitecturethey wait for a scheduleor
informationrequest.Hybrid probesareusefulin situationswherethereare someactiv-
ities in the target systemthatwill only be of interestin certaincircumstancesr simply
to reducethe load on the monitoringsystem.Hybrid probescanperformaninitial filter-
ing passover the eventsgeneratedn the taget system forwardingonly eventsthatmeet
certaincriteriato the monitoringarchitecture Alternatively, high frequeng eventsin the
target architecturecould be aggreyatedand reportedto the monitoring systemperiodi-
cally.

API polling probesarethe only probetype presentedn this chapterthatsene in the
activeroll. API probesareneverin the normalflow of controlthroughthetargetsystem.
Insteadthey executein a separateéhreadand collectinformationon a scheduleor in a
responséo requestsrom themonitoringsystem All of theremainingprobemechanisms
presentedh this chaptercollectinformationpassvely. Theprobesareinsertedby various
mechanisminto the controlflow of the tamgetsystemwherethey aretriggeredby events
in thetargetsystem All of the passve probemechanismarecapableof actingashybrid

probes.

2.4.2 ProbeDependencies

In this sectionwe discussthe dependenciesf the variousprobetypes. We distinguish
betweenimplementationdependeng and conceptualdependene Implementationde-

pendenciesndicate that the probe technology hasa dependeng due to existing tool
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support.A conceptuatiependeng(Table2.2) existsif theprobetechnologyis dependent
on somethingwithoutwhichit would be unableto exist.

Table 2.1 shaws the implementationdependenciesf the probespresentedn this
chapter Table 2.1 shows only thoseprobeswith dependenciewhich canbe overcome
by an extensionof the existing toolsets. Internally instrumentedconnectorshave cur-
rently only beenimplementedn Windows NT. They could however be implementedn
ary operatingsystemthat supportssharedibraries. eJaa tools only supportjava. The
conceptcould be extendedo any languagehat provideda meandor identifying threads
during execution. Active Interfacessupportfor language®therthanJasa could be built
by creatingparserdor the languagethatinsertthe Active Interfacehooks. ATOM like
systemscould be built for otheroperatingsystem. The primary requirements thatthe

targetlanguagegeneratobjectmodulesthatarelinkedto form executables.

Probe Dependency

Internally InstrumentedConnector] Windows NT

eJaa Java

Active Interfaces Java

ATOM DEC Alpha AXP underOSF/1

Table2.1: ProbelmplementatiorDependencies.

Conceptualdependencieare strongerthan implementationdependencies A con-
ceptualdependeng cannot be overcomeby developingnew tools. The following table
summarizesheconceptuatlependenciesf theprobetypespresentedh thischapter The

dependencies thetablearestraightforvard.
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Probe Dependency

OpenSource sourcecode
ExternallylnstrumentedConnector| connectorghatallow indirection
Internally InstrumentedConnector | sharedibraries

Inheritance ObjectOrientedLanguages
Java BytecodeModification JavaBytecode
ATOM ObjectModules

Table2.2: ProbeConceptuaDependencies.

2.4.3 Probelocation

The probesdescribedn the previous sectionwork to monitor the target systemby cap-
turing informationat a numberof differentplacesrelative to the architecturalview of the
tagetsystem.As describedn theModelsof TamgetSystemsectionanarchitecturaliew
of the systemconsistsof componentsand connectors.We usethis view to broadly de-
fine probesasbeingcomponenboundaryintrusive, connectoiintrusive or architecturally
intrusive. Table 2.3 summarizesvherethe variousprobingtechniquesliscussedn the
first part of this chapterare locatedrelative to the systemarchitecture. It is important
to notethatwhile the tableshaws the primary locationa mechanisnwould target, mary
of the mechanisméave the capabilityto crossover. For instanceary of the component

intrusive mechanismsould concevably be utilized on actualizedconnectoraswell.

A numberof entriesin the tabledesere a little explanation. First, while internally
instrumenteatonnectorsnserta nev componenbetweerthe componenandthelibrary,
they arenot consideredo be architecturallyintrusive. This is becausehe tamget system
doesnot needto changeto referto the insertedcomponent.The redirectionis handled
by the modified linking mechanism.Second wrappersandinheritancewhile focusing
primarily on the componentreconsideredarchitecturallyintrusive because¢he changes

requiredto utilize themarenotlocalizedto the componenbeingprobed.
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Location Probing Mechanism

Componentntrusive Active Interfaces
OpenSource

eJaa

Binary CodeModification
Java BytecodeModification
ATOM

Connectointrusive Internallyinstrumenteatonnectors

ArchitecturallyIntrusive | API Polling probes

Wrappers

Inheritance
ExternallylnstrumentedConnectors

Table 2.3: Architecturalprobelocation by probetype. Probelocationis determined
accordingto the mechanisns primaryfocus.

2.4.4 ProbeScope

Anotherdefiningcharacteristiof passvely triggeredprobesis the ability to distinguish
betweenthe different possibleentitiesthat could have called the methodwhich leadto
the triggering of the probe. Canthe probetechnologydeterminewhat processthread,
module, useris responsiblefor triggering the probeinvocation. This ability is useful
becausat allows selectve targeting of probecode. Only codeinvocationscausedby
certainentitieswould resultin aneventbeingemittedinto the monitoringarchitecture.

Probesthat target componentan distinguishbetweeninstancesof the component
while thosethatfocuson the connectorsreunlikely to be ableto do so.

Any probewrittenin Java, throughwhich executionis redirectedat run-timecande-
terminewhat threadit is executingin. If a systemhada predefinedsetof threadsthat
would be executingthe probecould usethreadidentity asa conditionfor the delivery of
eventsto the monitoringsystem.Alternately the executingthreadsdentity could simply

beincludedin theevent.
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2.4.5 Probelnsertion Mechanisms

Table2.4summarizeshe how probesareinsertedfor the variousmechanisms.

Probe

Insertion Mechanism

OpenSource
ExternallylnstrumentedConnectors
Internally InstrumentedConnectors
eJaa

Active Interfaces

Inheritance

API Polling Probes

ATOM

Binary ComponeniAdaptation
TheJaraClassAPI
Bytecodelnstrumentatiorfool

Java ObjectIinstrumentatiorEnvironment

sourcecodemodification.

connectoindirection.

library replacemenandinterventionin thelinking procedure,
annotatiorof sourcecodefollowedby compilation.
compiledin.

extensionof the classhierarchy

none.

linkedin.

load-timetransformation.

transformatiorat or beforeload-time.
pre-load-timeransformation.
load-timetransformation.

Table2.4: ProbelnsertionMechanisms

2.4.6 Black Box Probing

A probemechanisnis consideredo take a blackboxview of thecomponenif no knowl-

edgeof the internalsis required[21]. Note thatthis is differentfrom requiring source

code. A probemechanisnthat requiressourcecodebut doesnot requireknowledgeof

implementatiordetailsis still consideredlackbox.

Table 2.5 shavs whetherthe probing mechanismsare black box techniquesand

whetherthey requiresourcecode. Theprobingmechanisnis consideredo requiresource

codeif it currently hasan implementationdependeng or a conceptuadependeng on

sourcecode. Active Interfacesand eJaa both requiresourcecodedue to currenttool

support. However, eJaa also allows the insertionof explicit calls to its eventlogger

anywherein the sourcecode.For explicit eventgeneratioreJaa hasa conceptuatiepen-
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ProbeMechanism Source Code | Black Box
OpenSource yes no
Wrappers no yes
ExternallylnstrumentedConnectors no yes
Internally InstrumentedConnectors no yes
eJaa yes no
Active Interfaces yes yes
Inheritance no yes
API Polling Probes no yes
ATOM no yes
Binary ComponeniAdaptation no yes
TheJavaClassAPI no yes
Bytecodelnstrumentatiorfool no yes
Java ObjectIinstrumentatiorEnvironment| no yes

Table2.5: Black Box Probes

deng on sourcecode. Also if eJaais usedto generatesxplicit eventsit losesits status
asa black box probingmechanism.Similarly ATOM, the JavaClassAPI, the Bytecode
InstrumentingTool and the Java Object Instrumentatiorervironmentallow the system
instrumenteto violate the blackboxconditions. If they areusedto examinethe internal

implementatiorof the componentshey instrumenthey arenolongerblackbox.

2.5 Conclusions

In this chaptemwe presentec numberof probemechanismanddescribedheir proper
ties. This descriptioncansene asthe basisfor a systeminstrumenteiselectinga probe
mechanismin thenext chaptemwe present high level designfor a systenthatcanmake

ary of theseprobemechanismsnoreusefulin monitoringrolesby providing a meango

interactwith them.
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Chapter 3

Probe Run-Time Infrastructur e

3.1 Intr oduction

Probescan be addedto the systemstatically at design(compile)time. However, this
severelylimits the utility of the monitoringsystem.It will not be necessargr desirable
to have outputfrom all the possibleprobesthat could be deployed in a systemat all
times.Evenif themonitoringsystemsimply ignoredthe majority of the probeoutputthis
setupwould tax the communicatiorand computationresourcesvailableto the system.
Insteadthe needfor a ProbeRun-Time Infrastructurenasbeenidentified. The proberun-
time infrastructurestandardizetherun-timedeploymentandcontrolof probesandprobe
event delivery. By doing this, the monitoring systemor individuals controlling it can
determinevhatpartsof the systento monitordynamically In this chaptemwe discusghe
issuesthat suchan infrastructuremusttackleand presenta high level designof a Probe
Run-Time Infrastructurethatis heavily influencedby [3]. In the next chapterwe present

animplementatiorof the high level designfor the controlof Active Interfaceprobes.
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3.2 High Level Design

A highlevel designfor ProbeRun-Time Infrastructuremustaddress numberof issues.
Whatactionswill be possibleat run-time. Whatshouldthe protocolbeto supportthese
actionsfor awidevarietyof probetypes.How shouldprobesandprobeinsertionpointsbe
identifiedin thesystem. Whatstructurewill probeeventshave andwhatmetainformation
will beassociateavith all probeevents.How will thesystemhandleexceptionconditions

arisingduringits attemptto supportthe desirednteractions.

Legend:

InstrumentationPoint

@Target System1 @ @Target System2 @ I

[0I_T_| Probes ‘] [0I_T_| Probes ‘] ) Probes

O e | O e

Node (Host)

I ProbeDeliverAPI

?/ _ — ProbeMoniterAPI
H‘ Probe Adaptor ’IZI Probe Repository
| r EventReceiveAPI

O External Interface D TargetManager

Figure3.1: The ProbeRun-Time Infrastructure.

Oneof the key elementsn the ProbeRun-Time Infrastructures the ProbeAdapter
The ProbeAdapteris responsibldor interactingwith the monitoringsystemandthe de-
ployed probes.It providesa standardizedhterfaceto allow probesof differenttypesto
be controlledat run-timein a standardizedvay. In therestof this sectionwe presenthe

elementof the highlevel designin respecto the ProbeAdapter
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3.2.1 ProbeStructure

We will discusstwo granularitieswith respectto probes. The smallerof the two, the
Probe,is anindividualinstanceof someprobetechnology Their scopewill be someavhat
dependenbn the underlyingtechnologyon which they arebased.The larger granular
ity is the probeconfiguation. Probeconfigurationscaninclude multiple probesandare
the level of discoursefor the run-time infrastructure. For examplethe proberun-time
infrastructurewill deploy probeconfigurations.For simplicity, we assumehata probe
configurationgenerallywill include probesbasedon only onetechnology The imple-

menterof a run-timeinfrastructurecanchooseo supportmultiple typesif they wish.

3.2.2 Event Structur e and Meta Information

The outputof a particularprobemay be of interestto multiple remoteeventconsumers.
Likewise multiple event consumersmay wish to deploy and control probes. For that
reasonasynchronougventcommunicatiorusing a publish/subscribg@rotocolhasbeen
selectedor the disseminatiorof eventsfrom producersandconsumers.

Therearetwo distinct event typesimplied by the presenceof event producersand
eventconsumersOneeventtypeis for thedelivery of eventswhich aresensedy probes
in the system.Eventconsumersvould subscribeo thesesensedvents. The othertype
of eventis a probecontrol event, thesewould be createdoy eventconsumergo control
andinsertprobesandaretermedinfrastructuresaventshere.

Sensedventsencapsulatenformationfrom the target systemat a particularinstant.
They cancaptureinformationaboutbehaiors obsernedby passvely triggeredprobesin
thetargetsystemor informationcollectedby active probesn responséo atimerexpiring
or arequesfrom the probeinfrastructure . The specificinformationthatthey includewill

dependntheunderlyingprobetechnologyandthenatureof theprobecode.However, all
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senseaventswill include: probeconfiguratiomname hostname systemidentifier, event
type, eventdataanda timestamp.Theseattributeswill allow the gaugeinfrastructureto
correlateeventsfrom the targetsystem.

Eventconsumersvill subscribeo receve sensedaventsby definingthevaluesfor the
above parametersvhich eventsof interestto themshouldcontain. Typically consumers
would wantto narrav their subscriptionsasmuchaspossibleto preventthe delivery of
unneededvents.

Infrastructureeventsare usedto control probesat run-time. They mustcontainin-
formationthat allows themto reachthe appropriatgorobeconfigurationsaswell asary
informationneededo achieve their control function. In orderto getto the appropriate
probe configurationeachinfrastructureevent mustat a minimum containan identifier
which marksthe messageasa infrastructureevent, a hostname,systemiDanda probe
configurationname. The ProbeAdapteris responsiblgor subscribingto infrastructure
eventsanddeliveringthemto the probeconfigurations.Whenthe systembegins execu-
tion on particularhostit is assigneda SystemID. The ProbeAdaptersubscribego all
infrastructureaventswhich aretargetedat the currenthost. Whenthe ProbeAdapterre-
ceivesan infrastructureeventit corvertsthe eventinto the protocolunderstoodoy the

probeconfigurationanddeliversit to the configuratiornamedn theevent.

3.2.3 Infrastructur e Events

As describedn the chapternntroductiontherearea numberof needghatmustbe metby
an infrastructureto adequatelycontrol probesat run-time. The following probeinfras-

tructureeventsmeettheseneedsandweresuggestedh [3].

Deploy ( host,Target System probe-configuration-namerobe-configuration-module

Install ( host,TargetSystem probe-configuration-namye

45



Activate ( host,TargetSystem probe-configuration-name
Deactivate ( host,Target System probe-configuration-name
Uninstall ( host,TagetSystem probe-configuration-name
Undeploy ( host, Target System probe-configuration-name
Query Sensed( host, Target System probe-configuration-name

GenerateSensed( host, TargetSystemprobe-configuration-nameyent-namel.. event-

nameN)
Focus ( host, Tarmget System probe-configuration-namearameterl.. parameterN

Trigger Active ( host,TargetSystemprobe-configuration-namgrobe-name)

Several of theseeventsmerit a little discussion. First, the Deploy event doesnot
includethe probeconfigurationto be deployed; insteadthe probe-configuration-module
parameteiis a URL. The actualmodulewill be fetchedwith a point to point protocol.
Secondwhena probeconfigurationrecevesa QuerySensedwventit will build andsub-
sequentlypublisha Generaté&Sensedvent. The Generate&Sensedventcontainsa list of
eventsthatcanbe generatedby the probeconfiguration.Third, the Focuseventprovides
amechanisnto alterthebehaior of thetargetedprobeconfigurationn aimplementation
specificway. Eachprobeconfigurationcanbuild in behaior to be controlledby focus
events. Finally, the Trigger Active event providesa mechanisnto allow the monitoring
systemto requesinformationfrom anactive probe.

We have introduceda numberof changedo the protocolspecifiedin [3]. First, al-
thoughnot shown in the above list, eachof the eventshasa matchingresponsesvent

thatincludesinformationaboutwhetheror not the event hasresultedin changedo the
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probeinfrastructure.Secondwe addedthe Trigger Active eventto enablethe probein-
frastructureto requestinformationfrom active probes. Third, the original protocol did
not specify that the Deploy, Query Sensedpr GenerateéSensecdeventswould requirea
systemexecutionidentification. Eachof theseeventswas seento be queryinga static
propertyof a probeconfigurationand thus would not requirethe executinginstanceto
be defined. However, for ary Java enabledprobetypesthis assumptiorbreaksdown.
For a probeadapterandthe probe configurationdt managedo interactwith the target
systemin a straightforward (and computationallycheap)manney we assumehey are
all executingin the sameJava Virtual Machine. Additionally, the aim of developingthe
ProbeRun-Time Infrastructures to supportdynamism.It is easyto conceve of a probe
configuration for any probetype, for which the eventsit generatesvould eithernot be
known staticallyor would possiblychangedynamically In this case two staticallyiden-
tical probeconfigurationscould generataifferentsetsof eventsat run-time. Including
the Target Systemin all of theseeventsallows this limitation to be overcome.

The ability of the recever to act on the eventsdescribedabove will dependon the
currentstateof the target probeconfiguration. A probethat hasnot beendeplo/ed can
not be actvated. Figure 3.2 is a statemachinethat describeghe eventsfor which an

actionis possiblerelative to the stateof the targetedprobeconfiguration.

Focus,
Query Sensed

Deploy Install Activate
<
Not Deployed Deployed Activated

Un-deploy Uninstall Deactivate

Figure3.2: Statemachinefigureshaving the allowedstatechangeselative to the stateof
a particularprobeconfiguration.All eventsfor which no arcemanate$rom a particular
statearenot allowedandresultin the generatiorof anerroreventandno statechange.
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3.3 Dynamic Probing

To allow the dynamicprobingof a systemat run-timeit mustbe possibleto deploy new
probe configurationsto a running system. Many of the probetechnologiespresented
in the previous chaptey do not directly supportthis need. Table 3.1 summarizesvhat
would berequiredfor eachof the probetypesto supportdynamicdeploymentof probes.
Theserequirementsareover andabove therequirementso probethe target objectswith
staticallyavailableprobes.The necessityof a ProbeAdapterfor the variousprobetypes
is alsoassumedor eachmechanismnto supportdynamicprobingandprovide integration

with the monitoringsystem.

OpenSource Codemusthave beenmodifiedto acceptnev modulesat
run-time.
Wrappers Wrappersthat canexceptnen codemustalreadybe place

in thesystem.

InstrumentedConnectors Extensibldibrary wrappersreatedandin place.Themech-
anismfor interceptionof load/link activitiesin place.

eJaa Reworked logging facility in placeto handledisseminate
eventsatruntime andto acceptnew configurations.

Active Interfaces Hookscompiledin to targetclass.Targetclassmustsupport
selfregistration.

Inheritance Classhierarchy extended, Sub classesmust supportdy-
namicadditionof code.

ATOM probestubslinkedinto the application

JavaBytecodeSolutions | The modifiedJVM or classloadermustbe usedto run the
tamget system.Probecodemustprobablybein placeatthe
time of classloading

API Polling Probes Canbedeployedat any time aslong asthey canaccesshe
necessarpbjectreferenceso collectdata.

Table 3.1: Preconditiongor the run-timedeploymentof probes.This tableassumeshe
presencef a ProbeRun-Time Infrastructurefor eachprobetype.
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With the exceptionof Active IntefacesandAPI Polling probesall of the probetypes
mustbuild in the ability to dynamicallyredirecttheir probingactuities at run-time. The
latebindingof Active Interfacesautomaticallysupportghis. Onthe otherhandawrapper
mustbe constructedvith the ability to acceptnewn code(conformingto someinterface)
andinsertthatnew codeinto theflow of methodcalls betweerthe wrapperinterfaceand

theinterfaceof the underlyingmechanism.

3.3.1 Handling Unsupported Interactions

It may not be possiblefor someprobetypesto supportall of the above interactions.
The ProbeRun-Time Infrastructurefor theseprobetypesmuststill provide the interface
definedhere but mayignoreunsupporte@peration®r returnexceptioneventswhenthey
arerequestedFor instancejf a particularprobeimplementatiorrequiresbindingto the

codeatcompiletime, adeploy eventis irrelevant.

3.4 Conclusions

In this chapterwe have describedat a high level the necessarglementdor the creation
of a successfuproberun-timeinfrastructure.An implementatiorof this designfor any
of the probemechanismpresentedn chapter2 would provide a flexible meangor the
collectionof informationfrom atargetsystem.In the next chaptemwe describeanimple-

mentationof this designfor Active Interfaceprobing.
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Chapter 4

Active Interface Probe Run-Time

Infrastructur e

4.1 Intr oduction

As mentionedn the ProbechapterActive Interfacesveredevelopedio enableheadapta-
tion of softwarecomponentsin this sectionwe first presenseveralmechanismshatwe
have developedto facilitatethe useof Active Interfacesto probesoftware components.
We thenpresenthedesignof the Active InterfaceProbeRun-Time Infrastructure We de-
scribeseveralexamplesof probetypesandusesthatcanbeimplementedvith the Active
Interfacetechniques Finally we describea demonstrationn which the Active Interface

ProbeRun-Time Infrastructurds usedto probea simpleclientsener system.

4.2 Facilitating Active Interface Probing

We have developedsereral mechanismshat make it easierandlessintrusive on thetar

getsystemto install probesinto active interfaceenabledsystems.EachActive Interface
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enabledcomponenimplementsthe adapt . Adapt abl e interface. As suchit hasan
adapt . Conponent Adapt er and accessomethodsthat allow other objectsto get
andsetthe Conponent Adapt er . The ComponenfAdapterprovidesa mechanisnfor
theinsertionof callbacksfor the methodsof the component.To addcallbacksto a com-
ponent,you musthave accesgo anobjectreferencedor thatcomponensothatit canbe
assigned Conponent Adapt er .

We have developeda processof self registrationthroughwhich eachAdapt abl e
componentegisterswith aregistrationauthorityatthetime of its construction Theregis-
trationauthoritycreatesa Conponent Adapt er for theobjectandthenhastheoptionto
insertcallbacks.This procesallowsthestandardizationf theestablishmentf callbacks
for Active Interfaceenabledccomponentsandlocalizeschangedo their constructors.

In additionto the self registrationprocesswe have createdan interface Abl eTo-
BePr obed. We will requirecomponentgo implementthis for usein the Active In-
terface ProbeRun-Time Infrastructure. This interface provides the tamget classwith a
new attribute conponent Nanme and set Conponent Nane and get Conponent -
Nanme methods.This allows for the possibility of namingindividual componentso align
with an architecturakpecification.It alsoallows for the creationof probeswhich target
only specificnamedobjectsof a class.

In Chapter3 we describecthe Active Interface DevelopmentEnvironment (AIDE)
Compiler We createda modifiedversionof the AIDE compilerthatinsertsthe codenec-
essaryfor self registrationandimplementingthe AbleToBeProbednterface. The modi-
fiedcompilerperformstheseasksconditionally If it is passedheflag- sel f Regi strati on
followedby theexactlinesof codethatmalke up theselfregistrationcall. Thesdineswill
beinsertednto theconstructor®f thetametfile. Lik ewisethecompilercanbepassedhe
- Conponent Narnre flag followedby acomponenthame.This namewill beassigneds

theinitial conponent Nane of thetargetclass.With thesechangesheinstrumentation
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of Java sourcecodeis completelyautomated.Oncethe new AIDE compileris runona
sourcefile it is readyfor probingin the AIPRI.

In activeinterfaceprobingcallbacksaremadefrom thetargetsystento themonitoring
system. It is highly undesirableo have errorsarnywherein the probecodedisruptthe
executionof the monitoringsystem We encouragerobedevelopergo adoptasstandard
practicethe catchingof all exceptiongthatarethrown in the probemethods.Oncecaught
an explanationof the exceptionshouldbe encapsulateth aneventandpublishedto the

monitoringsystem.

4.3 Designof the Active Interfaces Probe Run-Time In-
frastructur e

TheActive InterfaceProbeRun-Time Infrastructurg AIPRI) is animplementatiorof the
designspecifiedn thepreviouschapter(Figure4.1). It supportgherun-timedeployment
and control of probesin a target systemandthe delivery of eventsgeneratedy those
probesto interestedpartiesin the monitoringsystem.In this sectionwe first presenthe
contentbasedeventdelivery systemwhich we will utilize in our run-timeinfrastructure.
We thendiscusshow the high-level protocoltranslatesnto Sienanaotifications. Finally

we describethe designof the AIPRI.

4.3.1 EventDelivery: Siena

Sienais a eventnotificationservice,a generalpurposefacility for asynchronouslyeliv-
eringeventsfrom eventproducerdo eventconsumersvho have registeredaninterestin
theevents[7, 6, 5]. Sienautilizesa content-basedddressingindroutingschemd7]. In

content-basedbuting messagelestinationsare not specifiedby the producerasthey are
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Figure4.1: TheActive InterfacesProbeRun-Time Infrastructure.

in typical unicastand multicastrouting, insteadconsumersxpressinterestin the events
basedontheir content.

Sienaeventcontentis containedn notifications.Eachnotificationis built up asa set
of attribute-value pairs. Attributesareapplicationdefinedandareidentifiedby a string.
Attribute valuesincludedin a notificationcanbe strings,ints, longs, doubles,booleans
or byte arrays[30]. Eventproducergublishnotificationsthat containsetsof attribute-
value pairs. Consumersisea subscriptionlanguageto subscribeto notifications. The
subscriptiolanguageprovidesasetof operatorgsubsebf SQL selectquery)thatmaybe
usedon the attribute valuesof ary attributescontainedn a notification. The subscription
languagecan be usedto constructfilters or patterns. Filters selectsingle notifications

by constrainingthe value of namedattributes. Patternsspecify a relationshipbetween
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multiple notifications. If the patternis matchedall of the notificationswhich make up
the matcharedeliveredto the subscribef6]. In additionto publishandsubscribeSiena
hasan adwertisementmechanism.An adwertisements essentiallyan intentto publish
notificationsthat matcha certainfilter. In the mostrecentJasa versionof Sienal.l.2,
adwertisementsrenot supported.

Sienaeventsare distributed by a hierarchicalnetwork of event dispatchingseners.
The hierarchyis composedof instancesof the Hi er ar chi cal Di spat cher class.
Hi er ar chi cal D spat cher is the primary implementatiorof the Sienaevent noti-
ficationservice[30]. Hi er ar chi cal Di spat cher scansere asSienaeventservice
for local (sameJVM) clientsaswell asremoteclients. The hierarchygrows incremen-
tally, whenanew senercomesonline it addsitself to anexisting hierarchyby specifying

amasterthatis alreadypartof the hierarchy

4.3.2 Infrastructur e Events

The Active InterfaceProbeRun-Time Infrastructuresupportsall of the eventspresented
in the high-level design. The eventshave beenreworked to fit into the context of Siena
Notifications. Eachpieceof information specifiedin the high level API is specifiedas
a Sienaattribute value pair. Table 4.1 providesan exampleSienanotificationfrom our

API.

In thehigh level designwe specifythateventsshouldincludeasmuchinformationfor
the purpose®f eventroutingaspossible We have includeresponsasanevent Typefor
explicitly thatpurpose Entitiesin the monitoringsystemthatwish to controlprobesona
systenmcansubscribeo all responseventsemittedfrom thathostandsystem.They could
furtherrefinetheir subscriptiorto receve only responseventsfrom probeconfigurations

in whichthey areinterestedHadwe notdonethisthey would have hadto eithersubscribe
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Table4.1: A deploy eventandadeploy responseventasthey arerepresentedsattribute
valuepairsin a Sienanotification.

Attrib ute Name

Attrib ute Value

ProbeConfigurationModul
Hostname

SystemID
ProbeConfigurationName
ProbeConfigurationModul
Status

reasonbrFailure

EventType Deploy

Hostname The nameof the machinethetargetsystemis on.

SystemID A stringidentifier of the softwaresystento target.

ProbeConfigurationName | Thenameof theprobeconfiguratiorthatshouldreceve this
event.

ProbeConfigurationModule The URL from which the configurationmodule can be
downloaded.This shouldincludeeitherhttp: or file:

Eventlype Response

Responseype DeployResponse

ProbeConfigurationName| The nameof the probeconfigurationthatsentthis event

e The URL thatwasincludedin the Deploy event

The nameof the machinefrom which the eventis coming
A stringidentifier of the softwaresystento target.

The nameof the probeconfigurationthatsentthis event

e The URL thatwasincludedin the Deploy event
Success/&ilure dependingon whetherthe requestvasful-
filled

The inclusion of this attribute is conditionalon the value
of statusbeingfailure. A string giving someinformation
aboutwhy the failure occurred.This attribute value pair is
only includedif Statusis setto Failure

to all eventsthatincludedthe hostandsystemiDasattributesor specificallysubscribeo

eachof the responsdypes(which would have beeneventtypes). In thefirst caselisted

above, thesubscribemwould receve otherinfrastructureaventstargetedat the host.

Responseventsalsosene the purposeof reportingexceptionalconditions.If theac-

tion specifiedn aninfrastructuresventfails, the Active InterfaceProbeRun-Time Infras-

tructureincludesinformation

in theresponséo helpthe entity thatsenttheinfrastructure

eventunderstanavhy it failed. Onepossiblereasorfor afailureis attemptingto execute

anactionfrom a statewhereit is not supportedseeSection 3.2). Anotherpossibleerror

is thattherun-timeinfrastructuravasunableto downloadthe probeconfiguratiormodule
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of adeploy command.Therearea numberof otherpossibleerrorsthatcouldarisein the

usersuppliedprobeconfigurationmodule.

4.3.3 SensecEvents

Sensea@ventsaretheeventsemittedby probes We mapthesense@ventsof thehighlevel
designinto Sienanaotifications. Our sensedventsmustalsoadhereto the SmartEents
standarcput forth by our collaboratorsat ColumbiaUniversity[16]. SmartEentsdefine
aFleXML schemao which eventsmustconformin orderto interoperatevith portionsof
the monitoringsystembeingdevelopedby our collaborators FleXML will bediscussed
briefly in the next chapter

To satisfy thesetwo different requirementsve have designeda two-tiered sensed
event. Sincethe probeadaptemwill publish sensedaventsas SienaNotifications,they
will beroutedbasedntheir content.To supportcontentbasedouting,the probeadapter
will containa numberof attribute valuepairsin the notification. Thesewill includeall of

theinformationrequiredby the high level design:

° hostname

° systemexecutionidentifier
° probeconfiguratiorname

° probedclass

° probedobjectidentifier

° probedmethod

° probelocation: before/after
o eventtype
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In additionto the attributesincludedfor the purposef routing, the notificationwill
include an event dataattribute. The value for the event datawill be the full FleXML
SmartEent. In additionto the attributesthat were usedfor routingthe SmartEentcon-
tainsatimes-tampandthe nameandstringrepresentationf eachof the parameterso the

methodthattriggeredthe probe.

<?xm version="1.0" encodi ng="UTF-8""?>
<smartevent xnl ns=
"http://ww. psl.cs.colunbia. edu/ 2001/ 01/ ful | Al Schena. xsd" >
<net adat a>
<t ag>99999</t ag>
<sour ce>
<i pAddr >130. 215. 28. 24</ i pAddr >
<i pPort>1234</i pPort >
</ sour ce>
<tinme>. 2000- 11-20T19: 02; 00</ti ne>
<kxOpaque>t r ue</ kxQpaque>
</ met adat a>
<activelnterface>

<!-- before or after function call? -->
<cal | backType>BEFORE</ cal | backType>
<!-- what is being instrumented? -->

<obj ect >schedul er. neeti ng. Meet i ngBean@56346</ obj ect >
<cl ass>schedul er. neeti ng. Meet i ngBean</ cl ass>
<!-- method call trace -->
<met hod nane="del et eMeeti ngs(Meeti ngDat e, Meeti ngDate) ">
<param type="schedul er. neeti ng. Meet i ngDat e" >
8/ 31/ 00 9: 30AMK/ par anp
<param t ype="schedul er. neet i ng. Meeti ngDat e" >
8/ 31/ 00 11: 00AMK/ par ane
</ met hod>
</activelnterface>
</ smart event >

Figure4.2: ExampleSmartEent

To facilitatethegeneratiorof the SmartEentswe have createdhe ActiveEwventclass.
ActiveEwenthasaconstructothatrequiresall of thenecessarinformationfor the SmartEent.

Onceconstructeda call to the objectst o XM methodreturnsa stringrepresentatioof a
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SmartEent. ActiveEventsarecreatedby the ProbeAdpatewhenit is building a sensed

eventin responsé&o a methoddelivery from a probe.

4.3.4 ldentifying Probesin the System

Active Interfacemonitorscomponentst methodboundaries Callbackscanbe inserted
beforeor after methodexecution. It is thusnaturalto think of probesbeingidentifiedin
relationshipto the componens methods Lik ewisea componentanbeidentifiedby the
machineon which it is executinganda systemid that candistinguishbetweendifferent
processesr JVMs. In the Active InterfaceProbeRun-Time Infrastructurehisis how we
handleprobeidentification. Any active interfaceprobecanbe uniquelyidentifiedby the
combinationof the following attributes: hostname,tamget system,probe configuration

name probetype, classname objectidentifier, method,andthe stringbeforeor after.

4.3.5 Probesand Probe Configurations

As definedin the high level design,probeconfigurationsare what the probeinfrastruc-
ture handles. They are deployed activatedetc. Eachprobeconfigurationis composed
of oneor more probes. Eachprobemonitorssomeportion of the target system. Probe
configurationsaandprobesdevelopedby athird party mustbe ableto operaten the probe
run-time infrastructure. We have designeda setof interfacesthat standardizehe way
probeconfigurationandprobeswill behandledn the AIPRI. In this sectionwe describe
thePr obeConf i gur at i on andHookCont r ol interfaces.HookCont r ol isanin-
terfacethat probesmustimplement. Additionally, we have createdsomeclassesvhich
simplify the creationof new configurations.

ThePr obeConf i gur at i on interface(see Figure4.3) containsexactly the meth-

ods necessaryor a probe configurationto function fully in the AIPRI. Sincea probe
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configurationis the final recever of the eventsof the run-time protocol, mary of the
methodsncludedin theinterfacemirror thoseof therun-timeprotocol. Theothersmerita
little discussiorhere.First,eachPr obeConf i gur at i on musthave anameandget -
Nane andset Name methods.In the currentimplementatiorthe nameof the Pr obe-
Conf i gur at i on mustbethe fully qualified classnameof the classthatimplements
ProbeConfi gurati on. Theget C asses methodreturnsan Enuner at i on of
Strings. EachSt ri ng is thefully qualifiednameof a Java classthatis the target of
a probefrom this probeconfiguration. The get Pr obes methodtakestwo aguments
thefirstis thefully qualifiednameof thetargetclass.The seconds an objectidentifier.
The probeconfigurationwill returnan Enuner at i on that containsthe fully qualified
classname=f ary of its Hook Cont r ol s thattargeteitherthenamedclassor thenamed
object. The objectidentifieris assumedo bethe St r i ng returnedby thetargetobjects
get Conponent Name method. This nameis assumedo be moremeaningfulthanthe
St ri ng returnedby thet oSt r i ng methodfromj ava. | ang. Qbj ect . In thefuture
this namecould be mappedrom anarchitecturakpecification.

package dasada. probeAdapter;
i nterface ProbeConfiguration {
public void activate( );
public void deactivate( );
public bool ean isActive( );
public bool ean focus( String[] params );
public String[] querySensed( );
public Enuneration getC asses( );
public String get Nane( );
public void setName(String nane );
public Enuneration getProbes( String classNane,
String objectID);

Figure4.3: Thedasada. pr obeAdapt er . ProbeConf i gur at i on Interface

It is clearthat implementingthe Pr obeConf i gur at i on interfacefrom scratch
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would require quite a bit of work. To simplify this we have createdan abstractbase
class,calledConf i gur ati onMbdul e. Confi gur ati onMbdul e implementsthe
ProbeConf i gur ati on interface. Additionally it providesaddCl assPr obe and
addObj ect Pr obe methodsand supportinginfrastructureto allow probesto be reg-
isteredwith the configuration. In orderto createa fully functioningimplementatiorof
Pr obeConf i gur ati on it is necessaryo extendConf i gur at i onModul e. To pro-
vide ary usefulbehaior the subclassmustat a minimum overridethe init methodand
includein it methodcallsto the addprobemethodsn orderto addprobesto the config-
uration. Thef ocus methodin Conf i gur at i onModul e is abstractsothe usermust
overrideit. They caneitherincludeusefulbehaior or simply make the methoda no-op.

Conf i gur at i onMbdul e includesausefulimplementatiorof thequer ySensed
methodfromthePr obeConf i gur at i on interface.It buildsanarrayof St r i ngsthat
identify eachof thePr obeConf i gur at i on’sactive probes.Probedentificationaswe
discussedn the last sectionis composedf: hostmachine systemidentification,probe
configuratiomname probename classname Objectidentification,methodsignatureand
beforeor after All of this informationis not availableto the Conf i gur ati onMbd-
ul e. Sothe building of the responses collaboratve. The Conf i gur at i onModul e
mustdeterminewhatclassest probesandwith whatHook Cont r ol . Theneachof the
Hook Cont r ol sarecalledto provide informationabouteachmethodfor whichthey are
actively emittingevents.

To allow the run-timeinfrastructureto handleprobeinsertionandremoval in a stan-
dardway we have developedthe HookCont r ol interface. Figure 4.4 shows thein-
terface. Thei ni t Cal | backs methodtakes an Adapt abl e object and hooksup
callbacksfor it. The implementerof the HookCont r ol interfacemustfor determine
what methodsof the tamget classto probeandwhat methodsto direct the callbacksto.

This designdecoupleghesedecisionsfrom the probeinfrastructureand allows flexible
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monitoring. Likewise ther enmoveCal | backs methodis calledto remove all of the
callbacksconnectedn thei ni t Cal | backs method.We wishedto deferthe decision
of whetherto createa singletonprobeor objectprobeso theimplementeiof Hook Con-

trol . To allow both optionswe decidedto usea static methodto returninstancesf

theHookCont r ol object.If theprobedeveloperwishesto have a singletonprobe they

only createa singleinstanceandreturnit to all callersof theinstancemethod.Otherwise
theHookCont r ol will simply createandreturna new instanceeachtime the instance
methods invoked. Javadoesnotallow theinclusionof staticmethodsn interfacesthere-
fore we have includedthe staticSt ri ng i nst anceMet hod. This is the nameof the
no-agumentinstancemethodwhich canbe usedto geta HookCont r ol instance.The
setandgetprobeconfigurationrnamemethodsallow the Hook Cont r ol to beinformed

whatprobeconfigurationghey areassociateavith.

package dasada. probeAdapter;
public interface HookControl {
public static final String instanceMethod =
"get HookControl | nst ance”;
public void initCallbacks ( Adaptable a );
public void renoveCal | backs ( Adaptable a );
public void setProbeConfigurati onName ( String s );
public String getProbeConfigurationNanme ( );
public String[ ] querySensed ( );

Figure4.4: Thedasada. pr obeAdapt er . HookCont r ol Interface

4.3.6 Design

In the high level designthe probeinfrastructurewas describedas consistingof a probe
adapterandprobeconfigurations.The probeadaptemwasresponsibldor facilitatingthe
communicationof the monitoring systemwith the probesand providing generalprobe

controlmechanismsWe have distributedthetasksassignedo theprobeadapteto several
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classesanddevelopedotherinfrastructurenecessaryo supportthe run-timedeployment
andmanagemenaf probeconfigurationsFigure 4.5 presentshe Active InterfaceProbe

Run-Time Infrastructurg AIPRI).

Shell

Manage Probe n
Configurations Notifiable (Sena)

> Master ProbeAdapter [~ prgpe Run-Time Infrastructure
AP

IXML description|
of monitoring
System.

Probe
Configurations Probes call ProbeAdapter.deliverEvent

to publish their eventsto Siena.

Probed objects call-back to registered
probes.

\

Target System
AbleToBeProbed objects register (Active Interface

with Master when created. Master hooks installed )

activates any probes specified
probes for that class or object.

Figure4.5: The Active InterfaceProbeRun-Time Infrastructure The monitoringsystem
andthe tamget systemrun within a shell. The Pr obeAdapt er implementsthe Siena
interfaceso that it can publish eventsand subscribeto infrastructureevents. Mast er
senesasa repositoryfor all deployed probeconfigurationsand providesJava APIs for
interactionwith them. Mast er maintainsanxml documendescribingthe statusof the
probeconfigurationswithin deplgyedto the system. The XML documentsurvives ma-
chineshutdavn andallows the Probelnfrastructureto restartin the samestatewhenthe
systemis restarted.

The Pr obeAdapt er classfunctionsasa mediator[15] betweenthe probeinfras-
tructureandthe monitoringinfrastructure.The Pr obeAdapt er implementgshe Siena
Not i fi abl e interfacesothatit cansubscribeto infrastructureeventstargetedat the
probeconfigurationst managesThePr obeAdapt er hasasamemberaSienaHi er -
ar chi cal Di spat cher . This Hi er ar chi cal Di spat cher actsasthelocal im-
plementatiorof the Sienaeventnotificationservice.Eventsfrom the monitoringsystem
are deliveredthroughit to the Pr obeAdapt er andthe Pr obeAdapt er candeliver
eventsthroughit to the monitoring system. Within the boundsof the Not i fi abl e

interfacethe Pr obeAdapt er implementgshe protocoldescribedabove.
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Mast er essentiallimplementghe proberun-timeinfrastructureAPI in Javaasop-
posedto SienaNotifications. It provides methodsthat allow for eachof the operations
of the API. Mast er 'sresponsibilitiesarefurther divided amonga setof helperclasses.
Mast er isresponsibléor maintainingapersistentview of theprobeinfrastructurehatit
overseeslt doesthis by maintaininginformationthatdefineswhat probeconfigurations
aredeployed,installed,or actvated.Whenthesystems startedt readsn theinformation
andsetsup thesystemasit is described.

Mast er is alsothe self registrationauthorityfor the AIPRI. EachAdapt abl e and
Abl eToBePr obed objectthatis createdin the target systemwill call mastersstatic
registermethod.If thereexistsa probeconfigurationin theactive statethatis designedo
monitor objectsof thatclassor specificallythatnamedobject,the probeconfigurations
probeswill be hooked up to the object. If no probeconfigurationsexist that target the
particularclassor object, Mast er keepsa referenceto the Adapt abl e objectin a
registry. If atalatertime a probeconfigurationthat monitorsthe objectis deployedand
activatedmasterwill hook up probesto it. It is importantto note: the objectreference
isstoredin aj ava. | ang. r ef . WeakRef er ence object.No strongreferenceso the
objectaremaintainedoy the probeinfrastructure.This allows correctgarbagecollection
of the objectif its referencegoesout of scopein thetargetsystem.

Mast er is assistedy anumberof helperclassesotdescribechere.

4.3.7 Loading Probe Configurations

Probeconfigurationsnustbeableto bedeplo/edatrun-time. As specifiedn the API, the
deploy eventcontainsa URL from which the configurationcanbe downloaded Mast er

will downloadthe namedfile and save it locally. Sincea probe configurationwill be
madeup of animplementerof the Pr obeConf i gur at i on interfaceandat leastone

HookCont r ol , we have decidedto requirethatall of the classesequiredfor usein the
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probeconfiguratiorbe packagedn a JAR file.

(Probe Configuration}
( JavacClasses ) jar file

A 4

byte stream \ |
|
Class Loader |---- Jar Class Loader

class structure

Verifier <
/ \ class structure
Interpreter JIT
v v

Runtime System

---» Delegates class loading for classes it can not find.

Figure4.6: The AIPRI usesmultiple instance®f ajar loaderwe developed.Eachprobe

configurationis explicitly loadedfrom anew instanceof thejar loader Subsequentlasses
createdfrom inside the probeconfigurationare loadedthroughthe Java 1.2 delegation

mechanism.

We have implementeda jar loaderthat can be usedto directly load the probe con-
figurationandprobesfrom the jar file thatwasdownloaded.The jar loaderimplements
theJava 1.2 classloadingdelegationscheme We ervision the monitoringsystento have
multiple probeconfigurationsdeployed at ary giventime. We alsofeel thatit is a rea-
sonableassumptiorthatprobeconfigurationswill be developedby multiple independent
groups.We have thereforedecidedthateachprobeconfiguratiorwill beloadedby a dif-
ferentjar loader Eachprobeconfigurationis explicitly loadedby a new jar loaderwith
thecommandCl ass. f or Nane methodfrom j ava. | ang. G ass which allows the
specificationof a classloader Classedoadedfrom inside the probeconfigurationcan
be constructedn the normal mannerbut their loading is delegatedto the classloader

which loadedthe classthey arebeingcreatedn. Figure4.6 shows the delegationclass

64



loading scheme.Using separatgar loadersallows us to defineseparatsnamedomains
within which the probeconfigurationscanfunction without fear of unexpectedinterac-
tions with codethey do not know exists. Multiple probeconfigurationscan utilize the
sameclassesvithout fear of nameconflicts. The only possiblenamecollisionsthatcan
occurarewith thenameof the probeconfigurationghemseles. The probeinfrastructure

hasbeenwritten sothat probeconfiguratiornamesmustbe unique.

4.3.8 Bootstrapping

It is necessaryor the Run-Time infrastructureto be presentin the sameJava Virtual
Machine as the target system,and furthermorefor the run-time infrastructureto start
first. This needhasbeenmet by the creationof a genericbootstrapwrapperclass:
dasada. Shel | . Shel | is passedhe nameof andagumentgshatarerequiredto start
a Java program. It thenstartsthe run-timeinfrastructureandcalls the mai n methodof

thetargetapplicationwith the provided parameters.

4.4 Activelnterface Conponent Adapt er Configurations

Therearea numberof possibleconfigurationghatcanbe usedfor the setupof active in-
terfaceprobing(seeFigure4.7). Essentiallytherearetwo variablesn thesetup.Thefirst
is whetherto allow/utilize singletonor individual instancesof Conponent Adapt er .
The seconds whetherto usestaticor objectprobes.Thesechoicesaffect the simplicity
andflexibility of themonitoringthatis possible.

TheAIDE compilerinsertsthecodeof theAdapt abl e interfaceinto thetargetcom-
ponent.ThisincludestheprivateConponent Adapt er variableandthepublicaccessor
methodghatallow it to be gottenandset. Sincethe Conponent Adapt er variableis

not static,to accomplisha singleConponent Adapt er for all objectsof atargetclass
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it would be necessaryo useasingleinstanceof Conponent Adapt er for all objectin-

stancesTheselfregistrationauthority(Mast er in the AIPRI) couldbewrittento simply

assignthe sameadapteto all instance®f a particularclass.
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Figure4.7: Active InterfaceConponent Adapt er Configurations.In all of the cases
shown it is possiblefor morethanone probeto be associateavith a particularConpo-

nent Adapt er .

The possiblecasesrangefrom the simplestcasein which thereis a single Com

ponent Adapt er for all objectsof a tamget classanda single static probe(seeFigure

4.7.A) to the casewhereeachobjecthasits own Conponent Adapt er objectandits

own instanceof a probe(seeFigure 4.7.F).In the first configurationall classesvould

have exactly the samemethodsprobed. The probewould be unableto simply maintain



staterelatedio theobjectsthatthey probe.Any configuratiorusingstatic/singletormprobes
is probablynot appropriatdor useby hybrid active interfaceprobes.In thelatercasedif-
ferentobjectscouldhave differentmethodgprobedandtheindividual probescanmaintain
staterelatedto their target object. This configurationis the mostflexible an mostuseful
for hybrid probes.

The Active InterfaceRun-Time Infrastructurehasbeendesignedo work with object
adaptersand object probes. It doesnot supportary of the possibleconfigurationsthat
utilize a singletonadapter Also, insteadof supportingstaticprobesit supportssingleton
probes.lt defersthe choicebetweersingletonprobesandinstanceprobesto thedesigner
of theprobeconfiguration.Thisis accomplishedby therequirementhatHook Cont r ol
implementersnustprovideastaticget HookCont r ol | nst ance method.If theprobe
configurationdesignemwishesto maintainary targetobjectspecificstateinsidetheprobe,
objectprobeswould be the obvious choice. If however, the probesareintendedonly as
event emittersa singletonprobewould be a reasonablehoiceand would simplify the

implementatiorof thef ocus andquerysensednethods.

4.5 SpecificActive Interface Probes

In this sectionwe first describeaHook Cont r ol thatcanbeusedto automaticallyhook
up callbacksfor all of the methodsof a tamgetclass.We thenpresenptherpossibleuses
of Active Interfaceprobes. As we will seein the next chaptersomeof theseapplica-
tionsoverlapwith thoseof gaugesDesignerf themonitoringsystemcanchoosevhere
to implementtheseactvities. By implementingthemin the probes,eventtraffic to the
monitoringsystemis decreasedHowever, if therearemultiple consumerdor a particu-
lar eventtype it may be desirablefor the eventsto simply be emittedto the monitoring

architectureandfor any processingr filtering to be doneby subscriptioror by gauges.
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45.1 Automatic Probes

To simplify the procesof creatingHook Cont r ol instanceswe have createdan auto-
matic probecalledAl | Pr obe. EachHookCont r ol is responsiblgor connectinghe
AIDE insertedhooksin the componentvith probemethodgthesewould typically bein

the HookCont r ol object). Callbacksare hooked up throughthe target componens
adapteusingthemethodi nsert Hook. Thei nser t Hook methodrequiresasparam-
etersSt r i ngs describingthe methodsignatureof the methodto be probed,the name
andparametetypesof themethodthatwill becalledandanobjectreferencdo theprobe
object. Traditionally, thesemethodcalls have beenconstructedy the adaptatiorimple-

menter In Al | Pr obe we useJava’sreflectioncapabilitieso automaticallyinsertbefore
andaftercallbacksfor eachof the method<of thetargetobject.

Therearetwo probemethodsn Al | Pr obe. Thefirst, met hodCal | ed is attached
to asthe beforecallbackfor eachprobedmethod. The secondjret hodRet ur ni ng is
attachedor eachafter callback. Al | Pr obe is designedasa genericeventemitter It
performsno processing.It simply deliversan event encapsulatinghe methodcall that
leadto the probetrigger.

Therearea numberof inheritancerelatedissuesthat Al | Pr obe musttake into ac-
count. In orderto hook up meaningfulcallbackstheremustbe Active Interfacehooks
presentn the sourcecodefor the methodsprobed. A Java objectwill include methods
thatit inheritedfrom its superclasses.It doesnot make senseto attachprobesfor the
methodsof the superclassesunlessthe individual performingthe probing knows that
the superclasshasbeenActive Interfaceenabled.SinceAl | Pr obe is intendedto bea
genericprobe,it doesnot attachcallbacksfor any of the methodsof the superclasses.
Al | Probe keepstrack of what methodcallsit hasinserted.A calltor enoveCal | -
backs resultsin theunhookingof all of the callbacksthatwereinserted.

In additionto simplifying theinsertionandremoval of callbacksAl | Pr obe defines
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a usefulimplementationof the f ocus method. Al | Pr obe’s f ocus methodallows
a userto shutdavn the eventsbeing emittedfrom certainmethodcalls. As described
previously in this chapterthe f ocus methodtakesan arrayof St ri ngs. To stop (or
start)eventsfor acertainmethodtheuserwould passn anarrayin whichthefirst element
isthe St ri ng “deactivate” (“activate”). The secondelementwould be the signatureof
the methodto deactvate. Thef ocus methodsupportshe activation or deactvation of
multiple methodsat once. Eachmethodto be changedshouldsimply beincludedasan
additionalelementn the St r i ng array

Al | Probe alsoprovidesanimplementatiorfor quer ySensed. It will returnin-
formationonly for thosemethodghatarecurrentlyactvated.

Al | Pr obe providesa very fastway to createa probe configuration. By extend-
ing Conf i gur ati onModul e andusingAl | Pr obe adevelopercanbegin to generate
monitoring information by writing approximatelyten lines of simple code. The useof

Al | Probe in theprobingof GeoWbrldswill bediscussedn the next chapter

4.5.2 Constraint Checking Probes

Constraint@reconditionghatmustbemetfor amethodto functioncorrectly Constraints
aresimilar to the preconditionspostconditionsandinvariantsof the Eiffel programming
language[14]. In Eiffel a componentdesignerwould formally specify preconditions,
postconditiongndinvariants.If theresultingapplicationis runwith monitoringswitched
on violations of the conditionswill causeassertiondo throw an exception. The com-
ponentdevelopercan define exceptionhandlersthat fix the issueand allow continued
operationor they canallow the exceptionto causethe programto halt[14].
Active Interfacesprovide a mechanisnthroughwhich constraintscould be imple-

mentedashybrid probes. The implementerof a beforecallbackin active interfacescan

checkthevaluesof the parameterso the method.If a preconditionconstraintis violated
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the callbackcodecanreturndery andthe methodwill returnwithout executingits code.
In additionto this an after callbackcanbe usedto checkpostconditionsandinvariants.
Possiblyrestoringthe pre-invocationstateif the constraintsareviolated.

For the purposesf monitoring we generallydo not wish to intercedein the target
systemsoperation. Insteadof derying the methodinvocationthe callbackcode could
publishan eventindicatingthat a constrainthasbeenviolated. In a systemutilizing the
Active InterfaceProbeRun-Time Infrastructurdt would be simpleto developa probefor

which constraintscouldbe changeddynamicallyatrun-time.

4.5.3 Hybrid Active Interface Probes

As definedin the probingchapter hybrid probescombinesomeaspectof passve trig-
geredprobesandactively triggeredprobes An Active Interfacehybrid probecouldcollect
informationin responsé¢o thenormalbeforeanaftercallbacksrom thetargetsystem.in
responseo informationrequestspr on a schedulea summaryof the informationcould
bepackagedsaneventandsentout to the monitoringinfrastructure.

A particularly usefulapplicationof this technologywould be the creationof probes
that monitor a high frequenyg event in the target system. Insteadof bombardingthe
monitoringsystemwith eachof theseeventsa countor summarizatiorwould take place
andbe deliveredto the monitoring systemon a schedule. Alternatively, the individual
eventscould be storedfor someperiodof time andprovidedto the monitoringsystemin

responseo specificrequests.

70



4.6 Demonstration of the Active Interface Run-Time In-
frastructur e

We have createda demonstratiorof the Active Interface Run-Time Infrastructure. The
purposeof the demowasto testthe Active Interface Probe Run-Time Infrastructures
ability to deploy andinteractwith probesn a systemat run-time.

The previously existing targetsystentor the demonstrationms a Client-Serer Dictio-
nary Clientssendthesenera St ri ng. If theSt ri ng is aword the Dictionary sener
returnsavalueindicatingthatthewordis valid. If theSt r i ng doesnotrepresenaword
thedictionaryreturnsa St r i ng indicatingthatit wasnotaword. The systemis written

in JavaandusesT CP/IPfor communication.

Machine A

Probe —O¢—>» Siena

Launcher Server

Event
Delivery

/.
%

. Shell
Siena €

Server %

Dictionary L Dictionary, Probe
) TCP/IP
Client — Server Adapter
Machine C Machine B
—( interfaceNotifiable —@ Probe

Figure4.8: TheDictionaryDemoof the Active InterfaceProbeRun-Time Infrastructure.

We developeda probeconfigurationcalledDi ct i onar yConfi gibdul e by ex-
tendingthePr obeConf i gMbdul e class.In theinit methodof theDi ct i onar yCon-

f i gModul e we adda singleHookCont r ol calledTi mer asa classprobeof all ob-
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jectsof theclassDi cti onary. It alsoimplementsthe abstractmethodf ocus from
the Pr obeConf i gMbdul e class. Thef ocus implementationis designedto passa
parameteto a staticf ocus methodin the Ti mer HookContr ol .

The key methodsof HookCont r ol arei nit Cal | backs andr enoveCal | -
backs. WhenTi ner’si ni t Cal | backs methodis called with the Adapt abl e
objectDi cti onary asits agument,two callbackswill be hooked up. One before
theDi cti onary’si sVal i d methodandoneafterit. Whenlaterinvokedthe before
callbackgetsthe currenttime anddeliversan eventencapsulatingnformationaboutthe
methodinvocationto the Pr obeAdapt er . The after callbackagaingetsthe current
time. It thencalculateghetime sincethe beforecallbackandincludesthis informationin
theeventit deliversto the Pr obeAdapt er .

Ti mer hastwo methodsin additionto thoseof the HookCont r ol interface. The
first met hodl nvoked is usedfor beforecallbacks.It getsthe currenttime whenit is
invoked and deliversan event to the Pr obeAdapt er for publicationinto Siena. The
secondmethod,met hodRet ur ni ng is usedfor after callbacks.It againgetsthetime
andcalculateghetime spentfulfilling therequestlt thendeliversaneventencapsulating
this informationto the Pr obeAdapt er . Ti ner’s staticf ocus methodcan accept
eitherof two St r i ngsto have ameaningfulresult.If theSt ri ng “summary”is passed
in the Ti mer quits delivering beforeeventsto the Pr obeAdapt er andonly delivers
the afterevent. If the St ri ng “beforeAndAfter” is passedn Ti nmer will deliver both
beforeandafterevents. Any otherSt r i ngswill resultin aresponseventthatreports
the statusasfailed.

To giveanideaof thesimplicity of implementinghePr obeConf i gur at i on inter-
face by extendingPr obeConf i gMbdul e, Di cti onar yConf i gModul e contains
sixteenlines of code(including methodsignaturesand such). Only threeof theselines

of codeare actually specificto the Di ct i onar yConfi ghbdul e. Ti ner is alittle
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moreinvolved. It requiredaroundseventy lines of code. Approximatelytwo thirds of
thisis cookiecuttercodethatwould be significantlysimilar for any HookCont r ol , the
remaindemwasthe actualprobeinsertioncodeandthef ocus method.

This setupwas intendedto be trivial. It doesnot handlethe possibility of multiple
overlappingrequestdo thedictionary However, Active Interfacesprovide all of thenec-
essaryinformationto distinguishbetweenmethodinvocations,so it could easily have
beenupdatedo dothis.

A ProbeLauncher andgraphicaluserinterfacewerecreatedo launchandinteract
with the probesat run-time (seeFigure 4.9). The Pr obeLauncher implementsthe
interfaceSi ena. Not i fi abl e. It registersto receve all probeinfrastructureevents
andall sensedventspublishedby thetargetsystem.The setconfigurationbuttonallows
the userto setan active Pr obeConf i gur ati on. Clicking on ary of the remaining
buttonsresultsin the publicationof an infrastructureevent targetedat the active probe
configuration. The top text areain the GUI displaysresponseventsthat are generated
for the infrastructureeventspublished. The bottomwindow displayssensedventsthat
weredeliveredfrom the deployed probes. The GUI simplified the testingof the AIPRI
by allowing the dynamicdeploymentandcontrol of probeconfigurations.The setcon-
figurationdialogbox (openin 4.9) allows the userto enterthe nameandURL for a new
probeconfiguration.All subsequengéventstarget the configurationthe userenters.The
launchemwvasinitially createdor this demonstratiofut we continuedo useit for testing
purposesn the developmentof thedemonstrationsf thefull monitoringsystem.

The dictionary sener is startedin the Shell which startsthe AIPRI. The dictionary
sener runsasnormalfulfilling requestdrom ary clients. Whenthe deploy eventis re-
ceived by the AIPRI the probe configurationnamedin the eventis downloadedto the
probeadapterand storedon the local host's disk. Whenthe probeconfigurationis ac-

tivatedit monitorsthe time requiredby the sener to searchfor the words sentby the
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[&iProbe Launcher M=
Depluyl Install Activatel Deactwatel Umnstal\l Undepluyl QuerySensedl Focus Setcunﬁguratmnl

Configuration: inspect.DictionaryConfigModule

Caonfiguration URL: hitp:fwew. o5 wpi.edul~heinemanidasadaiinspectConfigModule. jar

Infrastructure Events [i2 5t Configuration 9 [=] E3
DeployResponse from inspect DictionaryConfigModule on therapy requestSuccess Gonfiguration Mame.

InstallResponse from inspect.DictionaryConflaModule on therapy Status:Success |

ActivateResponse from inspect.DictionaryConfigModule on therapy Status:Success

GenerateSensed from inspect DictionaryConfigModule on therapy Configuration URL:
Class:Dictionary Method:isValid Callback befare |
Class:Dictionary Method isValid Callback after

FocusResponse fram inspect DictionaryConfigModule on therapy Status: Success 0K | Cancel

I

Delivered Events:

event{ Event="=7xml version=1"1.00" encoding="UTF-8"?=\n=event=ln <packager value="nullf'f=in <timestamp ;I
walue=\"987 23370527 2¢"=\n =parameters=\n =callback type=""aftier’r=\n =ohject value=\"Dictionary@26h249¢/=\n  =class
name={"Dictionard®/=in  =method name=VisValid(String)t'/=\n  =parameters=in =param ftype=Vjavalang.StringBuffer’
walue=l'gueentf=ln  <parameters=\n =iparameters=in<fevent-\n" Hostname="therapy' MethodMame="isValid(String)"
FrobeConfigurationMame="inspect.DictionaryConfigModule” ProbelnfrastructureEventType="gensed” ProbedClass="Dictionary"
ProbedObject="Dictionary" SystemID="therapy"}

event] Event="=7xml version=1"1.0"" encoding=1"UTF-8"7=\n=event=ln =packager value="'null"/=in =timestamp
walue=\"9878337345751"/=\n =parameters=in  =callback type=V"afer’r=in  =ohject value=Y"Dictionary@26h249/=In  =class
name=""Dictionandf=in  =method name=VisValidiString)t'f=\n  =parameters=in =param type=Ujava.lang StringBuffert!
walue=U'king"f=\n  =/parameters=in =/parameters=in=/event=n" Hostname="therapy" MethodName="is¥alid(String)"
ProbeConfigurationMame="inspect.DictionaryConfigModule” ProbelnfrastructureEventType="Sensed” ProbedClass="Dictionary"
FrobedObject="Dictionan” SystermID="therapy"}

Figure4.9: TheProbeLauncherGUI.

client.
Thedemonstratiorsuccessfullyshovcasedhe ability of the AIPRI to handlethe dy-

namicdeploymentandcontrolof active interfaceprobeso arunningsystem.

4.7 Conclusions

In this chapterwe have presentedhe designof the Active InterfaceProbeRun-Time In-

frastructure We shoved how it alignswith the high level designandhow it canbe used
to dynamicallyaddnew probesto a runningsystem.We presentedhe designof anauto-
maticprobethatgreatlysimplifiesthework of asysteminstrumenterWethendescribed
demonstratiorf the Active InterfaceRun-Time Infrastructureéhatwasusedto introduce
our collaboratordo its use.In the next chaptemwe will discusgheintegrationof the sys-
tempresentedherewith thefull monitoringarchitecturedoeingdevelopedcollaboratvely

with ColumbiaUniversity’s ProgrammingSystemd.aboratory
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Chapter 5

Monitoring Ar chitecture and

GeoWbrlds Demo

5.1 Intr oduction

In this chapterwe describea completemonitoringsystemthatis beingdevelopedin col-
laborationwith ColumbiaUniversity. We briefly describehe component®f the system,
how they interactandhow the Active InterfaceProbeRun-Time Infrastructurewvasinte-
gratedinto the system. We introducethe notion of a gaugeand presentseveral gauges.
We thendescribethe tagetsystemthatwill be usedfor a demonstratiorof the complete
monitoringarchitecture.We describethe developmentof probesto collectinformation
from this systemandfinally we describegaugeghat we have developedfor usein the

demonstration.
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5.2 KinestheticseXtreme: KX

KinestheticseXtreme(KX) is a dynamicsystemfor run-time monitoring of the func-
tional and extra-functionalpropertiesof component-basesystemgseeFigure 5.1). It
is composedf threemain parts: probeinfrastructure event infrastructure,and gauge
infrastructure.

The probeinfrastructureincludesthe varioustypesof probes,the mechanismgor
insertingprobesinto a target system,andpoliciesfor how the probescanbe controlled
by themonitoringsystem.The Active InterfaceProbeRun-Time Infrastructuredescribed
in the lastchaptethasbeenselectedasoneof two primaryimplementation®f the probe
infrastructurefor this system. The otheris worklets a technologybeing developedat

Columbia.

User Observes Gauges

User }4 ‘
Gauge| Gauge

Complex Even T Complex Ever

Architectural
Spec

Gauge Infrastructu

Event: Pattern -

Event Infrastructure Persisten Static
‘ Store Analysis

>
1 —e Probe
» ]
—p Connector
Machine B
Machine A Component

Distributed Target System

Figure5.1: Captiongoeshere.

In KX, whena probeis triggeredit will generatea FleXML event. FleXML is an
XML-lik e formalism with extensionsthat allow for partial ordering,incrementalhan-

dling of documentsasthey becomeavailableanddiscovery of how to handlepreviously
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unknowvn tags[20].

The eventinfrastructurevasprimarily developedby ColumbiaUniversity. It is com-
posedof an event standard,an internetscaleevent bus, a patternlanguagea pattern
matchingfacility andaneventstoragdacility. Theeventstandardeingusedis the Smart
EventsSchemd31]. Eventswill containtype,time stampandlocation. Specificevent
types may be definedthat include additionalinformation. The XML-based Universal
Event Service(XUES) overlaysSiena[20]. Sienaprovidesa distributedeventbus sup-
porting publish/subscribandsimplefiltering serviceghroughwhich eventsaredissemi-
natedto interestedparties[5, 6]. XUES combineghreemainentities:aneventpackager
an event distiller and an event notifier. On entry into XUES eventsare processedy
the eventpackager The event packageis responsibldor encapsulatingventsin smart
eventsand Sienanotifications. The packagemlso saresthe eventsinto a databaseThe
baseattributesstoredfor eacheventareits source time of receipt,type of data,andthe
actualdata. Eventsdo not persistin the databasendefinitely, insteadtherewill be an
expirationmechanism.The eventdistiller supportspruningof the datasetindthe detec-
tion of meta-@ents(patternsf singleevents). Theeventdistiller insteadof beingasingle
componenbf the designis a subsystemilts actiities arebuilt ontop of a secondorivate
Sienaeventbus. Eventsfrom the systemwide event bus aretransferredo the internal
bus[12]. Theinternaleventbus hasbeenusedto allow the distribution of the pattern
matchingto a numberof sitesandto take advantageof its subscriptionmechanismso
provide afirst pasdilter. Thestatemachinesareconstructedrom rulesspecifiedn XML
documentsWhena statemachinedetectsa matchto its patterna meta-&entis created.
Theindividual eventscomprisingthe meta-@entare encapsulateth a singleeventand
publishedto the external Sienabus[12]. Notifiersregisterto receve thesemeta-eents.
Furthermorethe meta-@entsare publishedbackto the internalbus. This allows other

statemachinedo be specifiedthat consumemeta-e&ents. The XML documentghatare
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usedto createthe statemachinesare createdandpassednto the eventdistiller by event
notifiers. Eventnotifiersdeliver notificationsthatthe meta-@enthasbeenreceved onto
gaugessemi-persistergtorageandotherinterestedarties.

In KX, gaugessubscribefor notificationsof singleeventsor patternsof events. The
gaugeinfrastructureprovidesa framawork for the creationandexecutionof gauges.At
thistime it consistgprimarily of the languageusedto createpatterns.Iin a future version
of KX gaugewill beintegratedinto TRIKX (seenext paragraph)Gaugeswill in general
be developedby domainexpertsandinsertedinto the gaugeinfrastructure.Eachgauge
will then subscribeto the eventsin which it is interested. If a gaugeis interestedin
a comple event it will uploadthe patternof eventsthat comprisethe complex event
to the eventinfrastructure. In the initial prototype,gaugeswill be obsened by human
operatorsvho will make decisionshasedon their output. The gaugesve describeaspart
of our demonstratiordo not integratecompletelywith the KX gaugeinfrastructureasit
was not availablein time to allow integration prior to the Junedemonstration.Instead
our gaugessubscribedirectly to the primary Sienabus for delivery of raw eventsfrom
theprobes.Any patternrmatchingor processingequiredis performedby thegaugesThe
KX architecturas built sothatin laterwork gaugent¢gauget+ agentwill make decisions

andtake actionbasedn the eventpatternghey monitor.

5.3 Integrating the AIPRI with KX

By usingthe model/viev/controllerdesignpatternin thedesignof KX, integrationissues
have beengreatlysimplified. Probesarethe partof the controllerthatinteractswith the
model (the target system). The remainderof the controlleris composedof the Siena
eventserviceandthe SmartEventsschema.The controllerin the modelview controller

allows decouplingof the model and the views. Sienas publish/subscribenechanism
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accomplisheghis. The AIPRI probeadapterprovides an interfaceto the Sienaevent
services. Integration simply requiredconnectingthe probe adapterto the appropriate
Sienasener hierarchies.The AIPRI createsand emitssmartevents. Eventssensedy
probesin the AIPRI canthereforebe deliveredthroughthe Sienabusdirectly into KX.
Eventsemittedby the probeswill automaticallyhave two destinationsn the monitor
ing system.Thefirst is the event packager The event packagergprimary functionis to
translatenon Sienaeventsfor consumptiorby the restof KX. AIPRI eventsarealready
deliveredin Sienaformatsothis stepis notnecessarylheprimaryfunctionis notneeded
by eventsemittedfrom the AIPRI sincethe eventsare emitteddirectly as smartevent
bearingSienanotifications. In additionto this functionthe packageiprovidespersistent
storagdacilities. Persistenstorageas usefulfor post-mortenunderstandingf theevents
thatled to a failure. It alsomay be usefulto enablerefinementof the understandingf

how servicequality hasdegradedovertime.

5.4 Gauges

Gaugesarethe consumersf probeoutput. They areusedto procesgheincomingevents
into meaningfulinformation and relatethe informationto decisionmakersin a useful
fashion.Decisionmaker hereneednot referto a person,t could insteadindicatea soft-
wareentity thatwill make decisionsasedn the providedinformation.In theremainder
of this sectionwe presenseveralgaugesanddescribehe natureof the probesthatwould
supportthem. In the GeoWbrlds Gaugessectionwe discussactualimplementationof

severalthatform partof the GeoWorlds Demonstration.
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5.4.1 PerformanceGauges

Performancegaugescan be appliedto a numberof issues. The mostobvious of these
is the determinationof how long a processakes and wheremostof the time is spent.
This determinatiorcanallow developersto focustheir enegieswherethey will be most
beneficial. This haslargely beenthe realm of specializedsystemdor the performance
analysisand tuning of parallel systemsor hasbeenachiered throughthe useof post-
mortemtools like prof and gprof [32]. Thesetools have often beenoperatingsystem
or hardware dependent. With active interfacesand the KX architecturewe can bring
performancemonitoringto generakoftwaresystemsatrun-time.

A generalperformancanonitoringgaugewould registerfor all eventscomingout of
a particularsubsystem.Eachevent will have a time stampincludedby the proberun-
time infrastructure.As the gaugerecevestheseeventsit calculateghetime difference
betweertherelatedeventsthatoccurredbeforeandafteramethodcall. Thisinformation
canbeaggregatedon a permethodbasisandon a per class/objecbasis.A gaugecould
have multiple views shoving wheretime is spent.A default view shavs hov muchtime
is spentin eachclassor object. Theusercanclick onthe gaugeto shov a detailedbreak
down of which particularmethodsareusingthe mosttime.

We suggesspecificallytargeting distributed systemperformance.Many distributed
programmingframenorks attemptto make locationtransparento the programmer Re-
moteobjectsor servicesareaccessedsif they wereresidenton thelocal machine.This
approachmakesprogrammingdistributedsystemsconsiderablyeasier However, by ab-
stractingaway locationthey alsoremove the programmergonsciousnessf the possible
consequencesf remotenessPerformancgaugesanbe usedto highlight theimpactof
interactingwith remotecomponents.

Distributedprogrammingramenorks oftenmake useof stubsto allow thelocal pro-

gram interactwith remoteservicesin a straightforward way. By specifically probing
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thesestubswe cancollectinformationaboutdistributedserviceperformanceln this ap-
plicationit would beusefulto additionallyidentify thehostof theremotesystem.It might
be possiblethata particularhostwasintroducinglong delays.If a differenthostexisted
on which the servicecould run, the gaugescould overseeto the reconfigurationof the

system.

5.4.2 Constraint Violation Gauges

In the Active Interface ProbeRun-Time Infrastructurechapterwe presentectonstraint
monitoring probesthat could monitor the preconditions postconditionsand invariants
of a method. In that sectionwe presentedhe constraintcheckingas a possibleuse of
hybrid probes. If hybrid probesare usedto perform the constraintcheckingand only
emit eventswhen constraintsare violated, a constraintmonitoring gaugewould simply
needto displaywhat methodinvocationshave violated constraints.However, constraint
checkingcould be performedby gaugeson eventsemittedfrom generalprobesaswell.
In that case,the gaugewould needto registerfor all eventsemittedby certainmethod
calls. The gaugeitself would then compareparametervaluesagainstconstraints. The
two possibilitieshave the exact sameoutcome. They offer the gaugedesignera trade
off. Whenprobesmplementthe constraintdewer eventsenterthe monitoringsystem.If
thereareotherpartiesinterestedn thoseeventsit makessensdor theconstraintchecking

to be performedby gauges.

5.4.3 Failurelsolation Gauges

Failure isolation gaugeswork in two stages. First they mustlocalize the sourceof a
failure in the system. After the failed moduleis localizedit canbe isolatedinstructing

the probeat the isolation point to usethe active interfacedery mechanism.In orderto
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do this the developermusthave a deepunderstandingf the system. Simply isolating
ary failing componentouldhave disastrougffectson the softwaresystem.Howeverthe
first stage failurelocalizationcanbe utilized with out risk andpossiblywith significant
benefit.We thereforpresentailurelocalizationgaugessindependengntities.Following
this presentationve discusghefull isolationgauge Finally we discusghecircumstances
thatmusthold true for thesegaugego work atrun-time.

Failure localizationrequiresthe insertionand activation of probesat key locations
in the code(asdeterminedoy someondamiliar with the target system). Eachprobeis
setup to emit beforeand after events. Faultsarelocalizedby pairing beforeand after
eventsfrom theprobes.f afailureoccurs,or anuntrappedexceptionis thrown theevents
will not form pairs. The incompleteevent pair deepesin the call tree representghe
localizationof the failure. By examiningthe parametersn the last successfubventit
may be possibleto determinethe reasondor the failure. It is importantto notethata
trappedexceptionwill resultin someunmatchedairs. However, at the locationin the
codewheretheexceptionis caughtamatchingreturneventwill begeneratedTo facilitate
failure localizationwe have designeda probethatincludesadditionalinformationalong
with thatincludedto describethe methodcall that triggeredthe probe. Specificallyit
includesthethreadid of thethreadthatis executingin theprobecodeandaserialnumber
whichwill beincrementedafteruse.With active interfacesthe threadin the probeis the
sameasthatwhichwasexecutingin the probedmethod.Thesetwo additionalparameters
canbeusedto helpcorrelatesvents.

Oncethe failure hasbeenlocalizedit may be possibleto isolatethat portion of the
call tree. Active Interfaceallows the callbackmethodto dery theinvocationof thetarget
methodby returninganexceptionobject. The probecould beinstructedto dery or over
ride ary furtherinvocationsof the errantmethod.If thereasorfor thefailure wastraced

to acertainparametevalueor rangeof valuesthe probecouldonly dery themethodonly
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if theerrantparameterecurs.Active Interfacealsoallows the overridingof a methodby
returninganoverrideobject. Active Interfacesprovidesanotherpossibility. If the probe
developerwasableto locateanalternatamplementatiorof the desiredfunctionality they
couldoverridetheerringmethod.In this situationthe probewould invoke the new imple-
mentationandreturnan override eventthat encapsulatethe correctresult. The Active
Interfacehookin the targetmethodwould returnthatresultand preventthe executionof
theoriginal method.

Failurelocalizationcanberun post-mortemn ary failuresituation.Run-Timefailure
localizationandfailureisolationcanonly work in certaincircumstancesSpecificallythe
systemmustbe ableto recover from theinitial errorfailure. Active interfaceprovidesno
recovery mechanismWhile thisis alimitation it doesnottotally destrg the potentialof
this type of monitoring. The mostlik ely situationin which this type of monitoringwould
beusefulis in anasynchronouswocationsituation.In thattypeof systenthedecoupling

providesgreatepossibility for initial recovery.

5.4.4 ExperienceBasedExpectation Gauges

ExperienceBasedExpectationgaugesmonitor someaspeciof a computationover time
anddevelop a history of its obsered behaior. Eachtime the computationoccursnew
resultsareaddedo thehistory. If thecomputatiordeviatesfrom its averagebehaior it is
flaggedandbroughtto theattentionof decisionagents EBEsprovide avery usefulsubset
of performancegaugesbut their useis not restrictedto performancean the traditional
sense.Any computationthat producesa resultthat can be quantifiedstatistically with
respecto its correctnessr desirabilityis a suitabletargetfor EBE gauging.We suggest
that an EBE could be usedto monitor inputsto a method. Inputsthat fall far outside
therangeof typical valuescould beindicative of a problemin the calling module.Other

potentialtargetsof EBEsinclude: cachehit rate,the numberof resultsreturnedby one
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searchenginerelative to the numberreturnedby others databas¢éablequeryrates.

5.5 The TargetApplication: GeoWorlds

GeoWobrlds is a component-basethformation managemensystem. It integratesdis-
tributedinformationsourceswith geographidnformationsystemsandinformation pro-
cessingservices.lt is intendedto allow a userto quickly assembleanalyze displayand
shareinformationabouta region, its resourcesandsomeparticularactwity. The system
hasbeendemonstratedor usein disastermanagementntelligenceanalysisandscien-
tific collaboration. GeoWorldsis comprisedof customcomponentsCoTS components
andpublicly availableweb-basederviced9]. GeoWbrlds hasbeendesignedo simplify
theadditionof new services.

Thedistributednatureof the serviceautilized andtheintegrationof commerciaktom-
ponentamakesGeoWorldsa goodcandidatdor ademonstratiotestbedor the continual
validationsystem.

Of particularinterestfor monitoringis theservicdaunchingarchitecturef GeoWorlds

5.3. ThelnformationManagetis calledDasher

5.6 Preparing GeoWorlds for Monitoring

Therearefive stepsnecessaryo prepareGeoWbrldsfor monitoringin by KX.

1. GeoWbrldsmustbelaunchedoy the AIPRI shell.

2. Appropriatetargetclassesnustbeidentified.

3. Thetamgetclassesnustbe preparedor probingby AIDE.
4, Probesmustbedeveloped.
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Figure5.2: The GeoWorlds Client and the Information Managerare the primary user
interfacefor developingincidentsandgatheringdatafrom web-basedearckhutilities.

Gaugesnustbedeveloped.

The GeoWbrlds systemis launchedby runninga seriesof perl scripts. In orderfor
the Active InterfacesProbeRun-Time Infrastructureo monitor GeoWbrlds,they mustbe
startedn thesameJava Virtual Machine.To accomplisithis we modifiedthe GeoWbrlds
launchingperl scriptssothatthey launchGeoWbrldsin the AIPRI Shell. Thechangewvas
simple,requiringthealterationof only two linesof thescript. Thefirst line wasto include
in the classpathithe AIPRI classesandto prependhe location of the probedclassedo.

Thesecondine launcheghe AIPRI shellwith the GeoWbrldsmainclassasanargument.
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Figure5.3: The GeoWbrlds DasherServiceandJobManagemenArchitectureoversees
theuseof thedistributed( andweb-based$erviceson which GeoWorldsRelies.

TheAIPRI shellwould thenlaunchthe probeadapteand GeoWorlds.

Perhapghe mostimportantstepis developingan understandingf how the system

works andidentifying target classes.This is critical to designingusefulgaugesandthe

correctplacementof probesto gatherthe necessarynformation. In generalit is ex-

pectedthat peoplefamiliar with the systemwould identify probelocations. The actual

GeoWrldsclasseghatwereprobedwill bedescribedn the next section.

The next stepin preparingGeoWorlds for monitoringwith Active Interfaceswasthe

insertionof the active interfacehooks.The AIDE compilerwasusedto inserthooksinto

theclasseandprepareghemfor usein the AIPRI.
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Beyondthesepreparatiorstagest is only necessaryo developanddeploy theprobes
andgaugeshatwill beusedfor themonitoring. Thesestepswill be describedn the next

section.

5.7 GeoWbrlds Gaugesand Demonstrations

KX was demonstratect the DARPA DASADA Demo Days conferencen Baltimore
Marylandon June4-6, 2001. We demonstratethe Active InterfaceDevelopmentEnvi-
ronmentandpresentedwo gaugeshatwe developedshav Active Interfacesandthe Ac-
tive InterfaceRun-Time Infrastructuran action. In additionto beingusedin our demon-
stration,Active Interfacesandthe AIPRI wereusedby ColumbiaUniversityasthe probe
infrastructureor thedevelopmenbf theirdemonstrationln theremaindeof this chapter

we presenthegaugesandprobesusedto for our demonstration.

5.7.1 QueryWatcher

As an early testof the AIPRI’s ability to monitor GeoWbrlds we developedQuer y-
Wat cher . Quer yWat cher is an Active Interface enabledprobethat monitorsweb
gueriesgeneratedoy GeoWorlds users. Quer yWat cher maintainsa list of trigger
words. If the userperformsa query that containsone of the trigger words, Quer y-
WAt cher generatesnevent. The Quer yWat cher focus methodprovidesa mecha-
nism for the run-time addition or removal of trigger words. A gaugewas createdthat
trackedtheincidenceof triggerword queries.Quer yWat cher wasbuilt to demonstrate
the possibleutility of having acces2o methodparametergrom the target system. To
monitor the queriesit was necessaryo extract the information from objectspassedas

parameterso the Syst emJobPool .
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5.7.2 EBEs

Oneof the maininformationsourcesusedby GeoWorldsis datareturnedby web-based
searchengines GeoWbrldsallows a userto querymultiple searchenginesatatime. The
way the GeoWbrlds servicearchitecturas constructedo resultsarereturnedto theuser
until all of the searchenginesreturn. The resultsare thenmeiged anddisplayedall at
once.

GeoWorlds doesnot provide ary feedbackon the performanceof the varioussites
beingused. Whenusersexperienceslow searchtimesthey have no ideawhatsiteis to
blame.To overcomethis we developedanexperiencebasedexpectationgaugeto monitor
the performancef theweb-basedearchacilitiesusedby GeoWbrlds.

Thebargraphgaugen figure5.4wasusedto track searchperformancey the search
enginesused. In additionto displayingthe performanceof the currentquery the gauge
shavsthefastestslowestandaveragesearchspeeds$or eachof thesites. The GeoWbrlds
applicationallows usto excludehostsfrom queryprocessingFeedbackrom our gauge
allowed usto identify slow hosts. We thenusedGeoWorlds GUI to eliminatethe slow
sitesfrom futuresearches.

To generatehe appropriatanformationwe probedtwo classegrom GeoWorlds ser

vice launchingarchitecture:
° edu. i si . dasher. webw apper. WebW apper Ser ver $SRun\\ebW apper
° edu. i si . dasher. webwr apper . Extr act WebLi nks

We probedbeforeandafter the r un methodof the RunWebW apper classto get
the time taken for the generalcasewhenresultsare returnedby the searchengine. To
calculatethe time we get the currenttime when the before callbackis executed. We
againget the currenttime when the after callbackis executed. The differenceis the

time thatthe servicewasexecuting. Sincethe servicearchitectures multi-threadedve
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Figure5.4: SearchEnginePerformancesauge. This gaugeshaws the current,fastest,
slowestandaverageperformancef the searchengineautilized by GeoWorlds.

needa way of identifying which beforetime correlatesto which after time. We use
thestaticThr ead. current Thr ead() . get Name() methoddo returnthecurrently
executingthreadsname.We usethis nameasthe key on which we hashthe beforetime.

Whenwe get after callbackswe againretrieve the threadnameand useit extract the
beforetime. We alsoprobedthequi t methodof theRunWWebW apper classsothatwe

couldterminatenicely if the servicetimesout. The RunWebW apper . r un methodis

concernedvith the low level detailsof executingthe queries.It is not possibleto extract
the searchenginenamefrom the callbackson the run method. Thereforein additionto

probingRunWWebW apper , we probedtheget Li nks methodof the ExtractWebLinks
class.Fromthe agumentso the get Li nks methodwe areableto identify the search
enginefor which the currentqueryis beingrun. To matchthe searchenginenamewith

thetime we againutilize theThr ead. current Thread() . get Nane() methodto

extractthenameof thecurrentlyexecutingt hr ead andcorrelatehesearclenginename

with therunningtimesextractedfrom the RunWWebW apper class.
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5.7.3 Upgraded ProbelLauncher

For the DASADA Demo Dayswe developedan upgradedProbelLauncher(seeFigure
5.5). The new probelaunchershows the stateof the variousprobeconfigurationson the
tamgetsystem.It alsomaintaingersisteninformationthatallowsit to resynchronizevith

thetargetsystemafterarestart.

Egg Configuration Maintenance

ConfigModule -
QuentdatcherConfigModule
SysJobPoolConfiadodule

AnotherOne

DictionaryConfighodule j Undeplay

Configuration Information

Infarmation far QuerdtiatcherConfigModule ;l
] _'I_I
E%the Maintenance =]kl
Filz  Help
Uninstalled Inactive Active
QuergdratcherCaonfi SearchWWrapperCor
= v = e Focus
= = Guery
[ N R O
Status InstallResponse cfy QuendatcherConfigMadule on therapy requestSuce

Figure5.5: The GeoWsrlds DemonstratiorProbeLauncher
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5.8 Conclusion

In this chaptemwe describedheintegrationof the AIPRI with KX, themonitoringsystem
developedcollaboratvely with ColumbiaUniversity. The monitoringsystemwasshowvn
at the DASADA Demo Daysconferenceandsened asa solid proof of conceptfor the

ideaof agenericmonitoringinfrastructure.
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Chapter 6

Conclusions

In this thesiswe madecontributionsin threemainareas.

Thefirst contribution wasrelatedto probes.We examinedthe waysthat probescan
collectinformationfrom runningsystemsandcataloged&numbetrof existingtechnologies
that cansene asprobes. We explicitly describeda numberof probetypesthat canbe
implementedisingActive Interfaces.

Thesecondontribution wasthedevelopmenbf aProbeRun-Time Infrastructurehat
canbe usedto deploy andmanageorobesat run time. We describeda high level design
thatwould allow for implementatiorof the run-timeinfrastructurefor the variousprobe
mechanismsWe providedanimplementatioranddemonstratiomf thedesignfor Active
Interfaces.

Thethird contribution of this thesiswaspatrticipationin the developmenibf ademon-
strationof the full monitoring architectureto monitor GeoWorlds. This demonstration
was shavn at the DASADA Demo Daysconference.We utilized the Active Interfaces
ProbeRun-Time Infrastructureto supportthe developmentof probesto collectinforma-
tion from GeoWbrldsat run-time. Additionally we assistedn thedevelopmenif gauges

andmeaningfull scenariosvhich highlightthe ability of the monitoringsystento detect
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problemin the system.

6.1 FutureWork

Therearea numberof areasvherework cancontinueon theimplementatiorof the Ac-

tive InterfaceProbeRun-Time Infrastructure.The currentimplementatiordoesnot take
into accounthepossiblepresenc®f multiple probecontrollingentitiesin themonitoring
system. Any entity canshutdavn a probe,with out regardto its useby otherentities.
Sienas subscriptionmechanisnprovides a way that partiesthat are interestedonly in

certaineventsfrom a probecannarrav their subscription.However, for efficiency pur

posesijt is undesirabldéo have all of thefiltering take placein sienna.This limitation can
be overcomeby integrating somesupportfor tracking interestedpartiesinto the Probe
Infrastructure.If no interestedpartiesexist for a particulareventit will not be delivered
into Siena.Additionally, implementation®f the ProbeRun-Time Infrastructurecould be
built for the otherprobingmechanismslefinedhere.

This wasthefirst yearof a multi-yearproject. As suchit wasdesignedasa proof of
conceptandhasnot yet reachedts full potential. One of the longerterm goalsof the
DASADA projectis to allow checkingof the correctnessf softwaresystemsatrun-time.
In this first yearwe have concentrate@n informationcollectionanddissemination We
built gaugeghat measuregropertiesof the systemthat are easyto quantify. In future
work the typesof gaugesmplementedshouldbe expandedto include posetevaluation
gaugeghatcandeterminaf the communicatiorpatternsof anindividual component®r
collection of componentsnatchpreviously definedpartially orderedsetsof events. A
majorrequiremenfor the implementatiorof this type of gaugeis deepunderstandin@f

the systembeingmonitored.
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Appendix A

Probe Runtime Infrastructur e APIs

All APIs aredescribedaseventssothat probescanbe remotelycontrolledandthe data
they produceremotelyconsumed.The syntaxshavn belaw is for publishingthe event.
Eachpublishedeventis recevedby thoseclientswho registerinterestin thatevent. Each
Probeeventis acknavledgedwith a partnereventcontainingthe statusof the operation
(in mostcasessucces®r failure).

A.1 CoreProbeManagementAPI

Theseeventsaredeliveredto Sienafrom Managemeninterfacesdesignedo deploy, in-
stall,andactivateprobeconfigurationslt is possiblethatgaugesr gaugemanagergsee
Gaugelnfrastructurevorking group)may alsoissuethesemanageriabvents.

1. Deploy aProbeConfiguration(eventtype: deploy, responsedeployResponse)

Deploy (in String Probe-Configuration-Name, in String Hostnane,
in URL Probe- Configuration-Mdul e)

The Probe-Configuration-Moduléefiningthe namedProbe-Configuration-
Namebecomesan available probeconfigurationon the machineidentified
by Hostname TheProbe-Configuration-Modulis a URL thatpackageshe
codeanddeclarationsnieededo constructinstancef the probeconfigu-
ration. Theformatof the probepackagéas language-specifibut otherwise
shallbeagenericstandardsuchasJava Archive, TapeArchive,or aZip file.

2. Installa ProbeConfiguration(eventtype: install, responseinstallResponse)

Install (in String Probe-Configuration-Nanme, in String Hostnane,
in String Target System
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The alreadydeployed Probe-Configuration-Namen Hostnamas incorpo-

ratedinto thenamedrunningTargetSystemTheprobegdefinedin theprobe
configurationareinitialized to their deactvatedstate(i.e. not sensingary

behaior in therunningsystem).If TargetSystems not runningat thetime

the Install event is receved, then Probe-Configuration-Names installed
when TamgetSystems startedon Hostname(this enablesprobesto sense
startupbehaior andcorresponds$o how statically placedprobeswould be

deployed andinstalled). The ProbeAdaptor (seeSection) is responsible
for instantiatingor constructingprobeswhen the probe configurationis

installedon arunningsystem.

3. Activatea ProbeConfiguration(eventtype: activate,responseactivateResponse)

Activate (in String Probe-Configuration-Nane, in String Hostnane,
in String Target System

The already installed Probe-Configuration-Namen TargetSystemon
Hostnameis activated so that it sensesbehaior in the running system.
In this activatedstate,probesmay issue Senseeventsfor somesubsetof
the behaior they obsere. Note: If anActivationeventis receved before
the named TargetSystemis running, then Probe-Configuration-Names
actvatedwhenTargetSystenis initially startedon Host.

4. Undeply a ProbeConfiguration(eventtype: undeplqy, responseundeplyResponse)

Undepl oy (in String Probe-Configuration-Name, in String Hostnane)

Resourcedor the alreadydeployed Probe-Configuration-Namen Tamget-
Systemon Hostnamearereleased Note: If anUndeply eventis receved
while TargetSystems notrunning,thenthe specifiedprobeconfigurationis
deactvatedanduninstalledasappropriateprior to beingundeplyed.

5. Uninstalla ProbeConfiguration(eventtype: uninstall,responseuninstallResponse)

Uninstall (in String Probe-Configuration-Name, in String Hostnane,
in String Target Systen
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The specifiedProbe-Configuration-Namen TargetSystenon Hostnamds
uninstalled. The probemay be removed from the Target System.Note: If
an Uninstall eventis receved while TargetSystenis not running,thenthe
specifiedprobeconfigurationis deactvated,as appropriateprior to being
uninstalled An uninstalledprobemustbereinstalledbeforebeingactivated.

6. Deactvate a Probe Configuration(event type: deactvate, response:.deactvateRe-
sponse)

Deactivate (in String Probe-Configuration-Nane, in String Hostnane,
in String Target System

The specifiedProbe-Configuration-Namen TargetSystemon Hosthame
is deactvated. The probewill ceaseto emit sensedevents. Note: If a
Deactvate event is receved while TargetSystemis not running, then the
specifiedprobeconfigurationis deactvated.

A.2 Advanced(Optional) Probe ManagementAPI

Becausehereareawide varietyof probesthereareadditionaleventsthata probemaybe
ableto support.Theseareinitially definedasAdvancedor Optional,proberesponsibili-
ties. In futureversionsof the API, thesemaybereclassifiecasCoreProbeManagement.

1. Queryaprobefor the eventsit cangeneratdeventtype: querySensedgsponsegen-
erateSensed)

Query-Sensed (in String Probe-Configuration-Nane, in String Hostname)

Requestsa list of all of the Event-Namesthat the Probe-Configuration-
Namecangeneratewvhile it is activated. This requestis answeredhrough

a generateSensealent. Note: A probe mustbe deployed to be capable
of respondingo this event. If the desiredprobeis not installed,the Probe

Adaptoris responsiblefor extracting this information from the packaged
probeinformation.

2. Reconfigurea probeconfiguration(eventtype: focus,responsefocuseResponse)

Focus (in String Probe-Configuration-Nane, in String Hostnane,
in String TargetSystem in StringPairVector focusbData)
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focusDatacontainsa vectorof pairsof theform jparametervalue¢éthatare
passedo the alreadyinstalledProbe-Configuration-Namen TargetSystem
on Hostname. The purposeof this eventis to enablea probeto “focus”
its sensorsas specifiedby the parametersHow the probeinterpretsthese
parameterss entirely probeconfigurationspecific. The desiredprobemust
beinstalledfor thefocuseventto beprocessed.

A.3 Eventsfrom Probesto Probelnfrastructur e

Thereare mary eventsthat simply containthe statusof a probemonitoringrequest,n-
cluding: deplo/ResponseinstallResponseqctivateResponsaindeplyResponseynin-
stallResponsegeactvateResponsegnd focusResponseln this sectionwe describein
moredetailonly thoseeventsthatcontainadditionalnon-olviousinformation.

1. Torespondo QuerySenseavents:(eventtype: generateSensed)

CGenerate-Sensed (in String Probe-Configuration-Nane, in String Hostnane,
in Vector Event Nanes)

This event is issuedin responseto a querySenseavent for the list of
all Event-Namesghat the namedProbe-Configuration-Namean generate
whenactivated.Thislist is returnedasthe EventNamewectot

2. An activatedprobeemits Sensedeventsasit monitorsthe target system(eventtype:
sensed)

Sensed (in String Probe-Configuration-Nane, in Interval Type Event- Type,
in StringPairVector SensedVal ues)

Probesin the activated state may issue sensedeventsthat identify some
subsetof the behaior they obserne. The Probe-Configuration-Name
identifies the probe that emitted the sensedevent. Event-Type is either
Start, Point, or End which specifies,respectrely, the start of an event
intenval, the occurrenceof a point event (i.e,. an eventwith no duration),
or the end of an eventinterval. Sensed®luesis a Vector of String pairs
jattribute, value¢ to reflect probe-specifianformation extractedfrom the
target system. Note: It is hot mandatedhat a probe emit an event that
identifiesthe TargetSystenor the Hostnameof the computeron which it
executes. The probecaninclude suchinformationin Sensed®luesusing
theattribute names'TargetSystem’and“Hostname”.

97



Bibliography

[1] Anant Agarwal, Richard Sites,and Mark Horwitz. Atum: A new techniquefor

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

capturingaddresdracesusingmicrocode.In Proceeding®f the 13thInternational
Symposiunon ComputerArchitectuie, Junel996.

RobertAllen andDavid Garlan. A formal basisfor architecturaconnection.ACM
Transaction®n Softwae Engineeringand Methodolay, July 1997.

RobertBalzer Draft proberun-timeinfrastructure. E-mail compilationof discus-
sionswith DASADA CollaboratorsJanuary22 2001.

RobertBalzerandNeil Goldman.Mediatingconnectorsin Proceedings19thIEEE
International Confeenceon Distributed ComputingSystems\Workshopson Elec-
tronic Commece and\Web-based\pplications Middleware, pages/3—77,1999.

Antonio CarzanigaElisabetteDi Nitto, David RosenblumandAlexandeM\olf. Is-
suesn supportinganeventbasedarchitecturabtyle. In Proceeding®fthe Third In-
ternationalSoftwae Architectuie Workshop BeunaVista, Florida,Novemberl1998.

Antonio CarzanigaDavid Rosenblumand AlexanderWolf. Interfacesandalgo-
rithmsfor awide-areaeventnotificationservice. TechnicalReportCU-CS-888-99,
University of Colorado,Departmenbf ComputerScience October1999. Revised
May 2000.

Antonio CarzanigaDavid S. Rosenblumand AlexanderL. Wolf. Content-based
addressin@ndrouting: A generaimodelandits application.TechnicalReportCU-
CS-902-00Departmenbf ComputerScienceUniversity of Colorado,2000.

Geof CohenJef ChaseandDavid Kaminsky. Automaticprogramtransformation
with joie. In Proceeding®f the 1998USENIXAnnualTechnical Symposiuml998.

Murilo Coutinho,RobertNechesKe-ThiaYaoAlejandroBugacw, VishedKumat
In-Young Ko, Ragy Eleish, and SameerAbhinka. Geaworlds: A geographically
basednformationsystentor situationunderstandingndmanagemenin Proceed-
ingsoftheFirstinternationalWorkshopon TeleGeoPocessindTeleGed99), Lyon,
France May 1999.

98



[10] MarkusDahm. Byte codeengineering.n ProceedingdIT'99 (Java-Informations-
Tage), Septembefl999.

[11] DARPA DASASA ProjectHomepage:
htt p:// schaf ercor p-bal | st on. conf dasada/ i ndex2. ht m ,2000.

[12] EnricoBuonanndProposafor Work onthe EventDistiller
htt p://canal . psl . cs. col unbi a. edu/ bscw bscw. cgi / d8262/ enri co. ht m
2001.

[13] SusarEggersDavid Keppel,Eric Koldinger andHenryLevy. Techniquedor effi-
cientinline tracingon a shared-memorynultiprocessar In SIGMETRICSConfer
enceon Measuemeniand Modelingof ComputerSystemsvolume8, May 1990.

[14] An Invitation to Eiffel
http://ww. ei ffel.conl doc/ manual s/ | anguage/intro ,2000.

[15] Erich Gamma,RichardHelm, Ralf Johnsonand JohnVlissides. DesignPatterns
Elementsof ReusableObject-OrientedSoftwae. AddisonWeslegy Longman,Inc.,
1995.

[16] Phil Gross. Smart Event Sdemas Columbia University
Programming Systems Laboratory 0.1 edition, January 2001.
http://canal . psl . cs. col unbi a. edu/ bscw bscw. cgi / 0/ 6216.

[17] Geoge Heinemanand Alok Mehta. Architectural evolution of legag sys-
tems. In 23rd Annuallnternational ComputerScienceand ApplicationConfeence
(COMPSAC-99), February1999.

[18] Geoge T. Heineman. A model for designingadaptablesoftware components.
In 22nd Annual International Computer Scienceand Application Confeence
(COMPSAC-98), pagesl21-127 Vienna,Austria, August1998.

[19] Urs Hoelzle. Integratingindependently-deslopedcomponentsn object-oriented
languages.In Proceedingsof the EuropeanConfeenceon Object-OrientedPro-
gramming SpringerVerlag,1993.

[20] Gail Kaiserand Geoge Heineman. Copingwith compleity: A standards-based
kinestheticapproacho monitoringnon-standardomponent-baseslystems.Tech-
nical Proposafor DARPA's DASADA program,May 2000.

[21] Ralph Keller and Urs Holzle. Binary componentadaptation. TechnicalReport
TRCS97-20Universityof California,SantaBarbaraDecembed997.

[22] RalphKellerandUrs Holzle. Supportingthe integrationsandevolution of compo-
nentsthroughbinarycomponentadaptationTechnicalReportTRCS97-15Univer-
sity of California,SantaBarbara Septembef997.

99



[23] JamesR. Larusand ThomasBall. Rewriting executablefiles to measurgprogram
behaior. Softwae, Practiceand Experience24(2),1994.

[24] HanBok Lee. Bit bytecodanstrumentingool. Masters thesis,University of Col-
orado,1997.

[25] HanBok LeeandBenjaminG. Zorn. Bit: Bytecodeinstrumentingool. In USENIX
Symposiunon InternetTechnolagiesand SystemsDecembel 997.

[26] Tim LindholmandFrankYellin. TheJavaVirtual Machine Specification Addison-
Weslegy, 1997.

[27] NenadMedvidovic and Richard Taylor. Separatingact from fiction in software
architecture.In Jef N. Mageeand DewayneE. Perry editors, Third International
Workshopon Softwae Architecture, pages105-108,0rlando, Florida, November
1998.

[28] Alexandre Santoro,Walter Mann, Neel Madhay, and David C. Luckham. ejava
extendingjava with causality In Proceeding®f the 10th InternationalConfeence
on Softwae Engineeringand Knowledg Engineering Junel1998.

[29] Mary Shav. Procedureallsaretheassemblyanguageof softwareinterconnection:
Connectorglesere first classstatus.In Proceeding®f the Workshopon Studiesof
Softwae Design 1993.

[30] SienaAPIl documentation
htt p://ww. cs. col orado. edu/ serl/si enal software/javal/index. htm,
2001.

[31] SmartEventSchema
htt p://canal . psl . cs. col unbi a. edu/ bscw bscw. cgi / 0/ 5191,
2001.

[32] Unix Man pagesfor prof, gprof and pixie, solaris8edition.

[33] Amitabh Srivastava and Alan Eustace. A practicalsystemfor intermodulecode
optimizationat link-time. Journal of ProgrammingLanguages 1(1):1-18,March
1993.

[34] AmitabhSrivastavaandAlan EustaceAtom: A systenfor building customizegro-
bramanalysistools. In Proceeding®f SIGPLAN'94 Confeenceon Programming
Languae Designand Implementatior{PLDI), pagesl96—205,Junel994.

[35] RichardN. Taylor, NenadMedvidovic, KennethM. AndersonE. JamedNhitehead
Jr., and JasonE. Robbins. A component-and message-baseakchitecturalstyle
for gui software. In Proceedingof the Seventeenthnternational Confeenceon
Softwae Engineering(ICSE17) page294—-304 Seatle Washington April 1995.

100



[36] David W. Wall. Systemdor late codemaodification. TechnicalReport92/3, WRL,
1992.

101



	FRONT MATTER
	Abstract
	Acknowledgments
	Contents
	List of Figures
	List of Tables

	Chapter 1 Introduction
	1.1 Goals and Evaluation
	1.2 Outline

	Chapter 2 Probes
	2.1 Introduction
	2.2 Models of Target Systems
	2.3 Existing Probe Technologies
	2.3.1 Open Source
	2.3.2 Wrappers
	2.3.3 Instrumented Connectors
	2.3.4 eJava
	2.3.5 Active Interface
	2.3.6 Inheritance
	2.3.7 Binary Code Instrumentation
	2.3.8 Java Bytecode Modification
	2.3.9 API Polling Probes

	2.4 Categories of Probe Variation
	2.4.1 Triggering Mechanisms
	2.4.2 Probe Dependencies
	2.4.3 Probe Location
	2.4.4 Probe Scope
	2.4.5 Probe Insertion Mechanisms
	2.4.6 Black Box Probing

	2.5 Conclusions

	Chapter 3 Probe Run-Time Infrastructure
	3.1 Introduction
	3.2 High Level Design
	3.2.1 Probe Structure
	3.2.2 Event Structure and Meta Information
	3.2.3 Infrastructure Events

	3.3 Dynamic Probing
	3.3.1 Handling Unsupported Interactions

	3.4 Conclusions

	Chapter 4 Active Interface Probe Run-Time Infrastructure
	4.1 Introduction
	4.2 Facilitating Active Interface Probing
	4.3 Design of the Active Interfaces Probe Run-Time Infrastructure
	4.3.1 Event Delivery: Siena
	4.3.2 Infrastructure Events
	4.3.3 Sensed Events
	4.3.4 Identifying Probes in the System
	4.3.5 Probes and Probe Configurations
	4.3.6 Design
	4.3.7 Loading Probe Configurations
	4.3.8 Bootstrapping

	4.4 Active Interface ComponentAdapter Configurations
	4.5 Specific Active Interface Probes
	4.5.1 Automatic Probes
	4.5.2 Constraint Checking Probes
	4.5.3 Hybrid Active Interface Probes

	4.6 Demonstration of the Active Interface Run-Time Infrastructure
	4.7 Conclusions

	Chapter 5 Monitoring Architecture and GeoWorlds Demo
	5.1 Introduction
	5.2 Kinesthetics eXtreme: KX
	5.3 Integrating the AIPRI with KX
	5.4 Gauges
	5.4.1 Performance Gauges
	5.4.2 Constraint Violation Gauges
	5.4.3 Failure Isolation Gauges
	5.4.4 Experience Based Expectation Gauges

	5.5 The Target Application: GeoWorlds
	5.6 Preparing GeoWorlds for Monitoring
	5.7 GeoWorlds Gauges and Demonstrations
	5.7.1 QueryWatcher
	5.7.2 EBEs
	5.7.3 Upgraded Probe Launcher

	5.8 Conclusion

	Chapter 6 Conclusions
	6.1 FutureWork

	Appendix A Probe Runtime Infrastructure APIs
	A.1 Core Probe Management API
	A.2 Advanced (Optional) Probe Management API
	A.3 Events from Probes to Probe Infrastructure

	Bibliography

