Project Number: CEW-0701

Extension Based Privacy Protection

A Major Qualifying Project Report:
submitted to the Faculty of the
WORCESTER POLYTECHNIC INSTITUTE
in partial fulfillment of the requirements for the
Degree of Bachelor of Science

by

Christopher Gianfrancesco

Adam Fiske
and

David Marsh

March, 2007

Approved:

Craig E. Wills, Advisor



Abstract

Recently, Internet privacy has become a growing concern among Internet users. These
users should have a way to prevent unwanted content from being downloaded onto their
computers. This project looks at one possible solution to this problem. The project team
developed a completely user-defined whitelisting tool which prevents said content from being
downloaded. This tool was tested subjectively and objectively across a number of different

websites and was found to have a great impact on a user's browsing experience.
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1. Introduction

In recent years, the Internet has become a household convenience, with nearly anybody
able to access it in one way or another. Unfortunately, many have sought to exploit this fact,
creating spyware, unwanted advertisements and more to unleash upon the Internet’s widespread
user base. While there are tools to help combat these exploits, not all unwanted content can be
taken into account. Even if this were not the case, preventing the download of extraneous
content is highly preferable to discovering it once it is already on a user’s system. It may have
already caused some damage or the user may just not have wanted it downloaded in the first
place.

In addition to this unwanted, content which sites may be able to put onto a computer, we
must also be wary of what can be retrieved from one's computer as well. These days, an
increasing number of services are made available online (such as shopping, credit card/bank
account management, and more). With these services, an increasing amount of sensitive data is
being transferred through our browsers. Sites may monitor users and gather information about
their browsing patterns and habits. With this data sites can generate ads based on a user's specific
Internet history and this content would be invasive along with being unwanted. Thus, we must
be exceedingly careful about the sites we visit and the external content attached to those sites, as
we are sometimes unsure of exactly how much a website can learn about us without our consent
or knowledge.

To combat the increasing threat of malicious content and privacy invasion, we must be
more cautious about what we do and do not download onto our computers. An idea must be
formed about what types of content can be trusted to be safe, and what content should be held to

a higher level of scrutiny. Once it is decided which content falls under which category,



appropriate action can be taken to better protect the Internet user.

We propose that content offered on any given webpage can be divided into three distinct
categories: first-party, second-party and third-party. First-party content is any content that comes
from exactly the same domain name as the page the user requested. That is, if one navigates to
www.cnn.com, only objects whose domain is exactly www.cnn.com are considered to be first-
party content. Second-party content is any which shares the primary part of the domain name of
the requested page, generally a secondary server used by the host. For instance, i.walmart.com is
the image host for www.walmart.com, and is considered a second-party provider for any
www.walmart.com page. Finally, third-party content is any object whose domain name does not
fit the criteria for first- or second-party status. Therefore, third-party content will come from a
site whose domain name is entirely different than the domain of the viewed webpage.

With these definitions in mind, the team decided that they would examine the capabilities
of the Firefox web browser. One of Firefox's key features that separates it from other browsers,
such as Internet Explorer, is the ability to create extensions and plug ins that can change the way
the browser works. The team chose to explore the option of writing an extension for Firefox.
One which recognizes the status of all content requests and responds accordingly could be a
powerful tool in providing users with an extra level of security and privacy.

With this extension, the user is able to specify their level of trust in the sites they visit by
the first-, second- and third-party definitions. Thus, one could choose only to trust content from
the originating server; allow the server to contact secondary servers under the same host; or even
allow a site to contact any tertiary servers. By giving users the option to decide for themselves,
the project team believes this plug-in effectively filters out unwanted content while at the same

time providing an overall safer and pleasant browsing experience.



The extension has also been evaluated for its effectiveness and usability on a variety of
web sites. Between rigorous trials by the project team as well as subjective end-user testing, the
plausibility of filtering out certain levels of content on commonly-used web sites has been
evaluated. These tests have determined the plug-in's ability to remove most of the extraneous,
unwanted, and possibly distrusted content found on many web sites, while still preserving the
overall usability of the sites as much as possible.

The remainder of this paper describes the process the team went through to design and
implement the above described plug-in Chapter 2, Background, discusses relevant work done in
the area of privacy and content control on the Internet in the forms of other extensions created.
Chapter 3, Design, discusses the overall design and approach we took with our extension, as well
as other alternatives that we considered. Chapter 4, Implementation, describes in greater detail
the final design and the process taken to implement it. Chapter 5, System in Action, leads the
reader through examples of different features of our extension. Chapter 6, Results, details the
team's findings from testing the extension using defined objective ratings. Chapter 7, Summary
and Future Work, restates, in a concise form, our extension and its outcomes as well as outlines
future research and implementations that could be based off of this particular project, or in areas

related to security and content control.



2. Background

The goal of this project is to write an extension for the Firefox web browser that allows
for more intelligent filtering options for third party content than currently existing extensions.
However, at the onset of this project, none of the group members had any prior experience
creating extensions for Firefox, and only minimal experience writing in Javascript, the language
used for Firefox extensions. Thus, the first step before the team could proceed in writing the
extension was to study existing Firefox extensions to gain knowledge about how they work and

how they are written.

2.1 General History of Firefox Extensions

Firefox was designed as an extensible browser so that all sorts of customizations and
added functionality could be added. Extensions may take many forms, as well — they can exist
as additional buttons or menus for the user to operate, features that run in the background as one
browses, or even fundamentally change the interface of Firefox. For the purposes of this project,
we studied a number of extensions which focused on observing and modifying the way
webpages were requested and loaded as a user moved from page to page.

Three major extensions were studied for this purpose: the Pagestats extension, used to
track requests made by a loading webpage (Dedeo, 2007); Adblock, which uses simple
whitelisting and blacklisting logic to filter content (Adblock, 2007); and NoScript, another
content blocker that focuses on Javascript objects (NoScript, 2007). They helped supply a
working knowledge of the Javascript language and Firefox extensions in general, as well as

having many features directly relevant to the proposed extension. While Adblock ended up



being the biggest contributor to the rest of the project, all three had their own particular

contribution to the group’s research.

2.2 Pagestats

Pagestats, an extension that logs page requests and responses, offered some useful
insight, but was not as influential as the other two extensions. Pagestats tracks webpage loading
statistics by observing outgoing HTTP requests and incoming responses, and it was originally
thought that this would be a useful tool in writing the extension. After further study, however,
Adblock uses the same types of event listeners as Pagestats, and in a way more relevant to this
project, so Adblock ended up being a more considerable contributor. Pagestats did prove to be

of additional worth later, when additional functionality was added to the extension.

2.3 NoScript

NoScript focuses on stopping Javascript from being executed, as opposed to disallowing
Javascript objects from being downloaded. However, the logic used in NoScript is similar to
what is needed for this project, so it is still a valuable resource. NoScript is able to analyze from
where the Javascript is being executed by comparing its address to the current active site’s
address to determine whether or not the content is first-party or third-party. By examining the
details of how NoScript accomplishes this filtering method, the team can determine how to

produce a similar algorithm for this project.
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2.4 Adblock

The Adblock extension was of most use particularly because it was quite similar in
functionality to the extension to be written. Adblock chooses to block or allow certain content
objects based on pattern-matching to certain blacklist or whitelist patterns, defined before the
web browsing occurs. It uses an event listener to determine when an object request is being
made, then compares the URL for that request to the black- and whitelist patterns, stored in the
form of regular expressions. While this project is focusing on a more dynamic, per-page set of
patterns to block or allow, the same general principles apply, and so Adblock is a good

source of knowledge on how to proceed in writing our extension.

2.5 Adblock Plus

Some time after researching Adblock, we also discovered that an enhancement to the
basic extension was also being offered, known as Adblock Plus, specifically Adblock Plus 0.7
(Palant, 2007). This extension has all of the key functionality available in Adblock, but with a
number of additional features as well. Of particular interest are its abilities to employ
whitelisting techniques to always allow certain sites, and to employ blocking rules to a site
specifically, rather than globally. In addition, Adblock Plus features a menu system that aided us

in creating our user interface.

2.6 Summary

Studying this set of extensions provided us with both a toolbox of knowledge about

Firefox extensions and a starting point to work from when writing our extension. We now had

11



access to vital information about how extensions were written, installed and operated, and had
multiple examples of extensions which work in the same realm as our project does. With this

phase of preparation under our belts, we moved on to the designing and creation of our actual

extension.
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3. Design

There were a number of different directions we could have taken our extension. Before
we decided on extending Ablock, we looked at several different options. Firstly, we could write
an entire extension from scratch. This way it could do exactly what we wanted to do, and all the
functionality would have been designed and implemented by us. However, the learning curve
for such an endeavor seemed unrealistic given our time-frame. Also, we felt that if the resources
are already out there for us to us freely we should take advantage of them. So we decided to
simply add onto an already existing extension. We looked at the three extensions Pagestats,
NoScript, and Adblock. To extend Pagestats to do what we hoped would be almost a full
implementation of a new extension, so this option was discarded quickly. NoScript, as described
in the previous section, is an extension that blocks Javascript execution using whitelisting rules.
Ways of extending this extension would include making it block Javascript objects as opposed to
Javascript execution, and once these objects were blocked, it would be simple to block other
types of objects as well. Also, it would be useful to add some blacklisting functionality.

Thirdly, Adblock is an extension that already blocks all objects aside from simply Javascript, ads
or any other type of content being downloaded into a browser.

Based on these choices, we chose to extend Adblock Plus 0.7, an alternate version of
Adblock, into an application that takes the security and privacy of users to even further and more
customizable extents. Mainly, our extension is a whitelisting program that blocks content from
being downloaded onto a user's computer. The basic options are to select from which types of
sites to allow content: first party sites only, first and second, or first, second and third party sites.
Secondary to this basic choice a user can also whitelist or blacklist specific sites. At this point, it

is up to the user's discretion to explicitly allow their browser to download objects from sites they
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feel necessary. Exact details on how this works will be explained later in Section 5, System in
Action. Through these choices a user can customize our extension to meet their particular

Internet browsing experience.

3.1 Summary

We chose this approach because it seemed like the most obvious extension of current
Internet privacy and security options available to users. Adblock is a good tool for blocking ads
and other objects, but the way a user must go about it can be awkward. In many instances, the
objects would be downloaded onto the user's computer before the user explicitly blocked them.
In this way, Adblock was essentially a blacklisting tool. Of course, with Adblock Plus, one
could subscribe to lists of known ads and therefore have them blocked, creating a small
whitelisting feature. However, our extension turns Ablock into a fully user-defined whitelisting
tool, where almost all content must be explicitly al/lowed rather than blocked by the user. In this
way, our extension is safer as extraneous content will not be downloaded unless the user allows
it to happen.

Of the three extensions we looked at, Pagestats was the least useful and practically un-
extensible for the kind of tool we planned to make. NoScript was a little more useful, but as it
only stopped execution of code rather than blocking content, the best choice for the extension
was Adblock. In particular, we chose Adblock Plus 0.7 to extend into a fully user-defined
whitelisting tool. The details of how we implemented this extension will be described in the next

section.
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4. Implementation

This section discusses the implementation of the final design settled on in the previous
section. An overview of Firefox extensions and services precede a discussion of implementation

details for Adblock, Adblock Plus and the modifications made to it.

4.1 Firefox Extensions

The core functionality of all extensions is written in Javascript, a client side scripting
language used primarily in web pages to provide dynamic content. A scripting language is a
programming language that is not compiled, but interpreted by the program it is written for.

All graphical user interfaces (GUIs) are written in XUL, a cross-platform, XML
compliant markup language written for designing user interfaces. The backend to these GUIs is

written in Javascript.

4.2 Javascript Services

While some extensions create functionality from the bottom up, other extensions seek to
improve existing Firefox operations. This improvement is done using the Javascript services
provided by Firefox. These services tap into normal Firefox operations and either manipulate,
augment or replace these operations, depending on the application. The two services crucial to
the success of this project are defined below.

The first service, known as Components.interfaces.nslContentPolicy, is a service used to
monitor downloaded objects. Any object referenced in the HTML that must be downloaded is

first passed through this service. Extensions that have requested the use of this service are
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notified of each download. Specific information about the object, such as the requesting page or
where the object is being downloaded from, is also provided. A decision is then made by the
extension using the interface and a vote of yes or no is cast. This vote determines whether the
object will be downloaded or not. It is here that Adblock and Adblock Plus do their blocking.
The second service, known as preferences-service, is a service useful for accessing and
modifying Firefox preferences. Firefox stores all user and extension preferences in either a
string, an integer or a boolean. Each preference has a name associated with it, typically starting
with the name of the extension, to eliminate conflicting naming schemes. It is using this service

that our extension stores all relevant user data and preferences.

4.3 How Adblock and Adblock Plus Work

Adblock and Adblock Plus both use a series of rules to determine which objects to block
and which objects to keep. These rules are maintained as a series of regular expressions that are
matched against every object brought through the ns/ContentPolicy service. If the regular
expression is a blacklisting expression, any match will be rejected. If the expression is a white-
listing expression, any match will be accepted. Figure 4-1 shows the basic flow of control

through Adblock and Adblock Plus:
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I{e'g"
Lser Browses Lo a ) )
weh page Firefox Firefox to download the appropriate
¢ HTML document from the web server.
:B : o Adblock f
rOWser downloads i 2 . .
and parses the il This document is parsed and the necessary
HTML
¢ objects referenced in the HTML (images,
Browser attempts Javascript, CSS) are prepared for
o download object -
referenced in HTML L.
¢ download. This is where Adblock and
: Adblock Plus step in.  They receive
Adblock [ Adblockplus
receives object . . .
information relevant information about the object, such
4 RaE-=achab) Sek as where it is coming from and the page
Object informati . .
mf.,.,pa,l.g{f;r;:“.ﬁp that requested it. The regular expressions
stored rules
- = #7 mentioned above are run against the object,
{Object allowed or looking for a match. If a match is

blocked based on above
" encountered, the appropriate action is

taken. If no match is found, the object is

Figure 4-1 Adblock / Adblock Plus Program Flow  allowed through.

4.3.1 Adblock Structure

Adblock is a simple extension with few options. The blacklisting/whitelisting rules are
kept in a comma separated list managed by the preference-service. The source code, while
uncommented, is not difficult to work through due to the forced structure the ns/ContentPolicy
interface gives the extension. The simple nature of the extension means there is less content to

sift through when first learning the inner workings of Adblock.
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4.3.2 Adblock Plus 0.7 Structure

Adblock Plus 0.7 is a more complicated, totally rewritten version of Adblock. The
rewrite was performed in order to make some major changes to the way Adblock was organized,
such as to allow rules to be downloaded from the internet. Due to the nature of the rule
download service, the rules are stored in a file as opposed to the preference-manager. The added
complexity increases the number of files and the amount of code that must be understood.
However, since Adblock Plus is still using the ns/ContentPolicy interface to block objects, an

understanding of Adblock makes understanding Adblock Plus easier.

4.4 Our Extension

Unlike Adblock and Adblock Plus, rules are not used to determine whether an object is
loaded or not. Instead, the extension blocks content based on whether it is first, second or third
party content. To do this, it utilizes the information provided by the ns/ContentPolicy service.

For content to be considered first party, it must come from the same server as the base
request. To determine if this is the case, the host name of the request origin (original HTML
document) and request object (image, Javascript, etc) are compared directly. If the object is a
first party object, these names will match. If no match is found for first party, second party is
tested next. For content to be considered second party, it must come from another server within
the same domain. The request object host name from before is taken and stripped down to the
primary domain and compared with the request origin host name. For example,

images.google.com is stripped to simply google.com. If they match, then the object is a second
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party object. At this point, if the names still do not match, then the object is a third party object.

Depending on the level the user has specified, the object is slated to be blocked or

allowed. However, this decision is not final. The user also has the option of allowing or

disallowing specific hosts,
regardless of their classification as
first, second or third party objects.
If a host has been specifically
allowed or disallowed by the user,
the vote of yes or no is cast based
entirely on the users decision. Only
if the user has not made a decision
on the host in question will the first,
second or third party classifications
be used to block the content.

After the final decision is
made, a tally of hosts and the
number of objects allowed through
from each host is updated and made
available to the user after the entire
page loads. Figure 4-2 shows where

in the flow of the Adblock / Adblock

Plus decision making our extension

User browses to @
web page

v

Browser downloads
and parses the
HTML

v

Brawser attermnpts
to download object ——
refarenced in HTML

stored rules

For each object

ve;l

ck or allaw -
zordingly

allowed or

i No

' Key

Firefox

Adblack /
Blackplus

Extension

Al

esignated first,
or third party

made based an
ignation and
fErences

I
A/

infor mation
ated

Figure 4-2 Our Extension Flow Control
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was placed:

4.5 Migration from Adblock to Adblock Plus

The first prototypes of the extension were based on Adblock. Adblock’s smaller code
base allowed us to develop the basic functionality for our extension without sifting through
unnecessary code. The prototype was developed to the point where content could be classified
and blocked based on party determination and users could select their preferences before the
decision to move to Adblock Plus was made.

Migrating the code from Adblock to Adblock Plus was relatively problem free. Since our
extension did not rely on any specific pieces of Adblock, the code written for Adblock Plus did
not require our prototype code to be modified. Since the structure of Adblock and Adblock Plus
is more or less the same, the original Adblock prototype code was easily placed in the

corresponding place within Adblock Plus.

4.6 Implementation Issues

An issue arose when coding the user interface portion of the extension. The issue
stemmed from the fact that the user interface and core logic pieces are separate from each other.
This separation means that information known by one piece cannot not be directly shared with
the other piece. This proved to be problematic when trying to get the information concerning
blocked objects from the core logic to the user interface.

The most efficient solution to this problem was to use the preferences service provided by

Firefox. This service is available to all branches of Firefox, regardless of whether they can
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communicate with each other or not. For the core logic to communicate with the user interface,
two comma separated lists are maintained. One is a listing of all hosts contacted during the page
load. The other is a list of numbers corresponding to how many objects were allowed from each
host. At the beginning of a page load, this information is cleared. During the page load, the
information is repopulated. At the end of the page load, the information is made available to the

user interface for display.

4.7 Summary

In this chapter, implementation and functionality details were discussed from a
programmer’s point of view. Firefox offers an efficient, cross-platform framework for
developing extensions to the browser. Utilizing this framework and several of the services
provided by Firefox, Adblock created an extension to block ads by utilizing rules. Attempting to
improve on this design, Adblock Plus was written to provide additional functionality and a better
way to manage the rules. Our extension augmented the logic used by Adblock and Adblock Plus
by examining where the object comes from in relationship to where the user is currently
browsing. The next section will provide information and instruction to the users of the

extension.
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5. System in Action

Despite the complicated inner workings of our extension, using it only requires
knowledge of a few simple windows. The first window manages the level of allowed content as
well as the regular expressions and general Adblockplus options. The second window is used to
view the results of a page load as well as dictate which hosts are to be expressly allowed or

disallowed.

5.1 Choosing the level of allowable objects

Selecting which party level may be loaded is the basic function of this extension. This
choice is made by selecting one of the three highlighted radio buttons from the following

window, shown in figure 5-1.

Adblock Plus Preferences |
Filters Edit Options Help |

Add the addresses wou wish to block, for suggestions check the dropdown list, ou can use * as a wildcard to create
more general filkers, Advanced users can use regular expressions like /bannerid+, gifs/.

Filter rule | Enabled | Hits | E'3|
r

(JFilter subscription: EasyList =] [II
- Source: hetpeffeasylist.adblockplus orgfadblock... 1
-Status: Updated automatically; Last dowenload. ..

-

-l EASYLIST by rick?52 for Adblock Flus...

-l ... add the EasvElement Filker For ew. ..

]

~Radspace= 3 0
-&partnerdsubdocument 3 0
- fuaffiliate=$subdocument 2 (I

. Firsk Parky

() Second Party

Allaw Al

| Add filter... | @ ______ | Cancel )

Figure 5-1 Preferences Window
Selecting “Allow All” means that all traffic will be allowed through, and no objects will
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be blocked. Another selection only allows traffic at that level or lower through. For example, a
selection of “Second Party” allows first and second party content through and any third party

content is blocked.

5.2 Viewing the results of a page load

Once the page has loaded, the user can view the results of the load by clicking on the o)
icon, located in the bottom right portion of the browser. These results includes all servers whose

content was allowed through as well as a counter of how many objects were loaded from each

Server.
~iFix
Manage vour alowed/blocked hosts here
Host | # of Objects | Allowed? |EF".
somethingawful.cam 219
googlesyndication.com z

14 Y Y )
§ Block L Allow § Clear

| Close |

Figure 5-2 Page Load Window

Using the window shown in figure 5-2, the user can experiment with different party

settings to see what objects are getting through for a particular page.
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5.3 Allowing / Disallowing Specific Hosts

A problem arises when a website loads legitimate content from another website. For
example, cnn.com, loads some news content from cnn.net. According to our extension, objects
coming from cnn.net through cnn.com is third party. If your settings are set such that third party
content is allowed, then there is no problem. However, if a user is browsing using a setting of
first or second party, the desired content is blocked. Alternately, if a user browses using a setting
of “Allow All”, ad content will be allowed through.

To combat this problem, the user can allow or disallow specific hosts across the board,
regardless of their classification as first, second or third party content. The process for doing so
is simple. Select the appropriate host from the list and click one of the action buttons highlighted

in red, as shown in Figure 5-3.

) Content Providers =] =]
Manage your allowediblocked hosts here
Host | # of Objects | Allowed? | )
googlesyndication. com 2

N 7 N 7
( Block (' Anow ( Clear )

Close |

Figure 5-3 Action Buttons

Currently, neither host has a designation. After making a selection, the window indicates
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the choice in the “Allowed?” column, as shown in Figure 5-4.

J Content Providers o ] 1
Manage vour allowed/blocked hosts here
Host | # of Dbjects | Allowed? | 53|
somethingawiul.com 219 Ves
googlesyndication.cam 2 Mo

€ Block ) ( amow ) [ clear )

| Close |

Figure 5-4 Allowing and Blocking Hosts

This choice can be overridden with the opposite choice or any designation can be cleared

so that the host will be dealt with on a case by case basis.

5.4 Summary

This extension can be easily manipulated with the knowledge of only a few windows.
The preferences window allows users to select their party level. The page results window not
only shows the object/server counts, but also allows a user to allow or disallow a particular host.

Next, we will discuss the results of testing the extension against various sites on the Internet.
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6. Results

Following the creation of the extension, the next step was to determine how it affected
different pages on the Internet. We compiled a list of various pages and divided them into
categories: News, Forums, Web Comics, Shopping, Flash Games, Information and Search
Engines. For each page we rated it based on a subjective rating system and recorded the number
of objects downloaded and number of servers contacted. The analysis of this data allowed us to
draw conclusions about the best setting for each category as well as general information about

what percentage of downloaded objects are necessary for using the pages within a category.

6.1 Rating System

To understand the results of our analysis, it is important to understand how our rating
system works. Each page visited was assigned a number 1-4 reflecting the usefulness of the
page. This assignment occurred for first and second party level blocking.

A rating of 1 indicates that the website has been rendered useless. Whatever the primary
function of the page was, our extension prevented that function from happening. A rating of 2
indicates that the website can be used for its primary function, but there are severe impediments
that make doing so difficult. A rating of 3 indicates that the page can be used for its primary
function, although there are a few abnormalities that prevent it from being perfect. A rating of 4
indicates that the website can perform its function with no problem. All pages being evaluated at

Third Party are automatically given a rating of 4.
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6.1.1 Rating 1 Example

AsouT

News/BLAG X k C d A WEBCOMIC OF ROMANCE,
ForumMs SARCASM, MATH, AND LANGUAGE.

RSS FEED
T-SHIRTS

INEw: Map OF THE INTERNET POSTER PRINT
NEw: Two NEW SHIRTS IN THE STORE

RanDom NUMBER

int getRandomNumber()

return Y /4 chosen by fuir dice roll.
# quaranteed to be random.
3

URL FOR THIS IMAGE: HTTP. / /1HGS. XKCD.COM[COMICS /RANDOM_NUMBER. PNG
PERMALINK TO THIS COMICT HTTP://XKCD.COM/C2 21 HTwL

es; OZN%‘QE o -

Figure 6-1 www.xkcd.com operating at “Allow All”

Figure 6-1 shows a webcomic known as xkcd. The purpose of the website is to display
the image seen in the center to the user. Operating at “Allow All”, the image is clear and visible.
However, if operation is switched to “First Party”, the page loads as shown below. Since the
image is no longer loaded, the whole point of the website has been nullified and is given a rating

of 1.

* About

¢ MNews/Blag
+ Forums
¢ BS5 Feed
* T-Shirts

A webcomic of romance,
sarcasm, math, and language.

Mew: Map of the Internet poster print
Mew: Two new shirts in the store

Random Number

* First
¢ Prev
* Archive
* Dfest
* Current

Figure 6-2 www.xkcd.com operating at “First Party”
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6.1.2 Rating 2 Example

IGN.com | PC Games | PS2 | P53 | PSP | Xboyx | Xbox 360 | GameCuba | Wii | DS | GBA | Wirelass | FilePlanet | Chaats | Movies | T¥ | DVD | Music | Comics | Gear | Sports | Cars | Babas

Search: (~ The Web % IGl.com Search Znere GOUSIE

Log In| Register
My Accourt | My Alerts
Wy Blog | My Wishlist | My Collection

- GDC 2007 A7 1o0ay on 16N

7 N
~ WonderCon 2007 || © Buming Brides Return For A Third Time (Music] : Hang Love to d.
SECTIONS — AutoLockon #10  Masterbit HD: GRAW 2
Wi personality issues. The Ghosts are back
R
Al 1@. Gaming Life China
- Previews ¥ ‘ Gold in them servers!
Witleos —r | subseribe |
1GN Wieekly B
Images
- Podcasts
- Features
News
Game Chests NOW ONLY §19.95m8
- Download Games

UINSIDEH@

CHANNELS ition - Most Popular B
Batman, JS,

s2d on rece
- Insider Members N N ’ AIlGH m Entertainment

Insider Channel

Hi-Res Movies

q ENESEN Mass Effect Em

Figure 6-3 www.ign.com operating at “Allow All”

Figure 6-3 shows a gaming news site known as IGN. At a setting of “Allow All”, the
page content is organized and easy to follow. At a setting of “First Party”, the content is no
longer organized and it is difficult to locate a particular item, as shown in Figure 6-4. Despite
the difficulties, it is still possible to read the news. Therefore, IGN operating at a setting of

“First Party” receives a rating of 2.

Gear | Sports | Care | Babes

The
W, @ LoMcon] Search

Search: O

GDE 2007
WenderCon 2007
SECTIONS

- Reviews

- Previews

- Wideos

- IGH Weekly

- Immages
 Podeasts

+ Features

+ Mews

+ Game Cheats

+ Download Games
CILANNELS
Insider Members
+ Insider Channel
- Hi-Res Mowies
- Strategy Guides
- Founders' Club
Garmes

- PC Games

- PlayStation 2

+ PlayStation 3
+Bony PSP
 Hhox

Figure 6-4 www.ign.com operating at “First Party”
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6.1.3 Rating 3 Example

Americas

Asia-Pacific
Europe
rMiddle East
South Asia

Business
Health
Science/Nature
Technology
Entertainment

Video and Audio

Have Your Say
In Pictures
Country Profiles
Special Reports
B
RELATED BBC SITES
SPORT

WEATHER

News feeds

| LATEST: Couple who pl_

Indonesia begins
jet crash prabe

Investigators arrive to
examine the wreckage of a jet
which crash-landed in
Indonesia, kiling 22 peopls.

FEATURES, VIEWS, ANALYSIS

] Jodhpur jollities
i Excitsment in Jodhpur
as Hurley wedding
J ertourage arrives
&

Last Updated: Thursday, 8 March 2007, 00:23 GMT

Jordan's king urges US
peace push

Jordan's King Abdullah tells
the US Congress that America
must back an urgent drive for
Middle East peace

+ Gloom over peace prospects

+ Gazans desperats for solution
+Jordan fears loss of US favour

B F| Maradona finances
g M under scrutiny
S

Former Argentine football star
Diega Maradona is reported to
be investigated for alleged
financial irregularitiss.

Everyone’s friend
Wistnam makes ideal
wene for tense
Japan-Horth Karea
talks

HIDE B

OTHER TOP STORIES
»US 3pproves more troops for Iraq
* Many die in Iraq cafe bomb attack
» UN official guilty in bribe sase

» UK MPs back all-elected Lords

+ S Karea designs robot ethics code
» Turkish caurt bans YouTube

ALSO IN THE NEW'S

Y

Rogue trader plays the
markets again - but
with his own cash

Jndhpur gets ready far
IS Liz Hurley's celebrity
i‘ J| Indian wedding
SPORT HEADLINES
+ Football: PSY send Arsenal out
» Football: Larsson seals United win

Women's struggle
Gender discrimination
in Tran and the terrible
suffering it causes

HAVE YOUR SAY

Figure 6-5 http://news.bbc.co.uk at “Allow All”

For the British news site news.bbc.co.uk in Figure 6-5, only allowing first party content
does not have as devastating an effect as it did on IGN. The above and below images are similar
in layout and organization, with the bottom missing a few images. While this is far easier to
browse than IGN, Figure 6-6 shows that some text is overlapping other text. It is because of this

overlapping that news.bbc.co.uk receives a rating of 3 when set on “First Party”.

Hawe Your Say

In Pictures
Country Profiles
Special Reparts

RELATED BEC SITES
SPORT

WEATHER

ON THIS DAY
EDITORS' BLOG

LANGUAGES

which crash-landed in
Indonesia, killing 22 people.

FEATURES, VIEWS, ANALYSIS

Model Jodhpur jollities
actress Excitemnent in Jodhpur
Elizabeth  as Hurley wedding

Hurley with entourage arrives
her

faur-year-old

son

=) C
VIDED AND AUDIO N

Epshans  Throat of fire: Ecuadar
Hdhdtrahua volcano spews ash
DERARESMan

Arun Mayar

Twao-minute summmary

WORLD SERVICE RADID PROGRAMMES

uarld Service Bulletin
World Service live

listen
listen

MOST POPULAR ¥IDED AND AUDIO

viddting: US must help in Mid-East
vidEruadaor volcano spews ash
viddadaonesian jet crash probe

be investigated for alleged
financial irreqularities.

Vistnamess Everyone's friend

strest Wietnam makes ideal
vendor wenue for tense
passesin  Japan-North Korsa
front of the talks

Horth

Korean

Indenesian jet crash probe
Jordan's king in US peace plea
Tsunami survivors sell kidneys

More Video / Audio News

Mewshour
World Today

listen
listen

More from Programmes

vide@erman incest laws challenged

viddiritons ‘'more Basgue than Celt’

viddordan's king in US peace plea
Mare most popular

reuRay eyms = rrarauuna Wit Fis own cash
SciencefNature of plang jet crash probe Maradona, under scrutiny
Technology ‘c(;ags\:'ararta File phote
Entertai t ) Liz Hurley  Jodhpur gets ready far
ntertainment  jndansiifators arrive to Former argentine football star  and Arun Liz Hurley's celebrity
N Indi ddi
video and Audip  24A@MIne the wreckage of a jet Diego Maradona is reported to Mi!;:‘;’;‘n ndian wedding

SPORT HEADLINES

Football: PSY send Arsenal out
Football: Larssan seals United win

Divarced Women's struggle
Iranian Gender discrimination
mother in Iran and the terrible

suffering it causes

HAVE YOUR SAY

Iranian What should
technicians happen to Iran?
FEMOVE &

container

ODNTACT US

radinactive

HrABMEE  Help us make the
taking a news, with vour
pickure pictures, views and

staries

MOST POPULAR STORIES NOW

MOST E-MAILED | | MOST READ

: Couple stand by forbidden love

Robotic age poses ethical
dilemma

Dearee aoolicants 'coov from

Figure 6-6 http://news.bbc.co.uk at “First Party”
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6.1.4 Rating 4 Example

Search News

Sign in
more »

Search the \Weh |

G [ Wyéeb |mages  Video MNews fMaps
L) e Search and browse 4,500 news sourc
News g

Mews archive search

es updated continuously.

Hew!

| Advanced news search | Elog search

Top Storles [U5
World
Jus.

I Business

I Entertainment
I Health
I Most Popular
O News Alerts
Text Yersion

R3S | Atom
About Feeds

Muobile MNews

=]

Survivors say Indonesia jet shook before landing
CTV.ca -1 hour ago

Survivors and witnesses say an Indonesian jetliner that overran a
runway and burst into flames seemed to be going too fast as it
approached for landing.

91 people survive jet crash Mew Zealand Herald

Sabotage Unlikely In Ind 1 Plane Crash All Headline Mews
Canada.com - Scotsman - Times Online - International Herald Tribune
all 1.765 news

cles »

White House Dismisses Rumors of Pardon for
Libby

HPR -2 hours ago

by Ari Shapiro. All Things Considered, March 7, 2007 - Almost as
soon as an obstruction-ofjustice corviction was read out for |.
Lewis "Scooter” Libby, conservatives began calling on President
Bush to pardon the former White House aide

Scooter Likby's Life is Destroyed, Folks Rushlimbaugh.com (subscription)
Should Libby “erdict Stand After Discovery of Jaurnalist Juror? FOR Bews
Independent - San Francisco Chronicle - Vaice of America - MSNBC

all 2,463 news articles »

The Times and
Democrat

Get recommended stories
Sign in to get recommended stories by using search history

Auto-generated 12 minutes ago

Personalize this page

TREASURIES-US bond prices up on Fed’s Beige Book
data
Reuters -

all 261 news articles »

Sony Hits Home
Light Reading - all 208 news articles »

Hunter suspended for banned substance
DetMews com - all B8 news articles »

but for

Marvel Comics kills off Captain America ...

qood?

Orlando Sentinel - all 345 news articles »

Ornish: New Atkins diet study flawed
Food Consumner - all 471 news articles »

In The News

Lisa Mowak Tony Blair
Ron Arest #baox Live
Arun Nayar Ann Coulter
Sacramento Kings  Star \Wars
American ldol Wright State

Figure 6-7 http://news.google.com at “Allow All”

A quick comparison of the images in Figures 6-7 and 6-8 reveals no significant

differences. Like the other examples, however, the page in Figure 6-7 is set to “Allow All” and

the Figure 6-8 is set to “First Party”

Due to the fact that there is no discernable difference

between the two, a setting of “First Party” nets Google News a rating of 4.

Top Stares 05

World
Jus.
I Business
I SciTech
I Sports
I Entertainment
I Health
I Most Popular

7 Mews Alerts

Texd Wersion

R3S | Atorn
About Feeds

Mabile News

Web \mages Video MNews Maps

Search News

Sign in

more »

Search the Weh |

Google ¢ o

News

Search and browse 4,500 news sources

Dews archive search

updated continuously.

Hewt

| Advanced news search | Elog search

]

Sabotage Unlikely In Indonesian Plane Crash
All Headline News - 1 hour ago
Yogyakarta, Indonesia (AHN]) - Initial investigations inta b
Wednesday's Garuda airline plash crash at Yogyakarta, Indanesia
hawe failed to uncower any terrorist involvement according to
officials
Australia offers Indonesia more air crash help Reuters Alerthlet
Auss\es misging after air The West Australian

Journal - ABC Mews - CTW.ca - Jakarta Post
all 1.761 news articles »

liauk
Channel.com

Bush’s Chavez Challenge

The National Interest Online - 3 hours ago

by William Ratlifl. Only the most ungrounded of ohservers would
expect George WW. Bush to obtain during his first serious
presidential trip to Latin American—which beging tomarrow—the
achievernents his father made in the region 17 years ago.

On Latin America trip, Bush should ties with Brazil
Christian Science Monitor

Bush begins Latin American trip Kentucky. com

Woise of America

Auto-generated 18 minutes age

‘ Personalize this page

Sirius CEO Pledges to Maintain Prices
Houston Chronicle - all B3 news articles »

Sony’s GOC Keynote, a look from the inside
GameSpot - all 208 news articles »

Hunter suspended for banned substance
Dethlews. com - all BT news articles »

Iconic superhero Captain America shot dead —

maybe
“Washington Post -

all 345 news aricles »

Omish: New Atkins diet study flawed
Food Consumer - all 471 news ardicles »

In The News

Lisa Nowak Tony Blair
Ron Artest Hbox Live
Arun Nayar Ann Coulter

o Kings Star Wars

Marketplace - All Headline MNews - Inter Press Service (sub:
all 419 news articles »

ription) - Embassy

Get recommended stories

American Idal Wifright State

Figure 6-8 http://news.google.com at
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6.2 Analysis

The analysis for each section follows a template, making comparisons between each
section easier. In each section, the number of first and second party objects downloaded are
divided by the number of third party objects downloaded. This division gives us what percent of
the total objects were downloaded at a particular setting. Taking this percentage and plotting it
against our subjective rating show what party setting is needed to achieve a usable web
experience with the least amount of content downloaded. In this graph setup, the optimal results
would be pages with high ratings but low downloaded object counts. This result indicates that

the page can be successfully viewed without downloading excessive unwanted content.

6.2.1 News sites

News sites are highly trafficked websites, usually containing both news and ad content.
This content can be spread out over first second and third party servers. Images necessary for
news stories can be stored in the same partied servers as some unnecessary content. This
mixture makes them good choices to test our extension. Table 6-1 contains information about

how many objects were downloaded for and the rating given to various news sites.

Table 6-1 News Sites Data

Site 1 Party | 2" Party | 3" Party | 1* Party Rating | 2"' Party Rating
Objects Objects Objects
news.yahoo.com/ 0 0 100 2 2
www.cnn.com/ 0 1 367 2 2
www.nytimes.com/ 5 89 134 2 4
news.bbc.co.uk/ 7 145 152 3 4
www.msnbc.msn.com/ 14 68 83 3 4
www.boston.com 0 214 248 2 4
news.google.com/ 48 48 50 3 4
theonion.com 86 87 107 4 4
www.ign.com 0 168 218 2 3
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When set on “First Party”, the spread
News Sites - First Party y p

51 for news sites was large. As you can see in
4 . Figure 6-9, ratings varied from 2 to 4 and
g 3{ e e . the percentage of objects downloaded
29 ranged from 0 to 100. Based on these

1 T T T T T T T T T | : 3
o 10 2 3 40 s e 70 s 0 100 results, these news websites have a varied

% Objects Loaded .
amount of content coming from second and

Figure 6-9 News Sites — First Party third party servers and are therefore difficult
to view successfully on first party only.
When set on “Second Party”, the ratings are generally higher and a majority of the
objects were loaded (see Figure 6-10). Based on these results, allowing second party content
brings the loaded object percentage and

usability rating up, providing a more News Sites - Second Party

complete browsing experience then “First
4 3 ® o «®
Party.” 2
52 *
e
Based on figures 6-9 and 6-10, we
29
recommend the extension be set to “Second 1
0 10 20 30 40 50 60 70 80 90 100
Party” while browsing news websites. % Objects Loaded

Although figure 6-10 does not display Figure 6-10 News Sites — Second Party
optimal results, it displays high ratings at a reduced object count when compared to “Allow All”

and better overall results when compared to “First Party.”
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6.2.

2 Forum Sites

Forum sites, to save bandwidth, force their users to host images on third party servers.

Often, these same forums will use ads to supplement whatever monthly income they have. This

arrangement presents a unique opportunity to examine a set of sites with third party user content

as well as advertisements. Table 6-2 contains information about how many objects were
downloaded for and the rating given to various forums.
Table 6-2 Forum Sites Data

Site 1 Party | 2" Party | 3™ Party | 1 Party | 2"  Party

Objects Objects Objects Rating Rating

forums.somethingawful.com/ 2 38 46 2 4
forums.tabit.net/ 21 23 25 4 4

my.wpi.edu 106 104 109 4 4
www.ultimatemetal.com/forum/ 429 427 481 4 4
forums.cgsociety.org/ 169 223 236 2 4

Figure 6-11 indicates that some forums were unaffected while a few forums

WEre

rendered difficult to use. Most of the time, forums are only about the text, so not downloading a

Rating

Forums - First Party

0 10 20 30 40 50 60 70 80 90 100

% Objects Loaded

Figure 6-11 Forums — First Party
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few images will not matter. However,
a few of the forums tested relied on
the use of images for navigation, and
the use of first party only ruins the

experience.



Figure 6-12 shows that all forums tested were brought up to a rating of 4, the highest
rating possible. The object count now ranges from 0.8 to 1, a much smaller spread than first
party sites. However, the highly rated first party results did not change significantly in rating or

object count when tested with
Forums - Second Party

second party.
5 -
Based on these results, it is
4 . ® ° e o
our recommendation that forums be o
= 3
©
(e

browed with a setting of “Second

Party.” However, in the case of a

80 82 84 86 88 90 92 94 96 98
few forums, it may be acceptable to % Objects Loaded

use “First Party” without any Figure 6-12 Forums — Second Party
detrimental effects. Finally, due to the large amount of third party member content it would be

acceptable to utilize the “Allow All” when viewing certain threads.

6.2.3 Webcomics

Webcomics are an increasingly popular way for artists to get their art viewed on the
Internet. Since the content of a webcomic is the image, and not the text, these pages are a good
test of how our extension handles pages whose primary content is made up of images. Table 6-3
contains information about how many objects were downloaded for and the rating given to

various webcomics.
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Table 6-3 Webcomics Data
Site 1" Party | 2" Party | 3" Party | 1* Party Rating | 2"* Party
Objects Objects Objects Rating
www.ctrlaltdel-online.com/ 71 71 84 4 4
www.vgcats.com/ 29 28 41 4 4
www.penny-arcade.com/ 27 27 41 4 4
www.questionablecontent.net/ 4 17 32 4 4
xkcd.com/ 0 19 22 1 4
pbfcomics.com/ 16 16 19 4 4
As can be seen in
Webcomics - First Party
5 Figure 6-13, webcomics score
41 : * ° high in terms of First Party
o 3 L. .
£ usability  ratings. The
e, |
downloaded content, however,
1 -4
. is fairly spread out. Only one
0 10 20 30 40 50 60 70 80 90 100

% Objects Loaded

Figure 6-13 Webcomics — First Party

the actual comic. This, however, was a rare occurrence.

website in particular was

rendered useless by the lack of

In Figure 6-14, most of the webcomics increased their downloaded object count and

retained their usability ratings. The one comic that did not work using “First Party” was fixed by

using “Second Party.”

Based on these results, we
recommend that webcomics be browsed
using the “First Party” setting. For the
rare comics that do not work under this
setting, it would be necessary to increase

the allowed level to “Second Party.”

Webcomics - Second Party
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Figure 6-14 Webcomics — Second Party




6.2.4 Shopping Websites

Shopping websites have a unique mix of image and text for their content. Both of these

contents are needed to browse the website successfully. However, shopping websites can also

contain unwanted content such as ads. Often times it is hard to block the ads but still allow the

necessary content, for they may both be hosted on second or third party servers.

Table 6-4

contains information about how many objects were downloaded for and the rating given to

various shopping websites.

Table 6-4 Shopping Data

Site 1 Party | 2" Party | 3" Party | 1* Party | 2" Party
Objects Objects Objects Rating Rating
http://www.amazon.com/ 0 8 82 3 3
http://www.target.com/gp/homepage.html | 0 2 196 2 2
http://www.ebay.com/ 0 0 167 2 2
http://www.newegg.com/ 1 190 193 3 4
http://www.walmart.com/ 1 35 108 3 4
http://www.half.ebay.com/ 32 1 312 3 3

As Figure 6-15 shows, allowing first party content only results in very low object counts.

However, none of the shopping sites were rendered useless.

Shopping Sites - First Party
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Figure 6 15 Shopping Sites — First Party
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In fact, the majority of them

received a rating of 3. These

results actually fit best with what

we considered optimal. Although

none of the websites was fully

functional with a rating of 4,

these results still

show that

shopping websites can be useful




even with a setting of “First Party.”

Allowing second  party
Shopping Sites - Second Party

content also, we see a jump in

several of the shopping websites

4 ° S
object counts and ratings (see Figure -

,(% 39 *

6-16). The results are still very o

2 %
similar to the “First Party” results,

1 T T T T T T T T T 1
however, some of the websites now 0 10 20 30 40 50 60 70 8 90 100

% Objects Loaded
receive ratings of 4 with considerably

more content downloaded. Figure 6-16 Shopping Sites — Second Party

Based on these results it can be surmised that between settings of “First Party” and
“Second Party”, not much difference will be found in a website. However, this does not mean
that “Second Party” is not better. We recommend that if a user is browsing a shopping website
with our extension, it would usually be best to allow all content for a full browsing experience,
as neither “First Party” or “Second Party” gave us any particularly excellent results. However, if

a user is willing to sacrifice some of the content, they can bump it down to “Second Party” or

perhaps even “First Party” depending on the particular site.

6.2.5 Flash Websites

Flash sites contain objects that are neither text nor images. However, this content should
not matter for our extension, but it is a good way to test flash objects in particular. As the main
goal of these websites is to provide flash content to the user, it is useful to find out whether or

not the sites will work on “First Party” or “Second Party” settings. We, as users, would like to
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block unwanted content, because flash-centric sites are notoriously overrun with unnecessary

ads. Table 6-5 contains information about how many objects were downloaded for and the rating

given to various flash websites.

Table 6-5 Flash Sites Data

Site 1" Party | 2" Party | 3" Party | 1 Party | 2" Party
Objects | Objects Objects | Rating Rating
www.addictinggames.com 12 73 88 1 4
www.albinoblacksheep.com | 88 87 91 1 1
www.freearcade,com 175 174 201 3 3
www.newgrounds.com 250 235 280 4 4

As Figure 6-17 shows, allowing first party content only causes a scattering of results.

Flash Game Sites - First Party
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% Objects Loaded
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Figure 6-17 Flash Game Sites — First Party

Some websites have low ratings with high

object counts, others have low ratings with

low counts, and even others have high

ratings with high object counts. It would be

hard to recommend such a setting for

anyone who visits multiple flash websites

regularly.

Setting the extension to also allow

second party content causes the sites to simply download more objects (see Figure 6-18). This,

however, does not necessarily make the sites any
easier to view, as the ratings given still range
from 1 to 4. This is most likely due to most of
the flash content being hosted on third party
Servers.
From  these best

results, our

38

Flash Game Sites - Second Party

10 20

30

40 50 60
% Objects Loaded

70

80

90 100

Figure 6-18 Flash Games Sites — Second Party



recommendation for users who regularly browse multiple flash sites would be to set our
extension on a setting of “Allow All,” otherwise the flash content will most likely be
inaccessible. For advanced users, however, in order to block the extraneous ads that regularly

plague flash websites, we recommend a lower setting along with our extension’s user-defined

whitelisting features.

6.2.6 Information Websites

Information websites are websites that can be used as large repository of information.
They may contain encyclopedic knowledge about a specific topic or all topics, or they may be
social networking websites. Many of these websites have a lot of objects being displayed that

are all relevant to the topic being explored. Table 6-6 contains information about how many

objects were downloaded for and the rating given to various information websites.

Table 6-6 Information Sites Data

Site 1 Party | 2" Party | 3" Party | 1* Party | 2" Party
Objects Objects Objects Rating Rating
www.imdb.com 0 105 108 3 4
www.facebook.com | 0 67 79 2 4
www.allmusic.com | 80 95 137 3 4
www.myspace.com | 0 29 41 2 3
en.wikipedia.org 17 17 35 3 3
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As Figure 6-19 shows, allowing first party content only for information sites generates mostly
ratings of 3. While the content percentages range between 0-1, the ratings remain mostly

Information Sites - First Party constant. Only a few times are 2s

5 given.
4 ] .
Adding second party content
o 3 1
€ 24 on top of this eliminates all ratings of
1] :
2 and even adds some 4s (see Figure
O T T T T T T T T T

0 10 20 30 40 50 60 70 80 90 100 6-20)

These sites are almost fully
% Objects Loaded

functional without having to allow
Figure 6 19 Information Sites — First Party
third party content. Although, this
setting does increase the object counts, in some cases almost to 100%, it is still a better outcome
than the “First Party” setting. It is doubtful that second party servers would contain any
unwanted content.

Information Sites - Second Party
Based on these results, we

5 .
would recommend that users who
regularly browse information 4 * ° :
2
sites and use our extension use a = 3 o .
o
setting of “Second Party.” This ,
will allow for all the needed
1 T T T T T T T T T 1
content to be downloaded while 0O 10 20 30 40 5 60 70 80 90 100
% Objects Loaded
keeping out third party content
such as ads. Figure 6-20 Information Sites — Second Party
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6.2.7 Search Engines

Search engines tend to gather all of their content from other websites, usually third party

servers. However, this content is often processed into first or second party objects. In other

cases, all the content is hosted by the search engine, such as youtube.com. Table 6-7 contains

information about how many objects were downloaded for and the rating given to various search

engines.

Table 6-7 Search Sites Data

Site 1* Party | 2" Party | 3" Party | 1* Party | 2"  Party
Objects Objects Objects | Rating Rating
www.google.com 3 3 6 4 4
images.google.com | 25 24 28 4 4
www.youtube.com | 86 117 113 3 4

As Figure 6-21 shows, allowing only first party content, our browsing experience is

hardly hindered. Mostly ratings of 4 were given, and 50% or more of the content was

Search Sites - First Party

downloaded. Usually, almost all

of the content was hosted on first-
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Figure 6-21 Search Sites — First Party

100

party servers.

When adding second party

search engines

content to the allowed objects, the
became almost

perfectly rendered, with all ratings

of 4 and practically 100% of the

content downloaded (see Figure 6-

22). However, this does not necessarily make the “Second Party” setting better than the “First

Party” setting, as the latter setting still produced ratings of mostly 4.
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While we would recommend a setting of “First Party” for users using mainly search
engines, this recommendation is .
Search Engines - Second Party
rather frivolous, as search engines
are used primarily as a gateway to 4 . o
many other sites. Only in the case

of a site like youtube.com could we

make such a recommendation, as all

0 10 20 30 40 50 60 70 80 90 100
% Objects Loaded

its content is hosted on its own

SCrvers.
Figure 6-22 Search Sites — Second Party

6.3 User Surveys

Along with our own testing, we allowed our extension to be used by several outside users
and give us feedback. Most of this feedback was positive, and many users said they would
continue to use our extension. There were a few small complaints people had with the extension.
One user suggested that we should replace all of the normally visible blocked content with an
indicator that some object used to be there. However, this feature was not able to be
implemented in our short development cycle and is something to be looked at for future releases
of the extension. Other complaints simply stemmed from users not fully understanding what our
extension was meant to do, and could have been caused by users not reading the readme file

contained with the extension.
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6.4 Summary

Based on all our findings, the best overall setting we would recommend to users of our
extension would be “Second Party.” As second party servers are still affiliated with the first
party host, it is highly doubtful that these servers will contain unwanted or malicious content.
However, in a select few cases third party content may be necessary to download in order to
view a webpage correctly, such as Flash websites, for oftentimes the content is not contained on
first or second party servers. In many cases, allowing only first party content was also sufficient,
however the rating usually suffered by at least a point, and the websites where it didn’t were few
and far between. As first party content is contained within the “Second Party” setting, this

setting still remains our best recommendation.
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7. Conclusions

This project set out to find a potential solution for the wide range of undesirable content
and privacy concerns experienced when browsing the Web. Our attempt involved writing a
Firefox extension that filters content based on server location, differentiating between content
offered from the site a user intended to visit and content provided by sites from other domains.
In doing so, we hoped that extraneous content could be avoided while maintaining the usability
of most sites.

What we found was that the solution is not that simple. Second-party and third-party
content is often essential for a website to display properly, sometimes even to perform its
primary function. Blindly filtering out this content causes too many issues for it to be worth
applying in such a general sense.

On the other hand, there were sets of websites that were able to perform just as well as
usual with most or all of the extraneous content removed. This supports the idea that domain-

based content filtering does have a use in web browsing for certain sites.

7.1 Future Work

A number of improvements can be made to the extension to improve its usability. For
one, we have determined that there is no one setting for level of content control that works well
with all websites, so a more dynamic approach must be taken. Similar to the existing white and
black lists, one could maintain a list of websites and their preferred filter setting: “First Party,”
“Second Party” or “Allow All.” Some simple interface modifications to allow users to change
these settings for a website would make the extension more usable.

In addition, Adblock Plus supports filter rules which a user can subscribe to. These filter
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rules are automatically modified as updates are made at some central location. If we establish a
similar list of our extensions preferences, such as typical party settings and allowable hosts for
commonly used web sites, this list could be made available to the public. This list would allow
users to get up and running with the extension very quickly, as well as providing a positive
example of how our extension should be used.

Finally, one of the user surveys recommended a visual cue indicating what content had
been blocked and where, such as a placeholder image for an ad that had been blocked. While not
directly related to the issue of privacy and content control, this is something that would enhance

the user experience and should be investigated later, time permitting.
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Appendices
Appendix A: User Surveys

Survey 1

1. Which features of the extension did you like, and why?
It blocked ads which is always good.

2. Which features of the extension did you dislike, and why?
When set to 2nd party, it blocked most ads but it blocked a lot of images that I wanted to see.

3. Did you encounter any websites which were difficult or impossible
to use while running our extension? If so, please list the sites and
what the problems were.
www.amazon.com had all its images blocked while set to 2nd party.

4. Would you continue using this extension in the future? If not,
what changes would make you consider using it?
Regular adblock works fine for me.

Survey 2

1. Which features of the extension did you like, and why?
I liked the fact that you could choose to allow only first or second party content because third party content
is often irrelevant.

2. Which features of the extension did you dislike, and why?
None.

3. Did you encounter any websites which were difficult or impossible
to use while running our extension? If so, please list the sites and
what the problems were.

Nope.

4. Would you continue using this extension in the future? If not,
what changes would make you consider using it?
Probably. It would be nice to have a feature which block's all third party sites except image hosting sites
like imageshack.

Survey 3

1. Which features of the extension did you like, and why?
I like that it is one click away on the bottom of the screen so that I can
easily add/remove hosts.

2. Which features of the extension did you dislike, and why?
Can't really tell when/where things are blocked. It'd be nice to have maybe
some small text show up to replace the ads.

3. Did you encounter any websites which were difficult or impossible
to use while running our extension? If so, please list the sites and
what the problems were.
I didn't find any, and if there were it would be simple to add the host to
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the allowed websites list.

4. Would you continue using this extension in the future? If not,
what changes would make you consider using it?
Yes I'm going to continue using it, there really isn't any reason not to,
it hasn't caused any problems and is a lot easier to use than updating my hosts file all the time.
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Appendix B — Data Gathered
First Party

News Number of Objects
news.yahoo.com/

www.chn.com/
http://www.nytimes.com/
news.bbc.co.uk/
www.msnbc.msn.com/
www.boston.com
news.google.com/

theonion.com

www.ign.com

Forums
http://forums.somethingawful.com/
http://forums.tabit.net/

my.wpi.edu
http://www.ultimatemetal.com/forum/
http://forums.cgsociety.org/
Webcomics
http://www.ctrlaltdel-online.com/
http://www.vgcats.com/
http://www.penny-arcade.com/
http://www.questionablecontent.net/
http://xkcd.com/
http://pbfcomics.com/

Shopping
http://www.amazon.com/
http://www.target.com/gp/homepage.html
http://www.ebay.com/
http://www.newegg.com/
http://www.walmart.com/
http://www.half.ebay.com/

Flash Games
www.addictinggames.com
www.albinoblacksheep.com
www.freearcade.com
www.newgrounds.com
Information

IMDB

www.facebook.com

allmusic.com

myspace.com

en.wikipedia.org

Seach Engines

www.google.com
images.google.com
www.youtube.com
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Second Party

News Number of Objects
news.yahoo.com/

www.chn.com/
http://www.nytimes.com/
news.bbc.co.uk/
www.msnbc.msn.com/
www.boston.com
news.google.com/

theonion.com

www.ign.com

Forums
http://forums.somethingawful.com/
http://forums.tabit.net/

my.wpi.edu
http://www.ultimatemetal.com/forum/
http://forums.cgsociety.org/
Webcomics
http://www.ctrlaltdel-online.com/
http://www.vgcats.com/
http://www.penny-arcade.com/
http://www.questionablecontent.net/
http://xkcd.com/
http://pbfcomics.com/

Shopping
http://www.amazon.com/
http://www.target.com/gp/homepage.html
http://www.ebay.com/
http://www.newegg.com/
http://www.walmart.com/
http://www.half.ebay.com/

Flash Games
www.addictinggames.com
www.albinoblacksheep.com
www.freearcade,com
www.newgrounds.com
Information

IMDB

www.facebook.com

allmusic.com

myspace.com

en.wikipedia.org

Seach Engines

www.google.com
images.google.com
www.youtube.com
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Third Party

News Number of Objects
news.yahoo.com/

www.cnn.com/
http://www.nytimes.com/
news.bbc.co.uk/
www.msnbc.msn.com/
www.boston.com
news.google.com/

theonion.com

www.ign.com

Forums
http://forums.somethingawful.com/
http://forums.tabit.net/

my.wpi.edu
http://www.ultimatemetal.com/forum/
http://forums.cgsociety.org/
Webcomics
http://www.ctrlaltdel-online.com/
http://www.vgcats.com/
http://www.penny-arcade.com/
http://www.questionablecontent.net/
http://xkecd.com/
http://pbfcomics.com/

Shopping
http://www.amazon.com/
http://www.target.com/gp/homepage.html
http://www.ebay.com/
http://www.newegg.com/
http://www.walmart.com/
http://www.half.ebay.com/

Flash Games
www.addictinggames.com
www.albinoblacksheep.com
www.freearcade,com
www.newgrounds.com
Information

IMDB

www.facebook.com

allmusic.com

myspace.com

en.wikipedia.org

Seach Engines

www.google.com
images.google.com
www.youtube.com
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