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Our Contributions 
•  Researched cloud security solutions and potential tools for 

examining different types of vulnerabilities. 
 
•  Designed and built a open-source framework for performing 

vulnerability assessments within the cloud. 
 
•  Created modules to scan for vulnerabilities and later exploit 

discovered vulnerabilities. 
 
•  Built a database in which to store the results in an easily 

accessible format. 
 
•  Tested the modules for functionality and performance. 
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CSA Guide (Cont.) 
•  Interoperability and portability 

•  Virtualization 

•  Security for cloud computing 

•  Security as a Service 

•  Information management and data security 

•  Application security 

•  Application penetration testing for the cloud 
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Results 

Functional and Performance Tests: 
32 public images 

AutoVAS Module: 
1.  Total time 4:17:02, an average of 8:02 per scan. 
2.  Found 560 results 

a.  High: 24 
b.  Medium: 36 
c.  Low: 184 
d.  Log: 316 

Sploit Module: 
1.  Total time 2:08:26, an average of 4:49 per scan 
2.  Opened 1 session via PHP injection 



Results (Cont.) 
AutoVAS then Sploit: 

1.  Total Time 6:43:04, an average of 6:18 per scan 

2.  AutoVAS 
a.  Found 648 results 

3.  Sploit 
a.  Opened 2 sessions on targets using, 

i.  PHP injection, and 
ii.  Buffer overflow allowing arbitrary code execution 

Sploit then AutoVAS: 
1.  Total Time 7:21:13, an average of 6:54 per scan 

2.  AutoVAS 
a.  Found 719 results 
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Performance Test 



Conclusion 

Our Cloud Vulnerability Assessment System Works! 

Future Work 
•  Automatic Exploit and Vulnerability Patches 
•  More Modules 
•  Encryption and Key Management 
•  cvaFrame privledges 

Check out: 
https://github.com/RDaemon5/
cvaFrame_framework 
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