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Our Contributions

Researched cloud security solutions and potential tools for
examining different types of vulnerabilities.

Designed and built a open-source framework for performing
vulnerability assessments within the cloud.

Created modules to scan for vulnerabilities and later exploit
discovered vulnerabilities.

Built a database 1n which to store the results in an easily
accessible format.

Tested the modules for functionality and performance.
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CSA Guide (Cont.)

Interoperability and portability

Virtualization

Security for cloud computing

Security as a Service

Information management and data security

Application security

Application penetration testing for the cloud
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/ Cloud Front End \

1. Cloud Interface
2. Cloud Vulnerability Assessment
(CVA) Framework

CVA Framework Diagram
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Python Design

. Create resourcefile based upon
specified ip address to scan

. Pass resourcefile to msfconsole

. Create a list of targets from Metasploit
output

. Create resourcefile out of list of targets
. Pass resourcefile to msfconsole

. Send output to storage vm

Resourcefile

Metasploit Module
Diagram
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autoVAS

OpenVAS Script Module
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Information Storage System

i The OpenVAS module stores the
Reported Info rm atlon vulnerabilities that it finds in the o @
: corresponding autovas table.
Storage VM Design
The Metasploit module stores the sploit
exploitable vulnerabilities that it finds \
Reported Information in the corresponding sploit table.

Storage VM ]
EEE— The CVA script within the Cloud bid
Front End parses the result files,
CVA Parser autovas before storing the data within the
database VM.

OpenVas Both modules create a tuple in the

Module scan table each time they are run on
(autoVAS) a target machine.

e\
Metasploit The scans have a one to many -__
Module relationship with the results in the

i sploit and autovas tables - .
\ﬂ) : i image_id
autovas

'

bid cve



mysql= show tables

Database Tables
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mysql= describe scans;

| Field | Type | Null | Key | Default | Extra |
| scan_id | int{11) | NO | PRI | NULL | auto_increment |
| image_id | varchar{2@) | YES | | NULL I I
| startTime | varchar(3@) | YES | | NULL I |
| endTime | varchar{3@) | YES | | NULL I |
4 rows in set (8.81 sec)

mysql= describe sploit;

| Field | Type | Mull | Key | Default | Extra I
| id | int{11) | NO | PRI | NULL | auto_increment |
| host | varchar(2@) | YES | | NULL I |
| cve | varchar{48) | YES | | NULL I |
| osvdb | varchar{48) | YES | | NULL I |
| bid | varchar{48) | YES | | NULL I |
| name | varchar(16@) | YES | | NULL I |
| scan_id | int{11) | YES | | NULL I |
7 rows in set {0.60 sec)

mysql= describe autovas;

| Field | Type | Hull | Key | Default | Extra |
| id | int{11) | NO | PRI | NULL | auto_increment |
| scan_id | int{11) | YES | | NULL I |
| nvt | varchar(15@) | YES | | NULL I |
| oid | varchar(6@) | YES | | NULL I |
| threat | varchar{4@) | YES | | NULL I |
| port | varchar{4@) | YES | | NULL I |
| cve | varchar{48) | YES | | NULL I |
| bid | varchar{4@) | YES | | NULL I |
8 rows in set {8.68 sec)



Machines Tested

ID : 169 ID : 168 ID : 166
NAME : debian 6.0 NAME :CVA DB NAME : edgi-testwms
LYPE - OS TYPE : OS TYPE : OS
1D : 165 1D : 164 1D : 163
NAME : edgi-testvoms NAME : edgi-testui NAME : edgi-testboinc
TYPE : OS TYPE : OS TYPE : OS
ID : 146 ID : 143 ID : 141
NAME : Metasploitable NAME : BackTrack 5r2 NAME : Volatile-
TYPE : OS TYPE : OS Datablock-16GB
TYPE : DATABLOCK

ID 136 ID : 130 ID : 99
NAME : WinXP-Base NAME . NAME
TYPE : OS SPEQULOS BOINC bridge w_metajob

TIXPE : OS TYPE : OS
ID 111 ID : 66 1D : 65
NAME : SPEQULOS NAME : M3S NAME : SALMon
TYPE : OS TYPE : OS TYPE : OS




Functional and Performance Tests:

32 public images

AutoVAS Module:
1. Total time 4:17:02, an average of 8:02 per scan.
2. Found 560 results
a. High: 24
b. Medium: 36
c. Low: 184
d. Log: 316

Sploit Module:
1. Total time 2:08:26, an average of 4:49 per scan
2. Opened 1 session via PHP injection



Results (Cont.)

AutoVAS then Sploit:
1. Total Time 6:43:04, an average of 6:18 per scan

2. AutoVAS
a. Found 648 results
3. Sploit
a. Opened 2 sessions on targets using,
i. PHP injection, and
ii. Buffer overflow allowing arbitrary code execution
Sploit then AutoVAS:
1. Total Time 7:21:13, an average of 6:54 per scan
2. AutoVAS
a. Found 719 results



Functional Test sploit

Sploit Functional Test
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Functional Test AutoVAS

AutoVAS Functional Test
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Performance Test

Performance Test
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Conclusion

Our Cloud Vulnerability Assessment System Works!

Future Work

Automatic Exploit and Vulnerability Patches
® More Modules

Encryption and Key Management

® cvaFrame privledges

Check out:
https://github.com/RDaemonS/
cvaFrame framework
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